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1 Introduction

Predicate encryption (PE) with public index, as a subclass of functional encryption [§], is a powerful
generalization of traditional public-key encryption (PKE). In a PE system for a predicate R, data are
encrypted under so-called ciphertext indices cInd, which are public. A user can decrypt such a ciphertext
if she holds a secret key with a key index kInd, such that R (kInd, cInd) = 1. Identity-based encryption
(IBE) schemes realize the equality relation and are the simplest example of PE. In general, predicate
encryption schemes provide a powerful tool for achieving fine-grained access control on confidential data.

Except for IBE, constructions of fully (also called adaptively) secure PEs have been missing for a long
time. The dual system encryption methodology, introduced and extended by Waters and Lewko [21, [16],
provides fundamental techniques to achieve fully secure PE schemes which withstand chosen-plaintext
attacks (CPA). Based on this methodology, schemes for various predicates such as (hierarchical) identity-
based encryption [21], [16], attribute-based encryption [I7, [I5], inner-product encryption [I8] [4], spatial
encryption [I2] 4], and schemes for regular languages [3], to name just a few, have been constructed.

Although many PE schemes have been presented, constructions for new predicates have each been
built from the ground up until the following results were published. Attrapadung [3] and Wee [22]
independently introduced generic frameworks for the design and analysis of PE schemes with public
index from composite-order bilinear groups. These frameworks are based on the dual system encryp-
tion methodology and define new cryptographic primitives called pair encoding and predicate encoding.
Attrapadung and Wee showed that fully CPA-secure PEs can be constructed from encoding schemes
in a generic fashion. This approach simplifies the development of new schemes, since the complexity
of security proofs is reduced. Furthermore, the properties required to achieve secure constructions are
better understood, structured, and defined in terms of security properties of encodings. Recently, both
frameworks were adapted to prime-order groups in [2, [I] and in [9], respectively. Overall, the research
on encodings resulted in new and efficient CPA-secure schemes for various predicates. In this paper,
we extend the framework of Attrapadung [3] to achieve fully CCA-secure PE schemes. We chose this
framework because of its powerful computational (rather than information theoretic) security notion
which allows to capture involved predicates. Although this will be a non-trivial task, we believe that our
techniques can be applied to the pair encoding framework in prime order groups [2].

Related work. Although there exist many adaptively CPA-secure PE schemes for various predicates, only
a few papers consider the realization of fully secure schemes which withstand chosen-ciphertext attacks
(CCA), the most desirable security notion in practice. Comparing this situation with PKE schemes and
IBE schemes, we identify the following gap. Mainly two different approaches are known to achieve efficient
CCA-secure schemes without random oracle model in the context of PKE and IBE (cf. discussion in [7]).
The first approach goes back to the CCA-secure PKE schemes introduced in [I1]. Schemes following this
approach achieve CCA-security using a kind of well-formedness proofs, exploit specific properties of the
underlying CPA-secure schemes, and sacrifice generality for efficiency. The second approach goes back
to the generic transformations presented in [7] and uses one-time signatures or message authentication
codes as building blocks. Whereas both approaches are well studied for PKE [IT], 10, [7] and (hierarchical)
IBE [13| [14} [7] this is not the case for PE with more involved predicates.

Generic transformations of CPA-secure PE schemes into CCA-secure schemes presented in [23] [24]
pursue the second approach from above and use one-time signatures as a building block. However,
the first approach of well-formedness proofs has not been taken into account for PEs. Indeed, only
a few PE schemes are proven to be fully CCA-secure without applying the generic transformations
from [23] [24]. To the best of our knowledge these are the broadcast-encryption scheme from [I9] and the
(index hiding) encryption for relations that are specified by non-monotone access structures combined
with inner product relations [I8]. The techniques from [19] are closely related to the techniques used for
adaptively secure IBE schemes. The schemes from [I§] achieve CCA-security using one-time signature
schemes and their techniques are closely related to [24].

We can only speculate why the non-generic approach of well-formedness proofs from [I1] has not been
considered for fully secure predicate encryption schemes. Probably because of the complex structure of the
ciphertexts in PE schemes well-formedness proofs have been assumed to be inefficient. Furthermore, the
consistency checks for the ciphertexts seem to be in conflict with the dual system encryption methodology,
since an essential part of this technique is based on incorrectly formed ciphertexts, i.e. semi-functional
ciphertexts. In this work we show that these assumptions are premature. We show that the dual system



encryption techniques can be combined with well-formedness proofs and that the resulting fully CCA-
secure PE schemes require computational overhead, which is comparable to the additional overhead
required by the generic transformations.

Our contribution. In this work we take a significant step to close the gap between PKE/IBE and PE
w.r.t. non-generic CCA-secure constructions. Namely, given any pair encoding scheme (with natural
restrictions) secure in terms of [3], we construct a fully CCA-secure key-encapsulation mechanism (KEM)
for the corresponding predicate using a kind of well-formedness proofs. Surprisingly, due to the pair
encoding abstraction, we achieve a semi-generic transformation and still exploit structural properties
of the underlying CPA-secure schemes. Since the underlying framework of [3] is defined on composite-
order groups, our construction is also build on these groups. Combined with an appropriate symmetric
encryption, our framework leads to various new fully CCA-secure PE schemes through the usual hybrid
construction. In fact, for efficiency reasons hybrid schemes are preferred to plain encryption schemes in
practice.

Although our extensions of CPA-secure schemes are similar to those used in PKE schemes, the appli-
cation to complex predicates as well as the generic nature of our construction are novel for the underlying
techniques. We achieve simpler and usually more efficient constructions than those obtained from CPA-
secure schemes and the generic transformations based on one-time signatures [23] 24]. Furthermore, we
keep the advantage of tight reductions from the original framework of Attrapadung [3], and the re-
duction costs of our CCA-secure construction are comparable to the reduction costs of the underlying
CPA-secure construction. This is indeed surprising and is due to our extension of the dual system en-
cryption methodology which we describe below. The only additional cryptographic primitive required
by our construction is a collision-resistant hash function, which is used to add a single redundant group
element to the ciphertext. Apart from that, we add two group elements to the public parameters of the
underlying CPA-secure scheme. The security of our framework is based on the same security assumptions
as the security of the original CPA-secure framework.

Moving beyond the dual system encryption methodology. Security proofs in cryptography often consist of
a sequence of probability experiments (or games) with small differences. The first experiment is the target
security experiment (CCA-security experiment in our case) whereas the last experiment is constructed
in such a way, that the adversaries cannot achieve any advantage. The task of the proof is to show that
consecutive experiments are computationally indistinguishable. This proof structure is also used in dual
system encryption methodology [21], but the changes between the experiments are quite special. The main
idea of this technique is to define so-called semi-functional keys and semi-functional ciphertexts, which
are indistinguishable from their normal counterparts. In the proof sequence, the challenge ciphertext and
all generated keys are transformed from normal to semi-functional one by one. In the last experiment,
when all elements are modified, the challenge can be changed to the ciphertext of a randomly chosen
message.

The obvious way to apply dual system encryption methodology in the context of CCA-security is to
treat keys used to answer decryption queries in the same way as keys queried by the adversary. This
strategy was followed in [I8] (see discussion of this work below), but our proof strategy diverges from it.
We deal with decryption queries in a novel and surprisingly simple manner. As an additional advantage,
the reductions of the original CPA-security proof require only a few and simple modifications. The main
idea is to answer decryption queries in all games using separately generated normal keys. Our well-
formedness checks ensure that this modification cannot be noticed. Moreover, we ensure that normal
and semi-functional ciphertexts both pass our well-formedness checks. Mainly because of this approach,
we can keep the basic structure of the original CPA-security proof of Attrapadung. We only have to
add four additional experiments: three at the beginning and one before the last game. In our last game
we show that by using the redundant element added to the ciphertext we can answer all decryption
queries without the user secret keys. The indistinguishability for this experiment is again based on our
well-formedness checks.

The main advantage of our construction and our proof strategy becomes obvious if compared to the
techniques in [I8], where all keys are changed and the security guarantees decrease linearly in the number
of decryption queries and the number of corrupted keys. In our approach, the number of decryption
queries influences the security guarantees only negligibly. In a realistic scenario, the number of decryption



queries must be assumed to be much larger than the number of corrupted keys. Hence, our approach
results in smaller security parameters, which also increases efficiency.

Organization. In Section [2] we present the preliminaries including security definitions and assumptions.
Section [3| contains our formal requirements on pair encoding schemes and our fully CCA-secure frame-
work. In Section [4 we present our main theorem and explain our proof strategy. Finally, in Section [f] we
compare our resulting schemes with generic constructions and conclude.

2 Background

We denote by « := a the algorithmic action of assigning the value a to the variable a. For n € N,
we denote by [n] the set {i € N|1<i<n} and by [n], the set [n] U {0}. Let X be a random variable
on a finite set S. We denote by [X] the support of X, that is [X] = {s € S| Pr[X = s] > 0}. We write
«a < X to denote the algorithmic action of sampling an element of S according to the distribution defined
by X. We also write a <— S when sampling an element from S according to the uniform distribution.
Furthermore, ay,...,a, + X is a shortcut for oy + X, ..., a, < X. This notation can be extended to
probabilistic polynomial time (ppt) algorithms, since every ppt algorithm A on input = defines a finite
output probability space denoted by A (x). Finally, vectors are written in bold and we do not distinguish
between row and column vectors. It will be obvious from context what we mean. We usually denote the
components of a vector v by (v1,...,v,), where n = |v|.

2.1 Predicate Families

In general, a predicate family is just a set of relations. For our purposes we require a more specific
definition. Compared to [3], we give a more fine grained definition. Namely, we split the relation indexes
into two parts which play different roles.

Definition 2.1. Let 2, X be arbitrary sets. A predicate family Rq s (or just R) is a set of relations

R = {Rdes,dom : Xdes,dom X Ydes,dom — {07 1}}des€(2,dom€2 )

where Xdes,dom and Ydes,dom are sets called the key index space and the ciphertext index space of Res,dom
respectively. Relation indexes will be often denoted by k = (des,dom) and the corresponding relations will
be denoted by Ry.

By the definition, every predicate Rqes,dom € R, s is uniquely defined by two indices. In our context,
every index des € {2 specifies some general description properties of the corresponding predicates (e.g.
maximal number of attributes in a key). This index will be chosen by the system administrator before
the setup of the system. Index dom € X specifies domain properties which will depend on the security
parameter (e.g. domain of computation Zy ) and will be determined by the corresponding setup algorithm.

For every des € {2 we denote by Rqes the following subfamily of predicates

Rdes = {Rdes,dom : Xdes,dom X Ydes,dom — {0, ]‘}}domGZ] g R .

Furthermore, if des € (2 is fixed and obvious from context, we will simply write Rqom, Xdom and Ygom.

Our framework is defined over composite order groups and hence, we have to take care of zero-divisors
in Zy for composite N € N. The following definition is adapted from [3] to our notation and specifies
the properties of the predicate families which are required for the framework.

Definition 2.2. A predicate family Rq 5 is called domain-transferable if ¥ C N, for every k =
(des, N) € 2 x X, and every p € N> with p ’ N it holds k' = (des,p) € 2 x X, and X,y C X,,
Y. C Y. Furthermore, there must exist a ppt algorithm Factor and projection maps f1 : X, — Xy and
fo : Y. —= Y, such that for all kInd € X,; and cInd € Y, it holds:

Completeness: If R, (kInd, cInd) = 1, then R, (f1 (kInd), f2 (cInd)) = 1.
Soundness: If R, (kInd, cInd) = 0 and R,/ (f1 (kInd), f2 (cInd)) = 1, then a non-trivial factor F of N
can be computed by F := Factor (k, kInd, cInd).



2.2 Predicate Key-Encapsulation Mechanisms

In this subsection we present the definition of predicate key-encapsulation mechanisms (P-KEMs) and
the definition of full security against adaptively chosen-ciphertext attacks (also called CCA2 attacks) for
these schemes. P-KEMs combined with appropriate symmetric encryption schemes lead to fully functional
predicate encryptions through the usual hybrid construction. For the sake of completeness we present
this construction and the corresponding security proof in Appendix [C}

Definition 2.3. Let K = {K\} be a family of finite sets indexed by security parameter X and possibly
some further parameters. A predicate key-encapsulation mechanism I for predicate family Ro 5
and a family of key spaces K consists of four ppt algorithms:

Setup (1>‘,des) — (msk,pp,,) : takes as input security parameter X\, des € 2, and outputs a master
secret key and public parameters. The algorithm determines among other elements dom € X' and the
relation index k = (des,dom) is (implicitly) included in pp,,.

KeyGen (1>‘,pp,{, msk kInd) — sk : takes as input the master secret key msk and a key index klnd €
Xk. It generates a user secret key sk for kInd.

Encaps (1’\,ppﬁ,cInd) — (K,CT) : takes as input a ciphertext index cInd € Y, and outputs a key
K € Ky, and an encapsulation CT of this key.

Decaps (lA,ppm,sk, CT) — K : takes as input a secret key sk and an encapsulation. It outputs a key
K € Ky or an error symbol L ¢ K.

Correctness: For every security parameter A, every des € §2, every (msk, pp,.) € [Setup (1/\ des)], every
kInd € X, and cInd € Y, with R, (kInd,cInd) = 1, every sk € [KeyGen (1 , PD,., msk, kInd)] and
(K,CT) € [Encaps (lA,ppﬁ,cInd)] it must hold that

Pr [Decaps (1’\,ppmsk, CT) = K] =1.

We will leave out 1* and pp,, from the input of the algorithms, if these are obvious from the context.
Furthermore, for every klnd € X, and every cInd € Y, we denote by SKiimq and by Ce.ng the sets
of syntactically correct secret keys and encapsulations, respectively. These sets are certain supersets of
corresponding correctly generated elements and represent their syntactic structure, which can be easily
checked (e.g. the correct number of group elements).

CCA Security Definition for P-KEMs. Whereas in the context of traditional PKE there is only a
single secret key in question, in PE schemes there are many user secret keys generated from the master
secret key. Actually, several users may have different keys for the same key index. In order to model this
issue, we have to give the adversary the possibility to specify not only the key index, but also the keys
which have to be used for answering decapsulation queries. Similar to [19], we model this using so-called
covered key generation queries.

Let II be a P-KEM for predicate family R s and family K = {K,} of key spaces. The CCA-
security experiment aP- KEMaCCA (A, des) between challenger C and adversary A is defined next. In this
experiment, index ¢ denotes the number of a covered key generation query and kInd; denotes the key
index used in the query with number i. W.l.o.g. we assume that A uses index i in the oracle queries
only after the i’th query to the covered key generation oracle. In the security proof we will change this
experiment step by step. Those parts of the experiment, which will be changed later, are framed and
numbered.

The advantage of A in security experiment aP- KEMaCCA (X, des) is defined as

Adv-aP-KEM{{ (A, des) := Pr [aP-KEM{TG™ (A, des) = 1] — 1/2 .

Definition 2.4. A predicate key encapsulation mechanism I1 for predicate family R 5 is called fully
(or adaptively) secure against adaptively chosen-ciphertext attacks (or CCA2 secure) if for
every des € §2 and every ppt adversary A the function Adv-aP KEM“CCA (A, des) is negligible in .



aP-KEM?EgA (A, des) :
Setup : C generates (I [(msk, pp,) < Setup (1>‘, des)j and starts .4 on input (1)‘, pp,{).

Phase I: A has access to the following oracles:
CoveredKeyGen (kInd;) for kInd; € X,: Challenger C generates a secret key for kInd;
2 [ski + KeyGen (msk, kIndi)], stores (kInd;, sk;), and returns nothing.

Open (i) for i € N: C returns (%) . We call the corresponding key index kInd; a corrupted key
index.
Decapsulate (CT, i) with CT € Ceyq for some cInd € Yy, and i € N: C returns the decapsulation

) (Decaps (sk;, CT) E|

Challenge : A submits a target ciphertext index cInd* € Y, under the restriction that for every cor-
rupted key index kInd it holds R, (kInd,cInd*) = 0. C computes ¢*) [(KO, CT") + Encaps (cInd*)],

chooses K; + Ky, flips a bit b « {0, 1}, sets (% , and returns the challenge (K*, CT™).
Phase IT: A has access to the following oracles:
CoveredKeyGen (kInd;) for kInd; € X,: As before, challenger C generates a secret key

& [skl- + KeyGen (msk, kIndi)], stores (kInd;, sk;), and returns nothing.

Open (i) for i € N: C returns (% under the restriction that R, (kInd;, cInd™) = 0.
Decapsulate (CT, i) with CT € C.p,q for some cInd € Y, and ¢ € N: C returns the error symbol
L if CT =CT". ﬁ Otherwise, C returns (9 .
Guess : A outputs a bit b’ € {0, 1}. If one of the restrictions is violated, the output of the experiment
is 0. (10 [The output of the experiment is 1 iff b’ = b]

® For schemes, where cInd is not efficiently computable from CT, the decapsulation oracle requires the
ciphertext index as additional input.

b For schemes, where the decapsulation oracle requires cInd in addition, a query on CT* is allowed if cInd #*
cInd™.

2.3 Composite Order Bilinear Groups

In this section we briefly recall the main properties of composite order bilinear groups (cf. [16]). We
define these groups using a group generation algorithm G, a ppt algorithm which takes as input a
security parameter 1* and outputs a description G of bilinear groups. We require that G outputs

GD = (p17p27p37(gaG)1GT7e GxG— GT) s

where p1,p2,ps are distinct primes of length A\, G and Gt are cyclic groups of order N = pipaps, ¢
is a generator of G, and function e is a non-degenerate bilinear map: i.e., e (g“,gb) = e(g,g)a'b for
all a,b € Zy, and e(g,g) is a generator of Gr. Furthermore, we denote by GDy a restricted group
description corresponding to G, where the prime numbers are replaced by N. We require that the
group operations as well as the bilinear map e are computable in polynomial time with respect to A
when the restricted group description GDy is given.

G can be decomposed as G, X G,, X G, , where for every p; | N we denote by G, the unique subgroup
of G of order p;. Let g; be an arbitrary but fixed generator of G,,. Every h € G can be expressed as
91 95%95°, where a; are uniquely defined modulo p;. Hence, we will call g7 the G,,, component of h. Note
that, e.g., gP'P? generates G,, and hence, given the factorization of N, we can pick random elements
from every subgroup. A further important property of composite order bilinear groups is that for p; # p;
and g; € Gyp,, g; € Gy, it holds e (g;,95) = lgy-

We will also use the following common shortcuts for vectors of group elements. Let g, h,r € G,

v,w,u € Z%, and E € Z’;,Xd for k,d € N. We denote by g% the vector (g%, g"2,...,g") € G*. Fur-
thermore, we define g¥ - g% := ¢g¥T%, (g”)E = g¥F and e (g%, hv) = Hf:le(g”i, h*i). Hence, it also
holds e (¢¥,h™ - r*) = e (g%, h™) - e (¢¥,r™) . Furthermore, given ¢* and E one can efficiently compute

components of (¢°)F € G.
Remark 2.1. We will often pick group elements from G and its subgroups uniformly at random. Thereby

we will always assume, that a generator of the corresponding group is chosen. This is only a technical
convention, since the opposite happens only with negligible probability.



2.4 Security Assumptions

In this subsection we define three so-called Subgroup Decision Assumptions used to prove the security
of our construction. We use exactly the same assumptions as the original CPA-secure framework [3].
See also [I6] for validity of these assumptions in the generic group model. Let G be a group generation
algorithm. Each of the following probability experiments starts with

GD = (plap2ap3a(va) 7GTae :GxG— GT) — g (1)\) :

SD1(A\): g1 < Gy, g3+ Gy,

D :=(GDnN,g1,93), Zo+ Gp,, Z1 4+ Gpp, -
SD2(\): g1, X1 + Gy, X0, Yo Gy, 93, Y3+ Gy,

D = (GDn, g1, X1X2,Y2Y3,093), Zo < Gp,ps, Z1 G .
SD3(A\): g1 ¢ Gpyy, g2, X0, Y2+ Gy,, g3+ Gp,, ,5¢ Zn

D := (GDy, 91,97 X2,91Y2,92,93) , Zo < G, Zy :=e(g1,91)""

The advantage of A in breaking experiment SDi () is defined as
AdvSP () = [Pr[A(D, Zy) = 1] = Pr[A(D, Z,) = 1]|

Assumptions. We say that G satisfies Assumption SDi if for every ppt algorithm A the function
AdvSP" () is negligible.

The following lemma was implicitly proven in [I6] (see the proof of Lemma 5). This lemma implies,
that under Assumption it is computationally infeasible to compute a non-trivial factor of N.

Lemma 2.1. There exists a ppt algorithm A with
|Pr[A(D,Zy,F)=1]-Pr[A(D,Z,,F)=1]| =1,

where D, Zy, Z1 are distributed as defined in E:z:periment and F' is a non-trivial factor of N (N 1is
defined by GDy € D).

Proof. See the proof in Appendix

3 Framework for CCA-Secure P-KEMs

In this section we recall the definition of pair encoding schemes and define two additional properties,
which are required for our CCA-secure framework. Our framework is presented in Subsection [3.3

3.1 Pair Encoding Schemes

In this subsection we first recall the formal definition of pair encodings presented by Attrapadung [3]
and slightly adapted to our notation. This cryptographic primitive is used to construct predicate encryp-
tion schemes. Actually, pair encodings are multivariate polynomials which are evaluated during the key
generation and during the encryption. The elements, used to evaluate the polynomials, will be chosen
according to certain probability distributions. We separate the notation of polynomial variables and the
notation of corresponding elements in the schemes, which is different from [3]. Every polynomial vari-
able gets an index, which in turn will be the name of the corresponding element in the schemes. For
example random element s corresponds to the polynomial variable X;. This justifies the unusual names
of variables.

Definition 3.1. Let Rg 5 be a domain-transferable predicate family, k = (des, N) € £2x X be a predicate
index, kInd € X,; and cInd € Y, be a key index and a ciphertext index respectively. A pair encoding
scheme P for R 5 consists of four ppt algorithms:

Param (k) =: n: outputs n € N, which defines the number of so-called common variables denoted by
Xpyyeo s Xp,) =Xp -



Encl (x,kInd) =: (k,m2) : outputs ma € N and a vector k = (k1,...,km,) of m1 multivariate polyno-
mials k1, ..., km, € Zn [Xa, X, Xp]. The variable X, is called the master secret key variable and the
variables (X,.l, . 7X7-m2> = X, are called key-specific variables. The polynomials in k are restricted
to linear combinations of monomials {Xa, Xppy Xp, Xy icmal.jcln]

Enc2 (k,cInd) =: (¢, ws) : outputs wa € N and a vector ¢ = (c1,. .., cw,) of w1 multivariate polynomials
Clye s Cwy, € Zn [Xs,Xs,Xp]. The variable X; and the variables (Xsl, . ,Xsw2) = X, are called
ciphertext-specific variablesﬂ The polynomials in ¢ are restricted to linear combinations of monomials
{Xeor Xair XX, Xn, X Frcrunticin]

Pair (k, kInd, cInd) — E : outputs a matriz E € Z* ™", where my and wy are defined by Encl (x,kInd)
and Enc2 (k,cInd), respectively.

Correctness: Let k = (des, N) € 2x X, kInd € X,;, cInd € Y, be arbitrary. Let (k, m2) = Encl (k, kInd),
my = |k|, and (e, w3) = Enc2 (k,cInd), wy = |e|. The following three properties must be fulfilled:

1. If Ry (kInd,cInd) = 1, then for every E € [Pair (k,kInd, cInd)] it holds symbolically

Z Z errkrcr =Xo X5 .

TE[m1] 7' E[wi]
2. (Trivially holds for prime N) For every kInd € X,; and every p € N> with p ‘ N it holds
k' =k (mod p) and — mg =mj |

where (k',mb) = Encl (k, f1 (kInd)) and f1 is the projection map from domain-transferable property
Of RQ,E.
3. (Trivially holds for prime N ) For every cInd € Y,, and every p € N> with p ’ N it holds

c =c (mod p) and — wy = wh |
where (¢, wh) = Enc2 (k, fo (cInd)) and fo is the projection map from domain-transferable property
Raos.

As a notational convention, whenever a particular relation index k, a key index klnd € X,, and a
ciphertext index cInd € Y, are under consideration, the following values are also implicitly defined:
n = Param (k), (k,m2) = Encl (k,kInd), m; = |k|, and (¢, ws) = Enc2 (k,cInd), wy = |¢|. Note that
differently from [3] we allow the algorithm Pair to be probabilistic. The results from [3] still hold with
our definition.

Security Notions for Pair Encoding Schemes. We prove the security of our framework based on
the computational security notions of pair encoding schemes presented in [3], i.e. selectively master-
key hiding (SMH) and co-selectively master-key hiding (CMH). These security notions make the pair
encoding framework so powerful. We refer to Appendix [A] for both definitions.

3.2 Additional Requirements of CCA-Secure Framework

In this subsection we formalize two properties of pair encoding schemes, which are sufficient to achieve
CCA-secure P-KEMs using our framework. As in [5] we require normality of pair encoding P, a very
natural restriction (this is also one of the restrictions of regular encodings from [2]). This property was
also used in [I] (see the full version of [I] for additional discussion on the structural restrictions of pair
encoding schemes).

Definition 3.2. A pair encoding P for R s is called normal, if for every predicate index k € 2xX and
every cInd € Y,; there exists an integer 7 € [w1] such that it holds ¢+ = X, where (¢, w2) = Enc2 (k, cInd),
wy = |e|. W.lo.g, we will assume that ¢; = Xs.

! The variable X, is separated, because it plays a special role in the algorithms. We will also denote it by Xs,.
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Next, we formally define the second required property, which we call verifiability property. As men-
tioned before, we have to check the form of the encapsulation to a certain extent in order to achieve
CCA-security. The verifiability property itself does not ensure the CCA-security and has to be consid-
ered in the context of our extended framework. Hence, for the intuition behind this property we refer
to the discussion in the next subsection. In Theorem [4.2] we will furthermore state that all regular pair
encodings schemes are verifiable. The definition of regular encodings and a constructive proof of this
theorem are given in Appendix [E]

Let Rg,» be a domain-transferable predicate family, G be a group generator and A be a security
parameter. Let GD € [g (1)‘)] and GDpy be the corresponding restricted group description. (We call G
an appropriate group generator for R x if N € X for every GD € [g (1A)] .) Furthermore, let des € (2,
kInd € X,;, and cInd € Y, be arbitrary but fixed such that R, (kInd, cInd) = 1, where x = (des, N). Let
n = Param (k).

Definition 3.3. (Verifiability) P is called verifiable with respect to G if it is normal and there exists
a deterministic polynomial-time algorithm Vrfy, which given des, GDy, g1 € G, , gh € Gy, » kInd, cInd,
E € [Pair (k, kInd, cInd)], and C = (C1,...,Cy,) € G¥* outputs 0 or 1 such that:

Completeness: The output is 1 if there exist s € Zn and s € Z3? such that the Gy, components of the
elements in C are equal to gf(s’s’h), where (¢, wz) = Enc2 (k,cInd).

Soundness: If the output is 1, then for every o € Zn, r € Z* it holds:
e (gf(aﬂ‘,h)-E, C) = e (gl7 Cl)a , (1)

where (k,ms) = Encl (k, kInd).

Remark 3.1. Suppose that the verification algorithm outputs 1 if and only if there exist s € Zy and s €
Z\? such that the G,, components of C are equal to gf(s’s’h). Then, both required properties are satisfied
due to the correctness of the pair encoding scheme, which ensures that for every E € [Pair (k, kInd, cInd)]

it holds k (a,7,h) - E -c(s,8,h) = a - s.

Collision-Resistant Hash Functions. Our construction requires a collision-resistant hash function in
order to hash elements from Y, and a restricted number of elements from G into Zp. Such a function
can be realized using an appropriate injective encoding function and a cryptographic hash function. The
notion of collision-resistance is common and we refer to Appendix [B| for a formal definition. We denote
by H < H, the random choice of such a function.

3.3 Fully CCA-Secure Framework

In this section we present our framework for constructing fully CCA-secure P-KEMs from pair encoding

schemes. Let P be a verifiable pair encoding scheme for domain-transferable predicate family R » and

Vrfy be the algorithm from Definition Let G be a composite order group generator, and H be a

family of appropriate collision-resistant hash functions. A P-KEM II for Ry, 5 is defined as follows:

Setup (1>‘7des) : If des € (2, generate G <« Q(l’\)7 g1 < Gp, and g3 + Gp,. Set kK := (des, N),
where N = pypaps. Compute n := Param (x), pick h < Z%, and compute gh. Choose a,u,v + Zy
and set Y := e(g1,91)", Uy := g%, and Vi := ¢g¥. Choose H <+ H, and output msk := « and
PP, = (des, GDy, g1,9%, U1, V1,93,Y, H)

KeyGen (pp,,, msk,kInd) : If kInd € X,;, compute (k,mz) := Encl (k,kInd) (let m; = |k|). Pick r «
Zy?, Rz < G, and compute K := g’f(mSk’r’h) - R3. Output sk := (kInd, K).
The key space for kInd € X, is SKyipq := {kInd} x G™.

Encaps (pp,,, cInd) : If cInd € Y, compute (¢,w3) := Enc2(k,cInd) (let wy = |¢|). Pick s + Zy,
s < Z)?, and compute C := gf(s’s’h) = (C4,...,Cy,). Compute

t:=H(cInd,e(g1,C4),...,e(91,Cu,)) (2)

and C" := (U{ - V1)°. Set CT := (cInd, C,C"), K := Y*, and output (K,CT). The ciphertext space
for cInd € Y, is Cerng := {cInd} x G¥1 T,

Note that, given CT € Cenq, the corresponding hash value can be computed efficiently. We denote by
HInput (CT) the input of the hash function as defined in (2).
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Decaps (pp,,, sk, CT) : It must hold CT = (cInd, C,C") € Cenq for cInd € Y,; and sk = (kInd, K) €
SKkina for kInd € X,;. Output L if Ry (kInd, cInd) # 1. Compute ¢t := H (HInput (CT)) and E «+
Pair (k, kInd, cInd). Output L, if one of the following checks fails:

e(C",g1) =e(C1,Uf - V1) (3)
¢(C",g5) £ 1 and Yiepy,) e (Cigs) = 1, (4)
Vrfy (des, GDy, g1, g%, kInd, cInd, E,C) =1 . (5)

Output K :=e (KE, C).

Correctness is based mainly on the correctness of pair encoding and the completeness of the verifica-
tion algorithm (see the proof in Appendix [G.1)). Compared to the original CPA-secure framework of [3]
we add only the hash function H and the group elements Uy, Vi € G to the public parameter. The user
secret keys are not changed at all. The encapsulation is extended by a single group element C” € G.
The checks in , and are new in the decapsulation algorithm. We call these checks consistency
checks and explain them in more detail below.

Semi-functional algorithms. The following semi-functional algorithms are basically from [3] and are
essential to prove adaptive security of the original and our extended framework. The main idea is to
extend the keys and the ciphertexts with components from G,, subgroup. These modifications cannot
be noticed by a ppt adversary mainly due to the subgroup decision assumptions and since the public
parameters do not contain a generator of G,,. We extended the algorithms from [3] by semi-functional
components for our additional elements in the public parameters (U, V1) and in the encapsulation (C”).

SFSetup (1’\,des): Generate (msk, pp,) < Setup (1’\,des), g2 — Gy, h « Ly, and tg, 0y < Zp,.
Output (msk, DDy, g2, B i, @2) :

SFKeyGen (1*, pp,., msk, kInd, type, &, g2, ﬁ) for & € Zy: Generate a normal secret key (kInd, K1) «
KeyGen (msk, kInd), pick # = (71,...,Pm,) < Z3?, and compute

k(0#h)
92( "h) if type=1
K -— ) k(arh
K= g2(a’T’ ) if type = 2
g;c(a,0,0) if type=3 .

Set K := K/ - K and output a semi-functional key sk := (kInd, K) € SKkinq.
SFEncaps (1/\, pD,.,clnd, g2, h, o, @g): Generate (K, (cInd, C1,-)) < Encaps (cInd). Let s € Zy be the

o(5.8,h)

corresponding random exponent. Choose § < Zy, § + Z? and compute C = 9y . Next, set

C := C; - C, compute the hash value t = H (HInput (cInd, C, -)) and "= (Ut -)°- (gzﬁz't -gg"’)( .
Output key K and CT = (cInd, C,C") € Ccipa.

Remark 3.2. Note, that differently from [3], we define the semi-functional elements ﬁl, ey iln, o, and U9
as uniformly distributed elements in Z,, instead of Z . All these elements are used only in the exponents
of go € G, and hence, by Chinese Remainder Theorem, we did not change the distributions of the user
secret keys and the distributions of encapsulations. But, this simplifies argumentation on several places
in the proofs.

Intuition behind the Consistency Checks. In this subsection we provide a high-level explanation of
why the consistency checks render the decapsulation oracle useless to any ppt adversary. Our explanation
leaves out many important details of the formal proof.

Assume that A queries the decapsulation oracle with CT = (cInd, C, C") € C.pnq such that the group
elements of CT contain only the G,, components. If CT passes 7 then by the verifiability property
e (KE7C) = e(g1, Cl)mSk. Next, our additional element C” and the check in guarantee that the
Gp, component of C is of the form g7 and s is known to 4. Hence, the output of the decapsulation
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is e(ghCl)mSk = Y*. Since A knows Y and s anyway, this can be computed by A itself and the
decapsulation oracle is useless for A.

We still have to justify the assumption that the elements in CT contain only the G,, components.
The checks in guarantee that the elements of CT contain no G,, components. Then, the subgroup
decision assumptions ensures that CT does not also contain G,, components.

The following lemma is important for the following security proof. It shows that, due to the consistency
checks in and in , there is no difference which normal key is used in the decapsulation algorithm.
This lemma provides further intuition behind the consistency checks.

Lemma 3.1. For every security parameter A, every des € (2, every (msk, pp,.) € [Setup (1A, des)], every
kInd € X,,, every sky,sky € [KeyGen (pp,,, msk, kInd)], and every CT € {0,1}" it holds

Pr[K : K «+ Decaps (pp,,, sk, CT)] = Pr [K : K < Decaps (pp,,, skz, CT)]

Proof. Let A, des € £2, (msk, pp,.) € [Setup (1*,des)], kInd € X,, sk, sky € [KeyGen (pp,,, msk, kInd)],
and CT € {0,1}" be arbitrary, but fixed. We consider only the case that there exists an index cInd € Y,
such that CT € Ccnq and Ry (kInd, cInd) = 1, since otherwise the decapsulation algorithm will output
L independently of the secret key. Furthermore, let (k,ms2) = Encl (k,kInd), m; = |k|, and (¢, ws) =
Enc2 (k, cInd), w; = |c|. We denote CT = (cInd, C,C"), where C € G** and C” € G.

Both probability distributions are over the random choice of E < Pair (k,kInd, cInd). The choice
of E € Z**"* depends on klnd, but is independent of the concrete secret key for kInd. Hence, every
E € [Pair (k, kInd, cInd)] is chosen with the same probability in both cases. Let E € [Pair (x, kInd, cInd)]
be arbitrary, but fixed. We claim, that independently of the concrete secret key, the result of the decap-
sulation algorithm using E will be the same. This will immediately prove the lemma.

It is important to notice, that for a fixed E the consistency checks are deterministic. In particular,
Vrfy is a deterministic algorithm by definition. Hence, if one of the consistency checks fails, the output
of the decapsulation algorithm will be L independently of the concrete secret key. Hence, it remains to
consider the case that CT = (cInd, C, C") passes all consistency checks.

Since the keys sk; and sko are normal, there exist r1,79 € Z? and R31,R32 € Gggl such that

sk = (kInd,K1 = gh(mskrih) Rg,l) and sk, = (kInd, K, = ghmskrah) .Rg,g), where g € pp,.

Hence, by construction of Decaps and since the elements in C' do not have G,, components (due to the
consistency check in () it holds:

E
Decaps (pp,., ski, CT) = e ((gfm’“””’ Rg) ,C>
and
k(msk,r2,h) 2
Decaps (pp,., sk2, CT) = e (g1 e -R372> ,C

—e (gf:(msk,rg,h)E, C)
Furthermore, CT passes the consistency check in . Hence, by the soundness property of for every

o € Zy, r € Z'y? it holds:
k(o' ,7h)-E o
e<gl( " ) 70) :e(gla01> )

where C is the first element of C. We deduce that for a fixed E € [Pair (x, kInd, cInd)] it holds
Decaps (pp,.; ski, CT) = e (g1,C1)™" = Decaps (pp,, skz, CT) .

This finally proves the lemma, since every E is chosen with the same probability in both probability
distributions, as explained above. a
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Fig. 1. Proof Structure
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Extension of our construction. Our framework requires additional computational overhead during
the computation of the hash value. Namely, a pairing is computed for every group element in the cipher-
text. We can avoid this computation by hashing the original ciphertext. Formally, we only change the
definition of the function HInput defined in . Then, our last reduction must be adapted in order to
prove the security for this variant. The other reductions require only minor modifications. We decided
to present the given less efficient construction in order to explicitly show which parts of the ciphertext
are important for the well-formedness proofs, when the dual system encryption methodology is used to
achieve CCA-secure schemes. See Appendix [E] for the proof.

4 Main Theorem and Extended Proof Technique

In this section we present our main theorem and explain the proof technique. We also state that all
known pair encodings satisfy our verifiability property.

Theorem 4.1. Let II be the P-KEM from Section[3.3 Suppose that the subgroup decision assumptions
from Section are correct, the underlying pair encoding scheme P is selectively and co-selectively master
key hiding, and the family of collision-resistant hash functions H is secure. Then, II is fully CCA-secure
with respect to Definition [2.4] Furthermore, for every des € 2 and every ppt algorithm A, there exists a
negligible function negl and there exist ppt algorithms By, ..., Bg with essentially the same running time
as A such that for sufficiently large X it holds

Adv-aP-KEM{PGA (X, des) < Advy s, (A, des) + Advi)t (V) + Advi)? (V)

+(2q1 +4) - AdvE)? (V) + AdvEg! (X, des)

+q1 - Advg}\ég (A, des) + gacer/p, + negl (A)
where q1 is the number of keys that are corrupted in Phase I and qgec1 is the number of decapsulation
queries in Phase I of experiment aP—KEM?EgA (A, des).

For simplicity, we collected some negligible terms such as 1/p, in negl (A). It is important to notice
that the number of decapsulation queries from Phase I only appears in the term dace1/p;, and decreases
the security guarantees only negligibly. Furthermore, compared to the CPA-secure framework of [3] we
only loose the additional terms Advg_&)‘g1 (A, des) and AdeBIS32 (N).

The structure for the proof of Theorem is presented in Fig. [Il The nodes represent different
probability experiments. In Table [I| the modifications between the probability experiments are defined
(these will be explained in detail in the corresponding proofs). The first experiment is the target exper-
iment aP—KEl\/IfﬁfgA (A, des) from page (8| and the last experiment is constructed in such a way, that the
advantage of every adversary is zero. The edges represent reduction steps and their labels the underly-
ing security assumptions, except for the edge labeled with Vrfy. The corresponding proof is based on
the verifiability property of the pair encoding scheme. In the proof we show that no ppt algorithm can
distinguish between any pair of consecutive experiments. The formal proof of Theorem is given in
Appendix [D] Here, we explain the main steps of the proof and the proof technique.

The structure of the proof for our CCA-secure construction is similar to the structure of the proof
for the CPA-secure construction of [3]. Experiments Giesti, Gresq, G, and th 43 as well as the four
reduction steps denoted by bold edges in Fig. |1] are new. The remaining experiments and reductions are
from the original CPA-security proof from [3] and require only simple extensions.

Our first reduction Grea1 — Gres 18 based on the security of the family of collision-resistant hash
functions. In the second reduction Gesu — Gresq We separate failure events which enable us to find a
non-trivial factor of N, which violates Assumption by Lemma [2.1] This reduction is an extension of
the first reduction step from [3]. These two steps are of a technical nature. Our additional games Gf, and
G/, 13 and the corresponding new reductions G — Go3 and Gg, 13 — G, 3 are the most important
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Table 1. The probability experiments from security proof.

Grest: |Modify "9 |Output is 0 if there is a collision for H
Gresq: [Modify Output 0 if A implicitly found a factor of N.

Gl Modify [V (msk, pPD; 92, fz, ﬁg,ﬁg) < SFSetup (1A,des)
0 — N
Modity [®|  |(Ko, CT*) < SFEncaps (cInd*, g2, h, G2, @2)
G Modif 9lsk! « KeyGen (msk, kInd;), Decaps (sk, CT)
0.3 Change Generate keys in Open oracle.

écj — ZN,
SFKeyGen (msk, kInd, 3, &;,g2,-) ifj <k
sk; « { SFKeyGen (msk, KInd, 1, _, gs, ﬁ) ifj=k
KeyGen (msk, kInd) ifj>k
a; < Zn,
SFKeyGen (msk, kInd, 3, &;,92,-) ifj<k
sk; « { SFKeyGen (msk, kInd, 2, &;, go, ﬂ) ifj=k

Gpg,1: |[Modify 3)

Gro: |Modify |®

)

KeyGen (msk, kInd) ifj >k
& <+ Zn,
Gra: |Modify[F] | {SFKeyGen (msk, kInd, 3,4, g2, ) if j <k
! KeyGen (msk, kInd) if j >k

Ggys1:[Modity [®]  [SFKeyGen (msk, kInd, 1, _, g2, ﬁ)
Copo: Insert _ |& < Zn at the beginning of th}se I

Modify [®"| |SFKeyGen (msk, kInd, 2, &, g2, h)
Gy, +3:|Modify SFKeyGen (msk, kInd, 3, &, g2, -)

G Insert X2 ¢ Gy, in the Setup phase
13 Modify [ j 9>| Check consistency, return e (gi*"* - X2, C1)
GFina13 MOdify K* « GT

O

parts of the CCA-security proof and enable us to deal with decapsulation queries in an elegant way. The
major modification in Gg,3 is that the decapsulation queries are answered using separately generated
normal keys which we denote by sk,. We do not change these keys to semi-functional in the following
games. In particular, using consistency check we show that for every (unconditional) A, experiments
Gy and G 3 are indistinguishable. The next important observation is that in all reductions between G 3
and Gg, 13, the master secret key is known to the reduction algorithm. Hence, the normal keys for the
decapsulation queries can be generated by the key generation algorithm. The final challenge is to answer
decapsulation queries without the user secret keys in the last experiment Ggina). Experiment G; 43 and
the corresponding new reduction step Gg, 43 — G; ,+3 allow us to deal with this problem. In the proof of
this reduction step we use our additional group element from the encapsulation in order to answer the
decapsulation queries. To prove that this modification can not be noticed, again the consistency checks
are crucial (see the proof of Lemma [D.17).

Verifiability of pair encoding schemes. In this paragraph we explain how to construct verification algo-
rithms for pair encoding schemes according to Definition [3.3] Together with our framework, this provides
new, fully CCA-secure PE schemes for various predicates. Among these are an IBE scheme, the scheme
for regular languages and its dual, new and reviewed key-policy and ciphertext-policy attribute-base
schemes, spatial and negated spatial encryption, key-policy over doubly spatial encryption, as well as
dual-policy attribute-based schemes. All (nineteen) pair encoding schemes from [3| 5] satisfy the verifia-
bility property according to Definition [3.3] Almost all these encoding schemes are regular. The following
theorem leads to verification algorithms for all these schemes. We refer to Appendix [E] for the definition
of regular pair encodings and for the constructive proof of this theorem.

Theorem 4.2. Suppose Rq, 5 is a domain-transferable predicate family and P is a regular pair encoding
scheme for R 5. Then, P satisfies the verifiability property according to Definition .
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Two ciphertext-policy attribute-based encryption schemes from [3] achieved using dual scheme conversion
are not regular. These schemes were improved in [5] and the resulting schemes are regular. Anyway,
verification algorithms can be constructed using a slightly adapted technique also for these schemes.

5 Comparison with Generic Constructions and Conclusion

In this section we compare the efficiency of our construction to the efficiency of generic constructions for
fully CCA-secure PEs from [23] [24]. On the one hand we look at the size of public parameters, user secret
keys and ciphertexts. On the other hand we look at the efficiency of the encapsulation (encryption) and
the decapsulation (decryption) algorithms.

All generic transformations from above use one-time signature schemes as a building block and
integrate the verification key vk into the ciphertexts. This results in non-trivial extensions of public
parameters, user secret keys and ciphertexts. For example, keys and ciphertexts of PE for the dual of
regular languages are extended by 6 - |[vk| and by 2 - |vk| group elements. In contrast to this, we only add
two group elements to the public parameters and a single group element to the ciphertext independently
of the predicate. Hence, with respect to the size of public parameters, secret keys, and ciphertexts our
construction is more efficient.

Considering the efficiency of the encapsulation and the decapsulation, we further need to distinguish
two types of generic transformations of CPA-secure schemes into CCA-secure schemes: schemes based on
verifiability, and schemes based on key delegation. CCA-secure attribute-based schemes achieved from
key delegation [23] require derandomization and delegation of the user secret keys in every decryption.
Depending on the predicate, on kInd and on cInd this can be more efficient or more costly compared to the
schemes achieved using our construction. Generic constructions based on verifiability require a verification
algorithm which ensures that decryption of a ciphertext under every secret key for kInd and every secret
key corresponding to vk will be the same. In our construction we require that decapsulation using every
secret key for kInd will be the same. Hence, schemes from generic constructions have to check in addition
those parts of the ciphertext, that correspond to the verification key included in the ciphertext (2 - |vK]|
group elements in the example from above). This results in more costly verification algorithms compared
to ours. Furthermore, these additional elements have to be computed in the encryption algorithm together
with the one-time signature, whereas we only use a hash function and have to compute a single group
element in addition.

Summarizing, we presented a semi-generic framework to construct fully CCA-secure PEs in composite-
order groups from any verifiable pair encoding schemes including regular pair encoding schemes. From
this point of view our framework is as generic as the underlying CPA-secure framework of [3]. Our security
proofs are based on a small but significant modification of the dual system encryption methodology, i.e.
we do not change decryption keys to semi-functional. This results in a reduction of CCA-security to the
security of pair encodings which is almost as tight as the reduction of CPA-security to the security of
pair encodings given by Attrapadung [3].
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A Security Notions of Pair Encodings

In this section we recall the computational security notions of pair encoding schemes presented in [3].
Suppose G is a group generation algorithm and P is a pair encoding scheme for domain-transferable
predicate family Ry 5. First define the following generic probability experiment between challenger C
and adversary A, which is parametrized with Type € {SMH, CMH} and v € {0, 1}.

Expg}yé’i’A (X, des):

Setup : C chooses GD « G (1*), sets x := (des, N) and n := Param (k). C picks g1 < Gy, g2 < Gy,

g3 < Gy, &+ Zn, - Z%, and simulates adversary A on (des, GDy, g1, 92, g3)-

Phase I: A is allowed to query oracle O"lr e ).
()-

Phase IT: A is allowed to query oracle (9,2F —re
Guess : A outputs a guess v/ € {0,1}, which is the output of the experiment.

Based on this generic experiment we define two following security experiments for the corresponding
security notions of pair encoding schemes.

Explsz,l,vgfuy 4 (A, des) is an instantiation of Expg_’yg‘”i 4 (A, des) with:

(’)éMH (cInd*) for cInd* € Y,: Can be queriedAonly once. C computes (¢, wy) := Enc2 (k, cInd™),
picks § - Zy, 5 < Z}3? and returns C = ;(s . h)

(’);MH va, (kInd) for kInd € X,;: Can be queried polynomlally many times. Challenger C returns L
if Rp, (fl(kInd), f2(cInd” )) = 1. Otherwise, C computes (k,ms) := Encl (k,kInd), picks 7 < Z}?

= k(0,7:,h) | = k
and returns K := g, (0:7:.5) ifr=0and K := 92(

6,3,k

ifv=1.

The advantage of A in this experiment is defined as:
AdvE¥L' (N, des) == |Pr [BExp2'dh 4 (A, des) = 1] — Pr [ExpP'd 4 (A, des) = 1]

Definition A.1. Pair encoding P is called selectively master key hiding with respect to G if for all
des € £2, all A and all ppt (in \) adversaries A, the function AdvSMH (X, des) is negligible in .

Expg}\éf{u 4 (A, des) is an instantiation of Expgygpi 4 (A, des) with:
OéMH vk (kInd) for kInd € X,;: Can be queried only once. C computes (k,ms2) := Encl (x, kInd),
k(0,7R) . k(a,#h) |
7 < Z;? and returns K = gQ(OT ) if v =0and K ::92( "h) if v=1.

éMH s (cInd™) for cInd* € Y,: The oracle can be queried only once. Challenger C returns L if
R,, (f1(kInd), f2(cInd™)) = 1. Otherwise, C computes (¢, ws) := Enc2 (x, cInd™), picks § - Zy and
c(s £} h)

5+ 7\ and returns C := g,

The advantage of A in this experiment is defined as:
Adve™ (N, des) := |Pr [Exppgly 4 (A, des) = 1] — Pr [Expp'g 4 (A, des) = 1]
Definition A.2. Pair encoding P is called co-selectively master key hiding with respect to G if for
all des € 2, all X and all ppt (in X\) adversaries A, the function Ade}‘ﬁH (N, des) is negligible in .

B Families of Collision-Resistant Hash Function

Let G be a group generation algorithm and R x be a predicate family with 2’ C N. In our constructions
we will hash elements from Y, together with a restricted number of group elements of Gr. Hence,
we require a collision resistant hash function, which will be formalized as in [I1I]. Let A be a security
parameter, des € (2.
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Definition B.1. A family of collision-resistant hash functions H associated with G and R N is
specified by:

— A family of key spaces S = {S) gDy des} indexed by security parameter X, restricted group description
GDy of GD € [g (1’\)], and des € (2. Each S) gpy ,des @S a probability space and there must be a ppt
algorithm Sample, which given 1*, GDy, and des outputs a key s according to S\,GDy,des- We write
s < Sample (1%, GDy;, des).

— A family of efficiently computable functions

<Mdes,
{H)\,G]D)N,des,s : Ydes,N X (GT)_ doos iy ZN}

indexed by security parameter X\, restricted group description GDy of GD € [Q (1)‘)} , des € 12, and
5 € S)\GDy,des- Furthermore, mqes,n € N only depends on des, N and the pair encoding scheme.
Namely,

Mdes, N = IMAX ({wl € N: (¢,wz) = Enc2 ((des, N),cInd) ,w, = ‘c|}CInd€Ydes,N>

The security property for the collision-resistant hash functions is defined through the following proba-
bilistic experiment.

CRy 4 (N, des): GD« G (1), s+ Sample (1*,GDy, des) ,
(z1,22) «+ A (1’\, GD, des, s)
The output is 1 if and only if z1 # x5 and

HA,G]D)N,des,s (xl) = H)\7GDN7des7s (-7;2) (mOd N) .

We particularly note that A is given GD and not only GDpy in the defined experiment.
The advantage of A in experiment CRy; 4 (X, des) is defined as

ARy (A, des) == Pr[CRyy 4 (A, des) = 1]

Definition B.2. A family of collision-resistant hash functions H is secure, if for every ppt algorithm A
there exists a negligible function negl (\) such that Adv%]j{A (X, des) < megl()).

For simplicity, if 1*, GDy, and des are fixed and obvious from the context, we will write H < H, instead
of s + Sample (1’\,G]D)N,des) and H := Hj gpy,des,s- We will use the formalized experiment for the
reduction step based on the security property of the hash family #.

C Hybrid Construction of Predicate Encryption Schemes

In this section we show that a predicate key-encapsulation mechanisms (P-KEMs) combined with appro-
priate symmetric schemes lead to predicate encryption schemes (PEs) with unrestricted message space.
We start by recalling common definition of data encapsulation mechanisms and key derivation functions
as well as appropriate security definitions for these primitives. Then, we present the hybrid construction
for PE schemes and prove the security of this construction. The proof is similar to those from PKE [I1]
and IBE [0] settings.

C.1 Data Encapsulation Mechanisms (DEMs)

In this subsection we recall the definition of data encapsulation mechanism, which is also called one-time
symmetric-key encryption (cf. [I1]).

Definition C.1. Let KLen (\) be a polynomial. A data encapsulation mechanism I1 for the message
space M = {0,1}" and with key length KLen ()\) consists of two deterministic polynomial time algorithms:

Enc (1)‘, symk, m) =: C: The encryption algorithm takes as input a security parameter \, a key symk €
{0, 1}KL€H()‘), and a message m € M. It outputs a ciphertext C € {0,1}".
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Dec (1’\, symk, C) =:m: The decryption algorithm takes as input a security parameter A, a key symk &
{0, 1}KLCH(A), and a ciphertext C € {0,1}". It outputs a message m € M or an error symbol L ¢ M.

KLen()\)’ and every m € M it must hold

Correctuness: For every security parameter A, every symk € {0, 1}
Dec <1A, symk, Enc (1A7 symk, m)) =m .

Next we recall the chosen-ciphertext security definition for DEMs.

DEM{ % (\):

Challenge : Adversary A (1) outputs two messages mg, m; € M of the same length. Challenger C
picks a key symk « {0, 1}KLen(>‘) and a bit b« {0,1}. It returns C* := Enc (1*, symk, m;) to A.
Phase IT: A has access to the decryption oracle Dec (1’\,symk7 ) for any C € {0,1}" under the

restriction that C # C*.
Guess : A outputs a bit b’. If one of the restrictions is violated, the output of the experiment is 0.
The output of the experiment is 1 iff ¥’ = b.

The advantage of A in experiment DEMCCA (A) is defined as

Adv-DEM{S () == Pr [DEM{S (V) = 1] — 12 .

Definition C.2. A data encapsulation mechanism 11 is called CCA-secure if for every ppt adversary
A the function Adv- DEMCCA (M) is negligible.

C.2 Key Derivation Functions

In this subsection we recall the notion of key derivation functions. These definitions are simplified com-
pared to the formalization in [I1].

Definition C.3. Let K = {K\} be a family of key spaces indexed by security parameter \. A key
derivation function family KDF = (Sample, KDF) for K with output length OutLength (\) for some
polynomial OutLength (\) consists of two ppt algorithms:

Sample (1>‘) — dk : The probabilistic sampling algorithm takes as input a security parameter \ and
outputs a derivation key dk.

KDF (1>‘, dk, K) =: symk : The deterministic evaluation algorithm takes as input a derivation key dk, a

security parameter X, and a source key K € K. It outputs a symmetric key symk € {0, 1}OutLength()‘),

We define the security property of DF through the following probability distributions.

KDFxpr (\): dk < Sample (1*), K+« Ky,
symk, := KDF (1, dk,K), symk,; « {0,1}0""ensthy)

The advantage of an adversary A against DF is defined as

Adv-KDFyp 7 4 () := |Pr [A (1%, dk,symk,) = 1] — Pr [A (1%, dk,symk, ) = 1]|

Definition C.4. A family of key derivation functions KKDF is secure, if for every ppt algorithm A the
function Adv-KDFpz 4 (A) is negligible.
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C.3 Predicate encryption schemes

For the sake of completeness we present a formal definition of predicate based encryption schemes, which
is similar to the Definition 2.3] of P-KEMs.

Definition C.5. A predicate encryptionll,. for predicate family R s and message space M consists
of four ppt algorithms:

Setup (1’\,des) — (msk, pp,,) - takes as input security parameter X\, des € 2, and outputs a master
secret key and public parameters. The algorithm determines among other elements dom € X and the
relation index k = (des,dom) € 2 x X is (implicitly) included in pp,,.

KeyGen (F‘,ppm msk, kInd) — sk : takes as input the master secret key msk and a key index kInd €
Xk- It generates a user secret key sk for klnd.

Enc (lA,ppK,cInd, m) — ct : takes as input a ciphertext index cInd € Y, and a message m € M. It
outputs a ciphertext ct.

Dec (lA,ppmsk,ct) — m : takes as input a secret key sk and a ciphertezt ct. It outputs a message
m € M or an error symbol L ¢ M.

Correctness: For every security parameter X, every des € §2, every (msk,pp,) € [Setup (1A7 des)] , every
kInd € X, and cInd € Y, which satisfy R, (kInd, cInd) = 1, every sk € [KeyGen (1’\,ppn,msk7 kInd)] ,
every m € M and every ct € [Enc (1A, pPD,., clnd, m)] it must hold

Pr [Dec (1>‘,pp,€,sk7 ct) = m} =1.

C.4 Hybrid Construction

In this subsection we put the primitives together and present the hybrid constructions for predicate
encryption schemes.

Suppose I (A) is a polynomial. Let IIpgy = (Enc’,Dec') be a data encapsulation mechanism for
message space M = {0,1}" and with key length [ (\). Let IIxgn = (Setup’, KeyGen’, Encaps’, Decaps’)
be a predicate key encapsulation mechanism for Ry, 5 and key space family K = {K,}. At last, let
KDF = (Sample, KDF) be a key derivation function family for IC and with output length I (\).

The hybrid predicate encryption Iy, for R s and M is as follows:

Setup (1%, des) — (msk,pp,,) for des € 2 : Generate (msk’, pp)) < Setup’ (1*,des) as well as dk «
Sample gl)‘). Return msk = msk’ and pp,, := (pp.,, dk).

KeyGen (1 , PD,;, msk, kInd) — sk for pp,, = (ppl,, dk) and kInd € X,; : Generate and return a user se-
cret key sk + KeyGen’ (1A, pp..,, msk’, kInd)7 where msk’ = msk.

Enc (1%, pp,., cInd, m) — ct for pp,, = (pp,,dk), cInd € Y, and m € M : Generate an encapsulation
(K, CT) « Encaps’ (1*, pp, cInd), compute symk := KDF (1*,dk, K) and C := Enc’ (1%, symk,m),
and return ¢t := (CT, C).

Dec (1’\,ppmsk, ct) for pp,. = (pp’,,dk) and ct = (CT,C) : Compute K < Decaps’ (V‘,ppé,sk, CT)7
symk := KDF (1)‘, dk, K), and output Dec’ (1)‘, symk, C).

Proof. (Correctness) Let A, des € £2, (msk, pp,.) € [Setup (1>‘, des)] , kInd € X,; and cInd € Y, which sat-
isfy Ry (kInd, cInd) = 1, sk € [KeyGen (1)‘, pDp,,, msk, kInd)], m € M and ct € [Enc (1)‘, ppK,CInd,m)]
be arbitrary, but fixed.

By construction of Iy, it holds pp,, = (pp),,dk), where (msk’,pp;) € [Setup’ (1’\7des)} as well as
dk € [Sample (1’\)]. Furthermore, for the key sk it holds sk € [KeyGen/ (1’\7pp;7msk'7klnd)]. Finally,
ciphertext ct is a tuple (CT, C). Element CT is computed by (K, CT) « Encaps’ (1*, pp},,cInd), that is
CT uniquely determines K € Ky by correctness of IIxgy. Furthermore, C = Enc’ (1>‘, symk, m), where
symk = KDF (1)‘, dk, K)

Decryption algorithm Dec on input (1’\,ppmsk,ct) computes Decaps’ (IA,pp;,sk, CT). Hence, by
correctness of lIxgym (cf. Definition it holds

Decaps’ (1%, ppl,,sk,CT) =K .

Next, Dec evaluates function KDF (1’\, dk, K) and hence, receives symk from above. Finally, Dec executes
the deterministic algorithm Dec’ (1)‘, symk, C) = Dec’ (1>‘, symk, Enc’ (1’\, symk, m)) and, by correctness
of Ilpgm, reconstructs and outputs m. O
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C.5 CCA-Security Definition for Predicate Encryption Schemes

Next we define the CCA-security experiment for predicate encryption schemes. We use the notation
of hybrid construction, i.e. the ciphertext is split into two parts. The definition is very similar to the
definition of experiment aP—KEM%i(;;ﬁ 4 (A, des)| Index ¢ denotes the number of a covered key generation
query and kInd; denotes the key index used in the query with number ¢. W.l.0.g. we assume that A uses
index 7 in the oracle queries only after the i’th query to the covered key generation oracle. In the security
proof we will slightly change this experiment. Those parts of the experiment, which will be changed later,

are framed and numbered.

aPE[% (A, des):

Setup : Challenger C generates (msk, pp,,) « Setup (1>‘, des) and starts A (1>‘, pp,{).

Phase I : A has access to the following oracles:

CoveredKeyGen (kInd,;) for kInd; € X,; : C generates and stores sk; < KeyGen (msk, kInd;).

Open (i) : C returns sk;. We call the corresponding key index kInd; a corrupted key index.

Decrypt ((CT,C),i) : If CT € C¢nq for cInd € Y, and C € {0,1}", then the challenger C returns
Dec (sk;, (CT, C)).

Challenge : A submits mg, m; € M of the same length and a target ciphertext index cInd* € Y,
under the restriction that for every corrupted key index kInd; it holds Ry (kInd;,cInd®) =
Challenger flips a bit b < {0,1} and returns %) [ct* = (CT*,C*) «+ Enc (cInd*,mb)].

Phase IT : A has access to the following oracles:

CoveredKeyGen (kInd;) : As before.

Open (i) : As before, under the restriction that it must hold R, (kIndZ—7 cInd*) = 0.

Decrypt ((CT,C),i) : If CT € Ceqnq for cInd € Y., C € {0,1}", and (CT,C) # ct*, C returns
(12) [Dec (sky, (C, CT))].

Guess : A outputs a guess V' € {0,1}. If one of the restrictions is violated, the output of the
experiment is 0. The output of the experiment is 1 iff ¥’ = b.

The advantage of A in security experiment aPECCA (A, des) is defined as
Adv- aPECCA (A, des) :=Pr [aPECCA (A, des) = 1] —1/a .

Definition C.6. A predicate encryption I for predicate family R, s is called adaptively (or fully)
secure against adaptively chosen-ciphertext attacks if for every des € §2 and every ppt (in \)
adversary A the function Adv- aPECCA (X, des) is negligible in \.

C.6 Security of Hybrid Construction
In this subsection we will show that the hybrid construction Iy, from Subsection @ is secure.

Theorem C.1. Suppose lkxgn is a fully CCA-secure KEM, Mlpgy is a CCA-secure DEM, and KDF
is a secure family of key derivation functions. Then, hybrid scheme Ilpg is a fully CCA-secure predicate
encryption scheme. In particular, for every des € 2 and every ppt algorithm A there exist ppt algorithms
Bi, Ba, and Bs with essentially the same running time as A such that for sufficiently large X it holds

Adv- auPEacCA (A, des) <2- AdV-aP-KEM%(?glA (A, des)
+Adv-KDFcpr g, (A) + Adv-DEM{%) (V)
Proof. We define a sequence of probability experiments in Fig. [2|
Fig. 2. Proof Structure
Gs
GO G1 G2

~ KEM KDF

Gy is the CCA experiment aPECCA (A, des) and the other games arise from it through simple modifica-
tions summarized in Table[2} We explain the modifications in detail in the proof. The indistinguishability
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Table 2. The probability experiments from security proof of hybrid construction.

. Decrypt ((CT*,C), 1) := Dec (symk™, C)
. 12 ’ ’ )
G1:| Modify if R (kInd,, cInd*) = 1
Go:[Modify K* in [V K* + Ky

G3:|Modify symk* in [tV symk™ « {0, 1}1(”

of the games is based on the security of corresponding cryptographic primitives labeling the edges. In
the last game the advantage of any adversary is negligible due to the security of DEM.

Experiment G; is defined as Gy except for Namely, in the second phase decryption queries on
ct = (CT, C) and i which satisfies CT = CT*, C # C*, and R (kInd;,cInd*) = 1, are answered directly
with Dec (symk™, C). Thereby symk”* is the key used to compute the challenge ciphertext ct* = (CT*, C*).

The change in G is conceptual, since our definition of KEM is error-free and hence, symk™ is the
encapsulated key for CT*. Hence, for every des € {2 it holds for every A

Pr[A wins in Gg] = Pr[A wins in Gq]

Experiment Gy is defined as Gy except for the computation of K* in Namely, the challenge is
generated as follows. C computes an encapsulation as before (_, CT*) < Encaps’ (cInd*). Then, a random
key K* < K, is chosen. At the end the symmetric part is computed as before by symk* := KDF (dk, K*)
and C* <+ Enc’ (symk*, my). Due to this modification C* and CT* are independently generated such that
CT™ does not contain any information about the symmetric key used to encrypt the actual message. Both
experiments are indistinguishable due to the security property of KEM, as stated in the following lemma.

Lemma C.1. For every ppt algorithm A there exists a ppt algorithm By such that for every security
parameter A and every des € (2 it holds

Pr[A wins in G1] — Pr[A wins in Gg] = 2 - Adv-aP-KEMZZ? (X, des)

IkeMm,B1

The running time of By is essentially the same as the running time of A.

Proof. Given an algorithm A, which can distinguish between G; and Go, we construct an algorithm By
against [Ixgy with essentially the same running time.

We analyze the constructed algorithm. By gets as input correctly generated public parameters and
extends these by the derivation key for the hash function. This corresponds to the computations in
the experiment. Next, we state, that B; answers all queries of A correctly using the own oracles. The
covered key generation queries and the opening queries are redirected to the own challenger and hence, all
computations for these queries are performed correctly. By construction, B; queries an irregular opening
query if and only if A does. Next, we observe that by construction, B; never queries decapsulation of
CT* in the second phase. In Phase I such a query is allowed. Hence, all queries of By are permissible if
A does not violate the restrictions of the experiment.

Next, we consider decryption queries. Thereby, the special queries from the second phase will be
analyzed separately. The decryption queries of A are split into the decapsulation part, realized using the
own decapsulation oracle, and the decryption part, performed by B. Since the challenger of B executes
the decapsulation algorithm, BB derives the corresponding symmetric key from it and hence, answers such
decryption queries as defined in the experiments. The special queries in the second phase for CT = CT*
are answered using the symmetric key symk™ from the challenge phase. This is exactly as defined in the
experiments.

Finally, consider the challenge phase. If K* and CT* in the challenge of B; are independently generated
(let say the challenge bit for B; is u = 1), the view of A is as in Go. Otherwise, the view of A is as in
G1 by construction of B;. Hence, we get
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Algorithm 1: B; in experiment |aP—KEMaCCA ()\,des)|

NkeM,B1

Input : (1*,pp,).
Require: (msk, pp),) € [Setup’ (1*, des)].
Setup

‘ Generate dk < Sample (1A), set pp, := (pp., dk), and simulate A with (IA, ppn).
Phase I
CoveredKeyGen (kInd;) with kInd; € X,:

‘ Queries are redirected to the own challenger.
Open (i):

‘ Queries are redirected to the own challenger.
Decrypt ((CT, C),4) with CT € Ccing for cInd € Y,:

Query the own oracle Decapsulate (CT, i) — K. Compute symk := KDF (1)‘, dk, K) and return
m < Dec’ (1)‘, symk, C).

10 Challenge on input mg, m1 € M of the same length and cInd* € Y,:
11 Asks for the challenge (K*,CT") on cInd”.
12 Compute and store symk™ := KDF (lk, dk, K*).
13 Flip a bit b + {0,1}, and compute C* < Enc’ (1A7symk*,mb).
14 Return the challenge ct* := (CT*, C*).

© 0N O oW N

15 Phase II

16 CoveredKeyGen (kInd;) with kInd; € X:

17 ‘ As before.

18 Open (i):

19 ‘ As before.

20 Decrypt ((CT,C),4) with CT € Ccina for cInd € Y,.:

21 If R (kInd;, cInd) = 1, CT = CT* and C # C* return m < Dec’ (1)‘, symk™, C). Other permissible

queries are answered as in Phase I.
22 Guess on input b’ € {0,1}:
23 ‘ Output 1 if and only if ¥ = b and A did not violate the restrictions.

Adv-aP-KEM{5™ (X, des) = Pr [aP-KEM{TSA (A, des) = 1] — 1/
=1/2. (Pr [Bl (lk,pp;) =0 | u:O] + Pr [Bl (lA,pp;) =1 ‘ = ] — 1)
2+ (Pr [B: (1%, pp,) =1 |p=1] —Pr[B (1*,pp,) =1 | 1
— i (P = b p= 1]~ Prt = b| = 0])
=1/2. (Pr[A wins in G3] — Pr[A wins in Gq])

This finally proves Lemma 0

Experiment Gj is defined as Go except for the computation of symk™ in which is chosen at
random: symk* < {0, l}l()‘).

Lemma C.2. For every ppt algorithm A and every des € (2 there exists a ppt algorithm Bs such that
for every security parameter A it holds

Adv-KDFip £ 5, (A) = [Pr[A wins in Go] — Pr[A wins in G|
The running time of By is essentially the same as the running time of A.
Proof. Assume that there exist a ppt algorithm A such that
|Pr [A wins in Ga] — Pr [A wins in Gg

is not negligible. We construct an algorithm By which breaks the security property of XDF.
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By given 1%, dk, and symk,, simulates the experiment using correctly generated msk and pp, as
defined in the experiments, but uses symk,, instead of symk™. By outputs 1 if and only if A outputs the
correct bit and does not violates the restrictions. By construction, if 4 = 0 the view of A is as in Ga.
Otherwise, the view of A is as in Gs. Hence, we get

Adv-KDFypr 5, (A) = [Pr [B (1%, dk,symkg) = 1] — Pr [Bz (1%, dk,symk, ) = 1]|
= |Pr[A wins in Gg] — Pr[A wins in Gg]|

This proves Lemma 0
Now we analyze experiment Gs. We prove the following lemma.

Lemma C.3. For every ppt algorithm A and every des € (2 there exists a ppt algorithm Bs such that
for every security parameter A it holds

AdV—DEMg%; (A) = Pr[A wins in G3] — /2 .
The running time of By is essentially the same as the running time of A.

Proof. Assume that there exist a ppt algorithm A which has not-negligible advantage in G3. We construct
an algorithm Bs which breaks the CCA-security property of Ilpgw:

Bs on input 1* simulates A as follows:

Setup, Phase I: Using correctly generated msk and pp,, Bs simulates everything as defined in the
experiment until the challenge phase.

Challenge: Given mg, m1, and cInd® ask for the challenge on mg, m; and receive C*. Compute the
encapsulation (-, CT*) + Encaps’ (1%, pp},, cInd*), and output (CT*, C*).

Phase II: As defined in the experiment except for the decryption query:
Decrypt ((CT,C),i) with R (kInd;,cInd) = 1, CT = CT* and C # C*. Query the own oracle

Decrypt (C) and given m, return it.
Guess: Output the output of A.

Bs does not use the own oracle in the first Phase. Furthermore, in the second phase B3 never ask the
decryption of C* by construction. Hence, all queries of B3 are permissible. Furthermore, Gs is defined in
such a way, that symk™ from the challenge is chosen independently from CT*. This corresponds to the
key generation of the challenger of Bs. B3 wins if and only if A wins. Hence, it holds:

Adv-DEM{{%: (\) = Pr [DEM{%, (A) = 1] — 1/2
= Pr[A wins in G3] — /2 .
This proves Lemma [C.3] O
All together we get for every ppt A:
Adv-aPEg% (A, des) =Pr [aPEgSf‘ (A, des) =1] — 1/
= Pr[A wins in Gg] — Pr[A wins in Gq]
+ Pr[A wins in G;] — Pr[A wins in Gg]
+ Pr[A wins in Gg] — Pr[A wins in Gj]
+ Pr[A wins in Gs] — 1/2
< 0+2- Adv-aP-KEM}'S™ (A, des)
+Adv-KDFp 7 5, (A) + Adv-DEM{ % (V)

This finally proves Theorem 0

D Security Proof of the CCA-Secure Pair Encoding Framework

In this section we present a formal proof of Theorem We start with general lemmas which will be
used in the main proof, which is then presented in Subsection
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D.1 On the distribution of semi-functional components

In this subsection we will prove some useful lemmas about the output distributions of semi-functional
algorithms. These lemmas will be used in several lemmas of the main proof.

The first lemma states that as long as & is chosen uniformly at random, the distribution of the
resulting semi-functional keys is independent of the concrete generator of G,,.

Lemma D.1. For every X\, every des € {2, every (msk, ppmgg,fl,,, ,) € [SFSetup (1’\,des)], every
kInd € X, every type € {1,2,3}, and every generator §s € G,, it holds

Pr [s} P& Zn, sk SFKeyGen (1)‘, pp,., msk, kInd, type, &, g2, fz)}

=Pr [;k L 7Ty, sk « SFKeyGen (1>‘, pp,., msk, kInd, type, &, go, ﬁ)}

Proof. We will prove the lemma for all key types simultaneously. Let A, des € (2, (msk7 PP, 92, h,_, ,) €

[SFSetup (1*,des)], kInd € X,;, and a generator g, € Gy, be arbitrary, but fixed. Elements g2, g2 € G,
are generators of G,,. Hence, there exists x € Z such that go = g3. Next, denote sk = (kInd, K)

and sk = (kInd, K>). By the definition of [SFKeyGen| the input values & and go affect only the Gy,

components of the group elements in the generated key. Furthermore, these components are independently
generated from the G,, and from the G,, components. Hence, the distribution of the G,, components
and the distribution of the G,, components of K; and K are identical and we will consider only the
distributions of the G,,, components of K; and K.

In the first probability space, the G,, components K of K 1 are determined by the mutually inde-
pendent random variables 7 (defined by SFKeyGen) and &. In the second probability space, the G,
components K of K o are determined by the mutually independent random variables 7, (defined by
SFKeyGen) and &. Namely, it holds:

k(0,7,h) . _k(0,7,h k(0,2-7,h .
. g (0.7 ) if type=1 N J (0 ) =gy (0.0 ) if type=1
_ ) k(amh) . _ ) _k(ah k(z-az#h)
K = 9o (a *h) if type = 2 and K = o (fé PR) o (zfx = #h) if type = 2
g;c(a,0,0) if type =3 gé"(@pao) — g;:(l'a7070) if type =3 )

where (k, m2) = Encl (k, kInd). For the keys of Type 1 and of Type 2 the values # and z -7 are uniformly
distributed over Zj!? due to the choices of # and 7, and because z # 0 (mod p2). Additionally, for the
keys of Type 2 and of Type 3 the values & and z - & are uniformly distributed over Z,, due to the choices
of & and &, and because z # 0 (mod p2). Hence, we deduce that the G,, components of the group
elements in the keys are identically distributed in both probability experiments. As mentioned above,
this implies that sk and sk are identically distributed. This proves the lemma. a

Next lemma is very similar and shows that the output distribution of the semi-functional encapsula-
tion algorithm is independent of the concrete generator of G,,.

Lemma D.2. For every A, every des € {2, every (msk, ppmgg,fl,ﬂg,@g) € [SFSetup (F‘,des)], every
cInd € Y, and every generator go € G,, it holds

Pr {IA(, CT: IA(, CT « SFEncaps (1’\,ppn,clnd,gg, ﬂ,ﬁg,ﬁg)}

=Pr {IN{, CT: I~{, CT « SFEncaps (1’\,ppn,clnd,§2, ﬁ,ﬁg,ﬁz)]

Proof. Let X\, des € £2, (msk, ppmgg,ﬁ,ﬂg,@g) € [SFSetup (1*,des)], cInd € Y,, and a generator
g2 € Gp, be arbitrary, but fixed. Elements g, g2 € Gy, are generators of Gp,. Hence, there exists € Zj,

such that go = ¢g5. Next, denote CT = (cInd,Cy,CY) and CT = (cInd, C, CY). First, let us consider
the distributions of C; and Cs,. By the definition of the input value g» only affects the
Gp, components of the group elements in the generated encapsulation. Furthermore, these components
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are generated independently from the G,, components and all these elements do not contain the G,,
components. Hence, the distribution of the G,, components of C'; and C'5 are identical and we will only
consider the distributions of the G,, components of these elements.

In the first probability space, the G,, components C of C are determined by the mutually inde-
pendent random variables § and 5 (defined by SFEncaps). In the second probability space, the Gy,
components C of C, are determined by the mutually independent random variables § and § (defined by
SFEncaps). Namely, it holds:
and €& — g;(g,s,ﬁ) _ g;(a:~§,z~.§,ﬁ) 7
where (¢, ws) = Enc2 (k, cInd). The values 8,75 € Z;,, and 8,2 -8 € Z,? are uniformly distributed due
to the choice of the corresponding random values and because z # 0 (mod p3). Hence, we deduce that
C and C are identically distributed. As mentioned above, this implies that C; and C are identically
distributed too. Next, we claim that if the random variables, which determine the G,, components and
the G, components of C; and C; take the same values than C{' = Cy. Namely, C; = C5 implies that

the hash value ¢ and the random value s are the same in both cases and furthermore it holds § = z - §
(mod p2). Hence, by construction of [SFEncaps| it holds

oy = v (a8 a3) = ) (o o) = W) (st g) = of

This proves the lemma. a

D.2 Supplementary Algorithms

In this subsection we will show how to simulate different elements of the scheme. The algorithms from
this subsection will be used in several reductions. Partially, these algorithms were (implicitly) presented
in the proof of the original framework from [3]. We separately define these algorithms in order to avoid
repetitions and also in order to simplify the involved proofs.

Simulation of the Semi-Functional Public Parameters. By the definition of algorithm
the semi-functional public parameters for the predicate R, consist of the normal public parameters pp,.,
a group generator gs € G,,, a vector he Zy, and two additional elements 1, 0 € Zj, (n = Param (x)).
All these elements are chosen independently and remain hidden in the realization of the scheme. But for
the proof, these elements are essential, since the normal keys and the normal challenge encapsulation
are changed to their semi-functional counterparts. That is, the G,, components, which we also call semi-
functional, are appended to the corresponding group elements. These components are not completely
random (which is the case for the G,, components of the user secret keys). Rather, the G, components
have the same structure as the normal G,, components. This is indispensable in the proof, where the
properly distributed semi-functional keys and a semi-functional challenge encapsulation will be generated
given either a generator of G, ,, or a generator of G,,,, instead of a generator of G,,.

In this subsection we actually show how to generate properly distributed semi-functional public
parameters (except g2 € Gy,) given des € 2, the restricted group description GDy, g1 € Gp,, and
gs € Gpa'

Lemma D.3. There exist a ppt algorithm SimPP such that for every security parameter A and every
des € (2 it holds

1. SimPP can be used to generate the normal public parameters and the master secret key:
Pr [msk, pp,, : (msk, pp,;) < Setup (1>‘, des)]
=Pr [msk, PP, : (msk, pp,,, -, -, -) + SFSetup (1)‘, des)}
GD « G (1Y), g1 + Gy, G5 < Gy, ]

=P k :
T[TEPP sk, pp, - )+ SmPP (des, Gy g1, s )

where (GTD)N 1s the restricted group description of GD.
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2. For every GD € [g (1’\)], every §1 € Gy, , every gz € G,,, and every (msk, pp,., h',u,v) generated
by SimPP (des, @N,gl,Q;),) it holds

PPy = (deS7GDN’g179?7 Ula Vlvg37}/aH) 3

where GDy = @1\7’ g1 =01, g3 = J3, g1t = g?l, Uy = gV, and Vi = ¢g¥. Furthermore, the values b/,
u, v modulo pa and modulo ps are uncorrelated with pp,,.
3. For every (msk,pp,) € [Setup (1A7des)] it holds

Pr {il,az,’f)g ‘ PP, = PDi : (H/ls\k, f)f),%,,,fz,ﬁg,ﬁg) + SFSetup (1’\,des)}

k' (mod py), GD « G (1*),§1 « Gy, 33 « Gy,

—P d —5p __
r|w (modps), | pp. =pbi (msk,ppg,h',u, v) + SimPP (des,GDN,gl,gjg)

v (mod p)
where @N is the restricted group description of GD.

Proof. The algorithm SimPP is as follows:
Algorithm 2: SimPP

Input : (des, GDy, g1, 93)-
Set k := (des, N) and compute n := Param (k).
Pick o « Zy and compute Y :=e (g1,91)".

Pick h' + Z% and u,v < Zy. Compute g{’/, Uy, := g} and V; :=¢7.
Choose a hash function H < H,..

Define msk := « and pp,, := (des,GDN,gl,g{‘,, Uy, V1,93, Y,H).
Output : (msk,pp,, k', u,v).

W N

[

SimPP is a ppt algorithm with respect to A by construction.

Consider the first statement of the lemma. The first equation holds by the definition of the algorithm
SFSetup, which uses Setup for the generation of the master secret key and the public parameters. In the
last probability space, GD, g1 and gs are generated identically to the generation of GD, g; and g3 in
the algorithm Setup. All other elements of the public parameters and the master secret key are properly
distributed by construction of SimPP.

The second statement of the lemma holds by construction of SImPP. In particular, pp,. fix the values
h’, u and v modulo p;. By the Chinese Remainder Theorem these values are uncorrelated with h’, u and
v modulo ps and modulo ps.

The last statement of the lemma holds by the definition of SFSetup, by construction of SimPP and
because of the second statement. This completes the proof. O

Note, that SimPP outputs not only the properly distributed semi-functional public parameters, but
also the exponents which are correlated with the public parameters modulo p;. This will be exploited
in the following reductions in order to generate properly distributed semi-functional keys and semi-
functional encapsulations without a generator of G, .

Simulation of the Semi-Functional Encapsulation. From the previous section we know that using
SimPP we can generate properly distributed (semi-functional) public parameters (except for go € Gp,).
In this section we show how to generate correctly distributed semi-functional encapsulation (see the
definition on page given a generator of G,,,,. The resulting algorithm will be used in almost all
following reductions for the generation of the challenge.

Lemma D.4. There exist a ppt algorithm SimSFChlg such that for every security parameter A, every
des € (2, every (msk, ppmgg,ﬁ,ﬁg,@g) € [SFSetup (1>‘,des)], every clnd € Y, every X; € G,
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X1 # 1g, and every Xo € Gp,,, Xo # 1g it holds
Pr |K,CT: (K,CT) + SFEncaps (ppﬁ,clnd,gg, h, iz, ’132)}

ﬁzk:ppm @T@%g(lA)vglkalag3<_Gp3a

—pr |k, 01| P = (modp2) (s Bz, b u,v) < SimPP (des, GD, 31,5 ) -
u=1s (mod pa), . A /
v=iy (modp,) (K.CT) <« SimSFChlg (ppk, msk, cInd, b/, u, v, X1X2)

where @H/)N is the restriction of GD.
Furthermore, the second conditional probability is only over the random choices of SImSFChlg.

Proof. The algorithm SimSFChlg is as follows.
Algorithm 3: SimSFChlg - simulation of semi-functional challenge from SD2 ())

Input : (pp,,, msk, cInd, h’, u, v, X1 X5).
Require : pp, = (des, GDy, g1,9%, U1, V1,93, Y, H).
1 Compute (¢, wz) := Enc2 (k, cInd). Let w; := |¢].
2 Pick ' < Zy and 8’ = (s,...,s),,) « Zy?. Compute C := (X1X2)c(s/’sl’h/) :
s Compute ¢ := H (HInput (cInd, C, _)) and C" := (X, X5)* (@)
4 Compute K := e (X; Xo, g1)™*" and set CT := (cInd, C, C").
Output : (K,CT).

SimSFChlg is a ppt algorithm with respect to A by construction. In particular, all exponents in the
description of the algorithm can be computed explicitly.

Let A, des € {2, (msk7 PP, 92, ﬁ7ﬁ27@2) € [SFSetup (1’\7des)], clnd € Y., X1 € Gp,, X1 #
lg, and X2 € G,,, X2 # 1lg be arbitrary but fixed. We denote the public parameters by pp, =
(des, GDN,gl,g{‘, Ui, V1,93,Y, H) We can write X7 and X by g7* and by g52, respectively. Thereby it
holds 1 # 0 (mod p1) and z3 # 0 (mod pa).

The first probability distribution is over the interior choices of On the one hand, these are
the random choices of Encaps on input pp,; and cInd: s <~ Z,,, and s < Z}? for (¢, wz) = Enc2 (s, cInd).
On the other hand, these are § «- Z;,, and 8 <— Z;’2 chosen by SFEncaps itself. Key K and its encapsu-
lation CT = (cInd, C, C") are completely determined by these values and by the semi-functional public
parameters. Namely, it holds

K =V,
C =gt o)
N N S
C" = (UL ) - (g8 g8)
where ¢ = H (HInput (cInd, C, _)).

Now, consider SimSFChlg in the context of the conditional distribution defined in the lemma. All
input values of SimSFChlg except for the values h',u,v (mod p3) are fixed. In particular, pp; = pp,,
which implies msk = msk. Furthermore, pp, determine h’ (mod p;), u (mod p;) and v (mod py) by
Statementof Lemma since GDy = @N, g1 =01, 93 = g3, g1 = gf“/, Vi =g{, and Uy = ¢}. By
construction of SImSFChlg the key K is as follows

K=e (XlXQ, gl)msk-s

—e (gglnl ’ gl)msk-s

— Yail ‘S/

Hence, K is a key with s = a1 - s’ (mod p1), which is properly distributed due to the choice of s’ and
because x1 # 0 (mod p;). Furthermore, it holds

C= (X, X)) 0= (X1 Xy)" (14
:gf1'6(3’7s/7h/) ) g;2~6(s’7s/7h/) :gfl's/'(u.t+v) . 932,8/.(u.t+v)
c(xz1-s",x1-8",h c(za-s',32-8" R 2.8 A s\ To-s
:91( 18,21 )_92( 2°8,%2 ) 7 :(Uf~V1)L” .(g;tJrv) 2

29



where ¢ = H (HInput (cInd, C, _)). In particular, we used b’ = h (mod ps), u = Gz (mod ps), and v = s
(mod p2) in the last equations. Hence, CT = (cInd, C, C") is a semi-functional encapsulation of K with
s =18 (mod p1), § = z3 -8 (mod p3), and § = x5 - 8’ (mod ps). Since x1 # 0 (mod p;), x5 # 0
(mod ps), all these elements are properly distributed due to the choice of s’ and s’, and due to the
Chinese Remainder Theorem. This completes the proof. a

Simulation of the Semi-Functional Keys of Type 3. In this subsection, analogously to the previous
subsection, we show how to generate correctly distributed semi-functional secret keys of Type 3 (see the
definition on page given a generator of Gy, p,.

Lemma D.5. There exist a ppt algorithm SimSFKeyT3 such that for every security parameter A, every
des € §2, every (msk, pp,, g2, -, - -) € [SFSetup (1’\,des)], every kInd € X,;, every Ys € G,,, Ys # 1g,
Y3 € Gy, it holds
Pr [Sk : &+ Zp,sk + SFKeyGen (1)‘,ppn,msk, kind, 3, &, g2, ,)}
= Pr[sk: o + Zy,sk < SimSFKeyT3 (pp,., msk, kInd, Y2Y3, )]
GD + G (1), 31 « Gp,, 33 < Gy,
= Pr |sk ﬁf)g = PPy : (mSk7 13\15%7 -y - 7) + SimPP (des, G]D]ff’glagﬁl) 5
o « Zy,sk ¢ SimSFKeyT3 (513%, msk, kInd, Y5 Y3, o/)

where @ﬁﬁ is the restriction of GD.

Furthermore, SInSFKeyT3 sets the G,, component of K in sk = (kInd, K) to YQk
(k,-) = Encl (k, kInd).

(o/,0,0)

, where

Proof. The algorithm SimSFKeyT3 is as follows.
Algorithm 4: SimSFKeyT3 - simulation of semi-functional keys of Type 3
Input : (pp,, msk, kInd, Y5Y3, o).
Require : pp,, = (des, GDy, g1, 9%, Uy, Vi, g3, Y, H).
1 Compute (k, ms) := Encl (k,kInd). Let mq := |k|.
2 Pick 7' < Z77*, Ry < GJ!' and compute

K = gf(msk,'r‘ ,h) . (YZY?,)k(o/,O,O) . Ré )

Output : sk = (kInd, K).

SimSFKeyT3 is a ppt algorithm with respect to A by construction. Random elements from G, can

k(msk,r’ b .
be sampled using g3 € pp,,. The element g, (msler’.h) can be computed given k, msk, gf* € pp,., and r’

as shown in Lemma The elements from k (¢/,0,0) can be computed explicitly given k and o’.

We will only prove the first equation, since the second equation is then implied by Statement [I] of
Lemma [D3]

Let A, des € £2, (msk,pp,, g2, -) € [SFSetup (1*,des)], kInd € X, Y2 € G,,, Y2 # 1g, and
Ys € Gy, be arbitrary but fixed. Let pp,, = (des,GDN,gl,g?, Uy, V1,93, Y,H), (k,ms2) = Encl (k, kInd),
and m; = |k|. Furthermore, since g, Y2 are both generators of Gy,, there exists x € Zj;, such that
Y2 = g%.

The first probability space is determined by & and by the random variables r < Z2, and R3 < Gp!
defined by SFKeyGen (or rather KeyGen as a sub algorithm of SFKeyGen). Vector r is uniformly
distributed over Z;'* whereas vector R3 is uniformly distributed over Gy;'. The output of SFKeyGen is
a secret key sk = (kInd, K) such that:

K = gic(msk,r,h) . g;:(d,0,0) . R3

Note, that the G,, components of K are fixed by the input values.
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Now, consider SimSFKeyT3 in the context of the second probability distribution. By construction of
SimSFKeyT3, it outputs sk = (kInd, K), where K € G™* and it holds

K- gf(msk,r ) . (Y2Ys)k(a’,0,0) ) Rg
k(msk,r’,h k(a’,0,0 k(a’,0,0
k(msk,r’ ,h k(z-a’,0,0 k(a’,0,0

=91( ).92( )'Ya( )_Ré.

The G,, components of the group elements in K are computed as defined in the (semi-functional) key
generation algorithm. The Gy, components are properly distributed, since & and x - @’ are identically
distributed, due to the choice of & and ¢/, and since « # 0 (mod p). Finally, the G,, components of K
are properly distributed due to the choice of the group elements in Rj.

k(a’,0,0 . .
Furthermore, SimSFKeyT3 sets the G,, component of K to Y, (o00) as shown above in an inter-
mediate step. This completes the proof. a

Difference-Lemma. The following general lemma will be used in almost all reduction steps of the main
proof. See [20] for the proof of this lemma.

Lemma D.6. (Difference Lemma) Let Ey1, Eo and F' be events defined in a probability space, and suppose
that Ey AN —~F < Ey A —F. Then |Pr[E;] — Pr[Es]| < Pr[F].

D.3 Proof of the Main Theorem

In this section we provide the formal proof of our main theorem. As explained in Section [4] some of the
reductions from the original CPA-secure framework of [3] require only few and simple modifications. For
the sake of completeness we will present the complete proof and explain which parts of the proof are
new.

Remark D.1. Formally, we have to show that the statement of our main theorem holds for every des € 2.
However, we will not present different reduction algorithms for different description parameters des.
Rather, the reduction algorithms in the proof will get des as an additional input.

From GRreal t0 Gresg. The first game Ggea in the proof sequence of probability experiments (see Fig. (1)

is the CCA-security experiment aP—KEM?SSA (A, des) from page g The restricted hash game Gy is

defined as Ggea) except for the Guess phase, where the output is modified. Recall that HInput (-)
is defined on page as a part of the encapsulation algorithm. It takes as input an encapsulation and
computes the corresponding input for the hash function. The last group element C” of the encapsulation
does not affect the hash input.

Changes in Gyespp compared to Greal:
Exchange for:
1. The output is 0, if A queried the decapsulation of CT € Cg1,q for some cInd € Y, such that

HInput (CT) # HInput (CT*) and t=t* (mod N) ,

where CT* is the challenge encapsulation, ¢ and ¢t* are the hash values of CT and CT” respectively.
2. Otherwise, the output is as defined in aP—KEM%C)SA (A, des).

We call by HashAbort the event that a query, as defined in Step [I] above, occurs. The probability for
this event is negligible due to the collision-resistance of H as stated in the following lemma.

Lemma D.7. For every ppt algorithm A there exists a ppt algorithm B such that for every security
parameter X and every des € (2 it holds

Advgf’jal (A, des) — AdvgfjH (A, des)‘ < AdV%I,{B (A, des)

The running time of B is essentially the same as the running time of A.
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Proof. Given a ppt adversary A, that can distinguish between Ggrea and Gyesp, we construct a ppt
algorithm B which uses A and breaks the security property of the collision-resistant hash function family
H.

Let X and des € {2 be arbitrary, but fixed. Both probability experiments are identical as long as the
event HashAbort does not occur. Hence, by Lemma [D.6] it holds

Adv§ret (A, des) — Advrn (A, des)’ < Pr[HashAbort]

But if this event occurs, we get a collision (z1, z2) for H:

z1 = HInput (CT) # Hlnput (CT*) = z5 ,
H(z) =t=1t"=H(x2) ,

which violates the security property of H. More formally, we can construct a ppt algorithm B against H
as follows. BB on input (1*,GD,des, s) (as defined in experiment CRy;, 4 (A, des) on page [19) simulates A
using H := H) gpy ,des,s and the public parameters generated using GID as defined in the experiment. If
HashAbort occurs, B outputs the collision (x1,22) from above for H and wins its experiment. We deduce
Adv%% (), des) = Pr[HashAbort]. This completes the proof. O

From Giesg to Gresq. The game with restricted queries Gyesq is defined as Giesu except for the
Guess phase, where we again modify the output We keep the modification from Gyesq and add two
additional checks:

Changes in Gesq compared to Gyesn:
Exchange for:
1. The same as Step [1]in G esh.-
2. The output is 0, if A queried the covered key generation oracle in Phase I or in Phase II on key
index kInd with
Factor (k,kInd,cInd*) = F # 1 |

where Factor is the algorithm from the domain-transferability property of R (see Definition .
3. The output is 0, if A queried the decapsulation oracle on CT € C.nq for some cInd € Y, such
that for the corresponding hash value ¢ it holds

t#£t* (mod N) and ged (t—t",N) #1 |

where t* is the hash value for the challenge CT™.
4. Otherwise, the output is as defined in aP—KEM%?SA (A, des) (the same as Step [2[in Gyesn)-

We call by FactorAbort the event, that the output of game G,csq is defined to be 0 by Step [2| or Step
from above. The probability for this event is negligible, since in both cases we can compute a non-trivial
factor of N, which violates Assumption [SD2| by Lemma [2.1] as stated in the following lemma.

Lemma D.8. For every des € 2 and every ppt algorithm A there exists a ppt algorithm B such that for
every security parameter X it holds

AdvGrt (A, des) — Advis® (, des)‘ < AdVEP2()) .

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A, that can distinguish between Gyesy and Giesq, we construct a ppt
algorithm B which uses A and breaks Assumption B is given des € {2 in addition as explained in
Remark [D.11

Let A and des € {2 be arbitrary, but fixed. Experiments Gyesn and Gresq are identical as long as the

event FactorAbort does not occur. Hence, by Lemma it holds

Advﬁj‘j“ (A, des) — AdvgfjQ (A, des)‘ < Pr [FactorAbort|
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Next we will analyze the probability for this event. We construct a ppt algorithm B which uses A and
wins in Experiment if the event FactorAbort occurs. B is given des € £2 in addition.
Algorithm 5: B against Assumption [5D2]

Input : (D, Z, des).

Require: D = (GDy, g1, X1 X5, Y2Y5,93), Z € G, des € (2.

Compute (msk, pp,, -, -, -) (des, GDy, g1, 93) and simulate A as defined in the
experiment Gyesy until its output.

Perform Step |1/ from the Guess Phase. Output a guess v « {0, 1} if the result of the experiment is
defined to be 0 in this step.

3 (Instead of Step [2]) For every kInd; used as input for the covered key generation oracle in Phase I

or in Phase II compute F; := Factor (x, kInd;, cInd*).

4 if there exists F; such that F; # 1L then

Break the own challenge as shown in the proof of Lemma using (D, Z, F).

(Instead of Step [3]) For every decapsulation query on CT € Cc1pq, cInd € Y,, compute the
corresponding hash value ¢ and check if ¢ # t* (mod N) and ged (¢ — t*, N) # 1, where t* is the
hash value for the challenge CT".

7 if t with required property is found then

8 Compute a factor F' = ged (t — t*, N) of N and break the own challenge as shown in the proof

of Lemma using (D, Z, F).

9 Output a guess v + {0,1}.

-

N

o o

In the first step, B generates properly distributed public parameters and the corresponding master secret
key by Lemma Hence, B can simulate the adversary as defined in the experiment. Note, that the
challenge Z of B is not used in the simulation of A.

If the event FactorAbort does not occur, B outputs a guess and hence, it outputs 1 with probability
1/2 independently of the value Z. If the event FactorAbort occurs, B computes a non-trivial factor of N
and breaks Experiment with success probability 1 by Lemma

Formally, for every des € {2 and every ppt algorithm .4 there exists a ppt algorithm B’ = B 4 (-, -, des)
such that for every security parameter A it holds

Advi?? (\) = |Pr[B' (D, Zy) = 1] — Pr[B' (D, Z,) = 1]
= Pr[FactorAbort] - |Pr[B4 (D, Zy,des) = 1 | FactorAbort|
— Pr{Ba(D,Z;,des) =1 | FactorAbort]|
= Pr[FactorAbort] - |Pr [B" (D, Zo, F) = 1] - Pr[B" (D, Z1, F) = 1]|
= Pr[FactorAbort] ,

where B” is the algorithm from Lemma This proves the lemma. O

Supplementary corollaries. One can efficiently check if the event HashAbort or the event FactorAbort
occurs, as shown in the definition of Gresp and in the definition of Gyesq. In the following experiments,
the output will be 0 if one of these events occurs. Equivalently, we can assume that these events never
happen. We obtain the following corollaries.

Corollary D.1. Suppose that events HashAbort and FactorAbort do not occur. Then, for every p; | N
and every encapsulation CT, used by A as input for the decapsulation oracle, it holds

HInput (CT) # Hlnput (CT™) implies t#t* (mod p;) ,
where t = H (HInput (CT)) and t* = H (HInput (CT™)).

Proof. By the definition of H it holds ¢,t* € Zy. If the event HashAbort does not occur, it holds ¢ # t*
(mod N) for every CT which satisfies HInput (CT) # HInput (CT*). W.lLo.g. let 0 < ¢ —t* < N and
i | N be arbitrary but fixed. Assume that ¢ = t* (mod p;). Then we deduce that ged (¢t — t*, N) > p; > 1,
which is the FactorAbort event (Step . Hence, it holds ¢ # t* (mod p;) for every CT which satisfies
HInput (CT) # HInput (CT*). O

33



Corollary D.2. Suppose that event FactorAbort does not occur. Then, for every klnd, used by A in
covered key generation queries, it holds

Ry (kInd, cInd*) =0 implies Ry, (f1 (kInd), f> (cInd*)) =0 ,
where f1 and fo are the projection maps from the domain-transferability property of R.

Proof. The implication is guaranteed by Step |2| in the Guess phase from the definition of Gycsq, since
otherwise algorithm Factor outputs a non-trivial factor F' of N. a

Together with the properties of selective master key hiding and co-selective master key hiding of the
underlying pair encoding schemes, Corollary is crucial for the analysis of the reduction steps leading
from Gy1 to Ggz and from Gg 41 to Ggyq2. In turn, Corollary [D.]is crucial for our last additional
reduction where we prove that G, 3 and G, ;5 are indistinguishable.

From Gcsq to Gi. The experiment Gj is as Gyesq, but the challenge encapsulation is semi-functional:

Changes in G{, compared to Gresq:
Exchange |\*/| for:

(msk, PPy, 92, fz, g, 172) < SFSetup (1>‘, des)

Exchange |\*/| for: A
(Ko, CT*) < SFEncaps (clnd*, go, b, dio, @2)

The following lemma corresponds to Lemma 28 from [3]. We use our supplementary algorithms from
Subsection which simplifies the description of the reduction algorithm and the proof. Furthermore,
we extended the algorithm by the computation of our additional elements.

Lemma D.9. (¢f. Lemma 28 in [3]) For every des € 2 and every ppt algorithm A there exists a ppt
algorithm B such that for every security parameter X\ it holds

Advgij (A, des) — Advgf)A (A, des)| = AdV%Dl )
The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A, that can distinguish between Gyesq and Gf), we construct a ppt algorithm
B which uses A and breaks Assumption [SDI] with the same success probability. Let des € {2 be arbitrary
but fixed. B is given des in addition to its input (D, Z) from experiment as explained in Remark
and is as follows.

B is a ppt algorithm with respect to A by construction. In particular, all exponents in the description of
the algorithm can be computed explicitly.

Next, we analyze the view of A and the success probability of B. By construction of B and by
Statement |1| of Lemma the public parameters pp, = (des,G]D)N,gl,g?,Ul,Vl,gg,Y,H) and the
master secret msk are distributed as defined in the experiments. Note, that GDy, g1 and g3 are distributed
as required by Lemma due to the definition of experiment Furthermore, by Statement [2] of
Lemma it holds g? = gh, U; = g¥ and V; = g¥. B implicitly sets the semi-functional elements as
h=hn (mod p2), tie = u (mod p3), and 92 = v (mod p2). These elements are properly distributed by
Statement B of Lemma [D.3]

All secret keys generated in Phase I and in Phase II are normal in both experiments and hence,
by construction of B are correctly generated using KeyGen (msk, ). Let go be an arbitrary but fixed
generator of Gp,. By the definition of probability experiment it holds Z = g¢i*g¢3?, where z; is
uniformly distributed in Zj; , and 2, is either uniformly distributed in Z5, (if Z = Z1) or 2o = 0
(mod pg) (lf Z = Z())

Next, consider the challenge phase and the generated challenge. It is important to notice, that by
Lemma we can consider the distribution of the encapsulation for any fixed generator of G,,. By
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Algorithm 6: B against Assumption [SDI]
Input : (D, Z,des).
Require: D = (GDw, g1,93), Z € G, des € 12.
Setup
‘ Compute (msk, pp,., h', u,v) «{ SimPP|(des, GDy, g1, g3) and simulate A on input (1)‘7 ppn).
Phase I
‘ Simulate this phase as defined in the experiments using (msk7 -) to generate the keys.
Challenge (given cInd* € Y,; from A)
Compute (¢, w2) := Enc2 (k, cInd™).
Pick s’ + Zy, 8 + Z%? and compute

N0 R W N

C* — Zc(s',s/,h/) .
8 Compute t* := H (HInput (cInd*, C*,_)) and
o= Zs’~(u-t*+v)

9 | Set CT* := (cInd*,C*,C"*) and Ko := e (Z, g1)™**.
10 Pick K; < G, flip a coin b + {0, 1}, set K* := K;, and return the challenge (K*, CT™).
11 Phase II
12 ‘ Simulate this phase as defined in the experiments using (msk7 -) to generate the keys.
13 Guess
14 ‘ Simulate this phase as defined in the experiment.

construction of B it holds

K():e (Zu gl)mSk.S, C*:ZC(SI’SIJ"/) C/l*:ZS’.(u,t*+v)
—e (gflggz’ 91)mSk s :gil c(s s ) . g;z c(s s ) _ (gflg§2)9 (-t 40)
—ya gl b)) (e ) (g )

We claim that CT* = (cInd*, C*,C"*) is a properly distributed encapsulation of Ky, which is either
normal (if Z = Zj) or semi-functional, as defined on page [12| (if Z = Z;). Namely, B implicitly sets the
random values of the normal (G,,) components as s := z; - s (mod p;), and s := z; - 8/ (mod p1). The
random values of semi-functional (G,,) components are set as § := z2-s’ (mod p2), § := z2-s" (mod p2).
These values are properly distributed due to the choice of s’ and s’. Thereby, we use the fact that z; # 0
(mod p1) in both cases and 2o # 0 (mod p2) in the case of Z = Z;. Furthermore, the value s’ and all
values in 8’ modulo p; and modulo p, are uncorrelated by the Chinese Remainder Theorem.

We deduce that B perfectly simulates experiment Giesq if Z = Zp and experiment Gq if Z = Z;.
Furthermore, the output of B is 1 if and only if A wins in the corresponding experiment. Hence, for
every des € (2 and every A there exists a ppt algorithm B’ = B4 (-, -, des) such that for every security
parameter A it holds

AdviPt (\) = |Pr[B' (D, Zy) = 1] — Pr[B' (D, Zy) = 1]|
1 1 ,
- ‘2 + Adv%j“2 (A, des) — (2 + Advg?A ()Hdes)) ‘

= ‘Advgij (A, des) — Advgf’A (A, des)‘

This proves the lemma. a

From G{ to Gg 3. The main modification in G 3 is that the decapsulation queries are answered using
separately generated normal keys which we denote by sk,. Hence, the keys, generated in the covered key
generation queries and denoted by sk;, will be used only in the opening oracle. Consequently, we do not

35



have to generate these keys in the covered key generation queries anymore, instead they are generated
in the opening oracle, when the keys are given to the adversary. This last change is only conceptual at
this point, but is crucial for the following reductions and the resulting security guaranties.

Changes in G 3 compared to Gj:

CoveredKeyGen (kInd;) - Do not generate keys in|'*| and in just store (4, kInd;).

Open (i) - Instead of and generate (13) [ski + KeyGen (msk, kIndi)] if sk; was not generated
yet. Return sk;.

Decapsulate (CT, ) instead of ['*/| and @

— For the first decapsulation query with index i generate and store sk +— KeyGen (msk, kInd;).
— Return Decaps (sk;, CT).

The following lemma is new in the original sequence of probability experiments (see Fig. . We
show that because of the consistency checks and especially because of the verifiability property of the
underlying pair encoding scheme both experiments are unconditionally indistinguishable.

Lemma D.10. For every security parameter A, every des € 2 and every algorithm A it holds
Advii, (A, des) = Advo, (A, des)

Proof. All generated keys are normal in both experiments by definition. By construction, the view of
A in both experiments can only differ if there is a decapsulation query on CT and i € N such that the
probability distributions defined by Decaps (sk;, CT) and Decaps (sk;, CT) are not equal. This can not
happen due to Lemma[3.1] which proves the lemma. a

Remark D.2. As mentioned above, all reduction steps between Gg 3 and G, 13 are similar to the original
CPA-secure construction of [3]. In all reduction steps between these two experiments the reduction
algorithm knows the master secret key. Hence, all normal keys used to answer decapsulation queries can be
generated using KeyGen (msk, -). Furthermore, as mentioned before, we have to show that the additional
element C"* for the challenge encapsulation can be generated. For those steps, which are based on the
subgroup decision assumptions, this is already covered by Lemma[D.4] and by the algorithm SimSFChlg.
The steps based on the security properties of the underlying pair encoding schemes require further
explanations (Lemma and Lemma . For the sake of completeness we present all reductions
using our supplementary algorithms.

From Gg_1,3 to Gg,; for k € [g1]. Experiment Gi_1 3 is defined as experiment G 3, but the first
k —1 keys, corrupted in Phase I, are semi-functional of Type 3. Hence, Gg 3 is a special case of G_1 3 for
k = 1. The following experiments include an index j € N, which denotes the current number of corrupted
keys in Phase I.

Experiment Gy_13 for k € [¢1] as generalization of G 3:
— Set 7 := 0 in the Setup phase.
Open (z)ﬂ Exchange in Phase I (defined in Gg 3 on page [36) for:

—Setji=j+1;
— If j <k, choose &; <= Zy and return sk; < SFKeyGen (msk, kInd;, 3, &5, g2, ﬁ)
— If j > k, return sk; < KeyGen (msk, kInd;).

* W.l.o.g. assume that A never asks for the same index. Otherwise, just store the keys.

Gp,1 is as Gg_1,3, but the k’s key corrupted in the first phase is semi-functional of Type 1:

Changes in Gy 1 compared to Gg_1 3:
Open (i): modify in Phase I by

— If j =k, return sk; <{ SFKeyGen (msk, kInd,;, 1, _, go, fz)
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Algorithm 7: B against Assumption [SD2]
Input : (D, Z,des).
Require: D = (GDN791,X1X27Y2Y3793), Z € G, des € (2.
1 Setup
2 Compute (msk, pp,., h’, u,v) W(GDN,ghgg, des).
3 Set 7 :=0.
4 Phase I
5 CoveredKeyGen (kInd;) with kInd; € X:
6
7
8
9

‘ Store (4, kInd;).
Open (i) with ¢ € N:

Set j :=j + 1.

case j < k do
10 ‘ Pick o « Zn and return sk; (ppm, msk, kInd;, Y2Y3, o).
11 case j = k do
12 Compute (k, m2) := Encl (kInd;). Let m1 := |k|.
13 Pick 7', 7' + Zy? and Rj3 + G.' and compute

K o= gttt ) gk(on ) gy

14 Return sk; := (kInd;, K).
15 case j > k do
16 ‘ Return sk; (rnsk7 kInd;).

17 Decapsulate (CT,¢) with CT € Ccina, cInd € Yi, ¢ € N:
18 ‘ As defined in the experiment using normal secret key sk (msk, kInd;), generated once.
19 Challenge (given cInd* € Y,; from A)

20 Generate (Ko, CT*) +{SimSFChlg|(pp,,, msk, cInd*, b, u, v, X1 X2)

21 Pick K; < Gr, flip a coin b < {0, 1}, set K* := K;, and return the challenge (K*, CT™).
22 Phase II

23 ‘ Simulates this phase as defined in the experiment using msk.
24 Guess
25 ‘ Simulate this phase as defined in the experiment

Lemma D.11. (¢f. Lemma 29 in [3]) Suppose g1 € N is the upper bound for the number of corrupted
keys in Phase I. Let k € [q1] be arbitrary. For every des € 2 and every ppt algorithm A there exists a
ppt algorithm B such that for every security parameter X it holds

Advy" " (A, des) — Advyy"y (A, des)| = Advi 2 ()

The running time of B is essentially the same as the running time of A.

Proof. Let k € [q1] be arbitrary, but fixed. Given a ppt adversary A, that can distinguish between
Gji—1,3 and Gg,1, we construct a ppt algorithm B which uses A and breaks Assumption with the
same success probability. Let des € 2 be arbitrary. B is given des in addition to its input (D, Z) from
experiment [SD2] as explained in Remark and is as follows.

B is a ppt algorithm by construction. In particular, random elements from G,, can be chosen using

k(msk,r’,h
g3, the elements from g (mskr’.)

computed explicitly.

Next, we analyze the view of A and the success probability of B. By construction of B and by
Statement [1| of Lemma the public parameters pp, = (des,G]D)N,gl,g{‘,Ul,Vl,gg,Y,H) and the
master secret msk are distributed as defined in the experiments. Note, that GDy, g1 and g3 are distributed
as required by Lemma due to the definition of experiment Furthermore, by Statement [2[ of
Lemma it holds g? = gh U, = g} and Vi = g¥. B implicitly sets the semi-functional elements as
h=n (mod p2), i = w (mod p3), and 93 = v (mod ps). These elements are properly distributed by
Statement [3] of Lemma [D.3

Let go be an arbitrary but fixed generator of G,,. Then, by the definition of probability experiment

SD2| it holds Z = gi'g5°g3°, where 21 € Z7 , z3 € Zy_ are uniformly distributed, and zo is either

can be computed as shown in Lemma and k (O,f*/,h/) can be
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uniformly distributed in Zj, (if Z = Zy) or zo = 0 (mod po) (if Z = Zy). Furthermore, X; = g7*
Xy = g3, Yo = ¢8% and Y3 = ¢%°, where x1 € Z} , &2,y € Ly, and y3 € Z,_ are uniformly distributed
and independent.

The semi-functional challenge and all semi-functional keys of Type 3 are generated as required in the
experiment by Lemma and by Lemma respectively. The normal keys are correctly generated
using KeyGen (msk, -).

Consider the corrupted key sk; = (kInd;, K) generated for j = k. By construction of the algorithm
B it holds:

p1’

P gf(msk,'r‘/,h) . k(0,7 ") 'R},
= gy TR (g gy HOF ) Ry
_ f(mskm/’h)ﬂl.k(o,r ) .ggz.k(o,i‘ﬂh/) .ggg.k(O,W,h/) ‘R,
_ gf(msk,rwzl-fﬂ’,h) , gs(ovw‘f“’vh) .ggs"“(o”v’h/) - Rj

We claim, that sk; is either a properly distributed normal secret key (if Z = Zj) or a properly distributed
semi-functional secret key of Type 1 (if Z = Z;). Namely, B implicitly sets the random values of the
normal (G,,) components as r = z; - #' + 7' (mod p;), which are properly distributed due to the choice
of . The random values of the semi-functional (G,,) components are set as # = zp - #, which are

properly distributed (for Type 1 keys) due to the choice of #' if Z = Z;, and which disappear if Z = Z,

k(0,7 ,h
since zg = 0 (mod p2). Finally, the G,, components are set as R3 = ggg (0.7 )

distributed by the choice of Rj.
Hence, for every des € (2 and every A there exists a ppt algorithm B = B4 (-, -, des) such that for
every security parameter A it holds

% and are properly

Advi?? (\) = |Pr[B' (D, Zy) = 1] — Pr[B' (D, Z,) = 1]|
‘ + Adv (A, des) — (2 + Advs (A, des))‘
’AdVGk 12 (A, des) — Advi (/\,des)‘

The second equation holds since B perfectly simulates Gi_1,3 and Gy 1 if Z = Zy and Z = Z; respectively.
Furthermore, B outputs 1 if and only if A wins the corresponding experiment. This proves the lemma. 0O

From G 1 to G2 for k € [g1]. G2 is as Gy 1, but the k’s key is semi-functional of Type 2:

Changes in Gy 2 compared to Gy 1:
Open (i): modify [T3|in Phase I (defined in Gg 3) for the key with j = k

— If j = k, choose &y + Zy and return sk; « SFKeyGen (msk, KInd;, 2, 4y, go, fz).

Lemma D.12. (¢f. Lemma 30 in [3]) Suppose ¢1 € N is the upper bound for the number of corrupted
keys in Phase I. Let k € [q1] be arbitrary. For every ppt algorithm A there exists a ppt algorithm B such
that for every security parameter X and every des € {2 it holds

Adv Gk "1 (A des) — AdVG" 2 (A, des) ’ = AdeMH (X, des)

The running time of B is essentially the same as the running time of A.

Proof. Let k € [q1] be arbitrary, but fixed. Given a ppt adversary A, that can distinguish between
Gg,1 and Gy 2, we construct a ppt algorithm B which uses A and breaks the co-selective master-key
hiding security property of the underlining pair encoding scheme with the same advantage. B on input
(des, GDy, g1, g2, g3), as defined in [Expp g Ga (A des)|, is as follows.

B is a ppt algorithm with respect to A by construction. It uses different supplementary ppt algorithms,
the own oracles, and performs besides only simple computation. Next we analyze the view of A and the
success probability of B.
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Algorithm 8: B against co-selective master-key hiding security property of P

Input : (des,GDn, g1, g2,93).

1 Setup
2 Compute the public parameters and the master secret key
(msk, pp,., -, u,v) <{ SimPP|(1*, GDx, g1, g3, des). Set j := 0.

3 Phase I

4 CoveredKeyGen (kInd;) with kInd; € X,:

5 ‘ Store (4, kInd;).

6 Open (i):

7 Set j:=7+1.

8 case j < k do

9 ‘ Pick a;j < Zy and return sk; (msk, kInd;, 3, aj, g2, -)-
10 case j = k do
11 Generate a normal key (kInd;, K) (msk7 kInd;).
12 Query the own oracle:

K = Olyu, o (Kind:) .

13 Output sk; = (kIndi, K- /I.('\)
14 case j > k do
15 ‘ Output sk; (msk,klndi).

16 Decapsulate (CT, 7):

17 ‘ As defined in the experiment using sk (msk, kInd;), generated once.
18 Challenge (given cInd* from .A)

19 Compute (Ko, (cInd*, C, .)) +{ Encaps|(cInd*).

20 Query the own oracle:
C = OéMH,u,&,fL (cInd™)
set C*:=C -C.
21 Compute t* := H (HInput (cInd*, C*,_)) and

C//* — (Cf)u<t*+v )

22 Choose K; + Gr, pick b + {0,1}, set K* := K and return (K*, CT},q- = (cInd*, C*,C""*)).
23 Phase II

24 ‘ Simulates this phase as defined in the experiment using msk.
25 Guess
26 ‘ Simulate this phase as defined in the experiment

Let security parameter A and des € {2 be arbitrary, but fixed. By the definition of the Experi-
ment |Expg1\éﬂf, 4 ()\,des)L GDy is the restricted group description of GI) generated by G (1*). Further-
more, the generators g; € G,, are chosen uniformly at random. Hence, by construction of B and by
Statement [1| of Lemmathe public parameters pp,, = (des, GDw, 91,97, U1, V1, 93,Y, H) and the mas-
ter secret msk are distributed as defined in the experiments. Furthermore, by Statement [2] of Lemma [D.3]
it holds U; = g} and Vi = ¢¥. B implicitly sets the semi-functional elements as s = u (mod p2), and
09 = v (mod py). These elements are properly distributed by Statement |3| of Lemma Furthermore,
B implicitly sets the input generator g, as the generator of G,,. This generator is properly distributed

as mentioned above. Vector h (mod p2) of the semi-functional public parameters will be defined below.

It is important to notice that all oracle queries made by B are permissible if all corruption queries of
A are permissible, since Ry (kInd, cInd*) = 0 implies Ry, (f1 (kInd), f2 (cInd*)) = 0 by Corollary
The normal keys and the semi-functional keys of Type 3 are generated using msk and go as defined in
the experiments.

Next, we claim that the challenge encapsulation is a properly distributed semi-functional encapsula-
tion. Furthermore, the k’s corrupted key is either a properly distributed semi-functional key of Type 1
(if v = 0) or a properly distributed semi-functional key of Type 2 (if v = 1). Namely, by the definition of
the Experiment |Expg1\éil, a (A, des)L the challenger choose & < Zy and h < Z%;, where n (fi)
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Then, B receives

= 1 )9 ifv=
K = OCMH,V,&,H (kInd;) = k(a#h) .
9 ifr=1,
where # € Z;'? is chosen uniformly at random, (k,m2) = Encl (x,kind;). Hence, K is a properly

distributed semi-functional part of either Type 1 key (if v = 0) or Type 2 key (if v = 1) with random
values h = h (mod p3), # = 7 (mod ps), and & = & (mod py). Furthermore, B receives
c(3,5,h)

C= OéMH,u,&,fL (cInd”) = g, ’

where § € Zy and § € Zy? are chosen uniformly at random, (¢, w2) = Enc2 (k,cInd”). Hence, C i
properly distributed semi-functional part of an encapsulation with random values § = § (mod ps), § =
(mod ps), and h = h (mod py).

Finally, we show that the last group element in the challenge encapsulation is correctly generated:

C”* _ (C’l)u‘t*"’_v . (al)u-t*Jrv

_ syu-t*+ou . s\ ut" v
= (91) (92)

— (Ult .Vl)s ) (ggz~t*+ﬁ2)§ ’

where s is the random element fixed by Cy, which is chosen as the first element of C' in Line [19)and 3 is
fixed by C as defined above. In the second equation we used the normality of P. Hence, C"* is exactly

as defined in
We deduce that for every A, every security parameter A and every des € (2 it holds

AdvElg" (N, des) = |Expplgd 5 (A, des) — Exppgh 5 (, des)|
1 1
= ’2 + Advy"; (X, des) — <2 + Advyy"3 (A,des)) ‘

- ’Advﬁj;; (A, des) — Advi*7 (A7des)‘

The second equation holds since B correctly simulates G ; and Gy 2 if v = 0 and if v = 1 respectively.
Furthermore, B outputs 1 if and only if A wins the corresponding game. This proves the lemma. O

From Gy to Gg,s for k € [g1]. Gg3 is as Gy 2, but the k’s corrupted key is semi-functional of
Type 3.

Changes in Gy 3 compared to Gy 2:
Open (i): modify in Phase I (defined in Gg 3) for the key with j =k

— If j =k, choose Gy, < Zy and return sk <{ SFKeyGen|(msk, kInd;, 3, éx, g2, -)-

Lemma D.13. (¢f. Lemma 31 in [3]) Suppose ¢1 € N is the upper bound for the number of corrupted
keys in Phase I. Let k € [q1] be arbitrary. For every des € §2 and every ppt algorithm A there exists a
ppt algorithm B such that for every security parameter \ it holds

Advi"z (A, des) — Advyy"s (A, des)| = AdvSP? ()
The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A, that can distinguish between Gy 2 and Gy, 3, we construct a ppt algorithm
B which uses A and breaks Assumption with the same advantage. Let des € (2 be arbitrary. B is
given des in addition to its input (D, Z) from experiment as explained in Remark

40



B is almost the same as Algorithm [7} We only change the simulation of corrupted key number :
Algorithm 9: B against Assumption [SD2| as modification of Algorithm

Input : (D, Z,des).
Require: D= (GDN791,X1X2,Y2Y3,Q3), Z € G, des € (2.

Phase I
Open (i) with i € N:
case j = k do

Compute (k, mgz) := Encl (kIndy). Let my := |k|.
Pick r/,#',& < Z* and R}y + Gt Compute

® N O oA W N =

Ko gt )y vy k(600) | gk(0i ) gy

9 Return sk; = (kInd;, K).
10 ...

B is a ppt algorithm by construction. Next we will analyze the view of A and the success probability of
algorithm B.

Let all elements be as defined in the proof of Lemma In particular, Z = ¢ ¢3%g5°, Yo = ¢5°,
Ys = ¢4, h = b’ (mod p;) and h = k' (mod py). Here, we only analyze the distribution of the secret
key sk; = (kInd;, K) generated for j = k. By construction of B it holds

K— gf(mbk,'l‘/,h) . (YQK;)k(&/’O’O) . k(0,7 ,n") 'R,
_ gf;(msk,r’,h) . (gg2gg3>k(d',o,o) . (gflgggggg)k(o,f‘/,h,) A
_ gic(msk,'l‘/,h)Jer'k(Ox'i'/vh) .ggz_k(&/}070)“2.,@(0,;«/,,1) .géyS.k(d’,O,O)+z3.k(o,'i"7h/) 'R,

We claim, that this key is either a properly distributed semi-functional key of Type 2 (if Z = Z;) or a
properly distributed semi-functional key of Type 3 (if Z = Zj). Namely, B implicitly sets the random
values of the G,, components as r = 2; - # 4+ 7’ (mod p;), which are properly distributed due to the
choice of r’. The random values of G,, components are set as & = yo - & (mod ps) and # = zp - 7
(mod po). If Z = Zj, it holds z2 = 0 (mod p2) and thus

k (y2 &2 ~f",ﬁ) —k (y2 : a’,o,ﬁ) —k(ys-d',0,0) (mod pa) .

Hence, if Z = Z, the G,, components are properly distributed as defined for Type 2 keys due to the
choice of &' (since yo # 0 (mod p9)). If Z = Z;, then & and # are properly distributed, as defined for

Type 3 keys, due to the choice of & (mod ps) and #' (mod ps) (since y2, 22 # 0 (mod py)), respectively.

k(0,7 ,h C . .
Finally, the G,, components are set as Rz = ggs (0:7.1) - R}, and are properly distributed by the choice

of RY.
We deduce that for every des € 2 and every A there exists a ppt algorithm B’ = B4 (-, -, des) such
that for every security parameter X\ it holds
Advy? (\) = [Pr[B' (D, Zy) = 1] - Pr[B' (D, Z) = 1]|
1 1
_ ‘2 + Advy"7 (A, des) — <2 + Advsd (A, des)> ‘
Gp,2 Gk.,3
- ‘Advn’ 7 (A, des) — Adv"s ()\7des)’

The second equation holds since B perfectly simulates Gy 2 and G 3 if Z = Zj and if Z = Z; respectively.
Furthermore, B outputs 1 if and only if A wins the corresponding experiment. This proves the lemma. 0O
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From Gg, 3 to G4, 1. Experiment Gg, 3 is a special case of Gy 3 for k = ¢1. In G, 3 all corrupted
keys in Phase I are semi-functional of Type 3 and in Phase II all corrupted keys are normal. We simplify
the description of the experiment as follows.

qu’gi
Open (i) in Phase I:

— If sk; is not generated yet, choose &; < Zy and return sk; <{ SFKeyGen (msk, kInd;, 3, &5, g2, ﬁ)

Open (i) in Phase II:
— If sk; is not generated yet, return sk; +{ KeyGen|(msk, kInd,).

Gg,+1 is as Gg, 3, but the corrupted keys in Phase II are semi-functional of Type 1:

Changes in Gg, +1 compared to Gg, 3:
Open (i) in Phase II:

— If sk; is not generated yet, return sk; <{ SFKeyGenl (msk, kInd;, 1, _, go, ﬁ).

Lemma D.14. (c¢f. Lemma 32 in [J]) For every des € 2 and every ppt algorithm A there exists a ppt
algorithm B such that for every security parameter X\ it holds

Advy®® (A, des) — Advyy™ )\,des)’ = AdviPZ ())

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A, that can distinguish between Gg, 3 and Gg, 11, we construct a ppt
algorithm 5 which uses A and breaks Assumption with the same advantage. Let des € 2 be
arbitrary. B is given des in addition to its input (D, Z) from experiment as explained in Remark
The algorithm B is again similar to the Algorithm [7] but there is no distinction of cases in the opening

oracle. Hence, we presented the complete algorithm. B is a ppt algorithm with respect to 1* by construc-
. . . k(msk,r’,h)
tion. In particular, random elements from G,, can be chosen using g3, the elements from g, can

be computed as shown in Lemma and k (0, ' R ) can be computed explicitly.

Next, we analyze the view of A and the success probability of B. By construction of B and by
Statement [I| of Lemma the public parameters pp,, = (des,GDw, g1, 9%, U1, V1,93, Y, H) and the
master secret msk are distributed as defined in the experiments. Note, that GDy, g1 and g3 are distributed
as required by Lemma due to the definition of experiment Furthermore, by Statement [2] of
Lemma it holds g? = gh U, = g} and Vi = g¥. B implicitly sets the semi-functional elements as
h=n (mod p2), tia = u (mod p3), and 92 = v (mod ps). These elements are properly distributed by
Statement [B] of Lemma [D.3

Let go be an arbitrary but fixed generator of G,,. Then, by the definition of probability experiment
it holds Z = gi'g5°93°, where 21 € Zy , z3 € Zj_ are uniformly distributed, and z is either
uniformly distributed in Zj, (if Z = Z1) or 22 = 0 (mod p2) (if Z = Zp). Furthermore, X; = g7,
Xy = g5, Yo = g5 and Y3 = g§°, where 21 € Z , x9,y2 € Z;,, and y3 € Z_ are uniformly distributed
and mutually independent.

The challenge and all semi-functional keys of Type 3 in Phase I are generated as required in the
experiments by Lemma [D.4] and by Lemma respectively.

Consider the corrupted keys in Phase II. By construction of the algorithm B, for every ¢ and every
generated secret key sk; = (kInd;, K) it holds:

p1?

k(msk,r’,h
dt )

K — . Zk:(O,f‘/,hl) . R/3

msk,r’,h k(0,7 ,n'
)-(9?95295,3) (07"1) . Ry,
3 3

msk,r'+21-7",h)  k(0,22-#",h)  2z3-k(0,# )

k(

91

k(msk,r’,h)+zl-k(O,'i-’,h’) 22k(0,#,h')  23-k(0,#,h) ,
1 92 . g .

k

= 91( D) " 93 : Rg
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Algorithm 10: B against Assumption [SD2

Input : (D, Z,des).
Require: D = (GDN791,X1X27Y2Y3793), Z € G, des € (2.

1 Setup
2 Compute the public parameters and the master secret key
(msk, pp,., h', u,v) W(IA,GDw,gl,gg,des). Set j := 0.
3 Phase I
4 CoveredKeyGen (kInd;) with kInd; € X:
5 | Store (i, kInd,).
6 Open (i):
7 Set j:=j+1.
8 Pick oj + Zn and return sk; (PP, msk, kInd;, Y2Y3, o).
9 Decapsulate (CT, 7):

10 ‘ As defined in the experiment using sk (msk, kInd;) generated once.

11 Challenge (given cInd* from A
12 Generate (Ko, CT*) +{SimSFChlg|(pp,,, msk, cInd*, b, u, v, X1 X2).

13 Pick K; < G, flip a coin b + {0, 1}, set K* := K;, and return the challenge (K*, CT™).
14 Phase II
15 CoveredKeyGen (kInd;) with kInd; € X:

16 | Store (i, kInd,).

17 Open (i):

18 Compute (k, mz2) := Encl (kInd;). Let m1 = |k|. Pick r',#' + Z3* and Rj + G}%' and compute
K .= gf(mSk”’J’h) ) Z‘“(O,’?”,h') ) Ré .

19 Return sk; = (kInd,;, K).

20 Decapsulate (CT,):

21 | As defined in the experiment using sk} «{ KeyGen|(msk, kInd;) generated once.

22 Guess

23 ‘ Simulate this phase as defined in the experiment.

We claim, that for every i, the corresponding secret key sk is either a properly distributed normal secret
key (if Z = Zy) or a properly distributed semi-functional secret key of Type 1 (if Z = Z;). Namely, B
implicitly sets the random values of the normal components (in G,,) as r = 21 - # + 7' (mod p;), which
are properly distributed due to the choice of #’. The random values of the semi-functional components
(in G,,) are set as # = 25 - #', which are properly distributed (for Type 1 keys) due to the choice of #’

if Z = Z,, and which disappear if Z = Z, and hence, zo = 0 (mod ps). Finally, the G,, components are

z3-k(0,# ")

set as R3 = g4 % and are properly distributed by the choice of Rj.

Hence, for every des € (2 and every A there exists a ppt algorithm B’ = By (-, -, des) such that for
every security parameter A it holds

Adv?? (\) = |Pr[B' (D, Zy) = 1] — Pr[B' (D, Z;) = 1]|
1 quy3 ]‘ G111 1
= ’2 + Advy )" (A, des) — <2 + AdVH,A+ (A,des))’

_ ’Advﬁf;f (A, des) — Advi ™ (A, des)) .

The second equation holds since B perfectly simulates G, 3 and Gy, 11 if Z = Zp and Z = Z; respectively.
Furthermore, BB outputs 1 if and only if A wins the corresponding experiment. This proves the lemma. 0O

From Gg, 11 to Gg,42. Gy, 42 is as G4, 41, but the key in Phase II are semi-functional of Type 2.
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Changes in Gg, +2 compared to Gg, 4+1:
— Choose & <+ Zy at the beginning of Phase II.

Open (i) in Phase II

— Return sk; +{ SFKeyGenl (msk7 kInd;, 2, &, go, fz)

Lemma D.15. (c¢f. Lemma 33 in [3]) For every ppt algorithm A there exists a ppt algorithm B such
that for every security parameter X and every des € {2 it holds

‘Advﬁf}fl (A, des) — Advi® (A, des)‘ = AdvIMT (A, des)

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A, that can distinguish between Gg,4+1 and Gy, 12, we construct a ppt
algorithm B which uses A and breaks the selective master-key hiding security property of the under-
lining pair encoding scheme with the same advantage. B on input (GDy,¢1,92,93,des) as defined in
|Exp§>1_véHV a (A des)| is as follows.

Note, that B is similar to Algorithm[8] but the oracle is used in Phase II to generate all corrupted keys.
B is a ppt algorithm with respect to A by construction. It uses different supplementary ppt algorithms
and performs besides only simple computation. Next we analyze the view of A and the success probability
of B.

Let security parameter A and des € {2 be arbitrary, but fixed. By the definition of the Experi-
ment |Exp§)1’\éHy’ a (A des)l7 GDy is the restricted group description of GID generated by G (1/\). Further-
more, the generators g; € G,, are chosen uniformly at random. Hence, by construction of B and by
Statement |1| of Lemmathe public parameters pp,. = (des, GDy, g1,9%, U1, V1, 93,Y, H) and the mas-
ter secret msk are distributed as defined in the experiments. Furthermore, by Statement 2] of Lemma[D.3]
it holds Uy = ¢} and Vi = ¢¥. B implicitly sets the semi-functional elements as @z = u (mod py), and
03 = v (mod p3). These elements are properly distributed by Statement |3| of Lemma Furthermore,
B implicitly sets the input generator g, as the generator of G,,. This generator is properly distributed

as mentioned above. Vector h (mod po) of the semi-functional public parameters will be defined below.
It is important to notice that all oracle queries made by B are permissible if all corruption queries of
A are permissible, since Ry (kInd, cInd*) = 0 implies Ry, (f1 (kInd), f2 (cInd*)) = 0 by Corollary
The normal keys and the semi-functional keys of Type 3 are generated using msk and go as defined in
the experiments.
By the definition of the Experiment |Explsjl\g){l, 4 (A, des)|7 the challenger choose & + Zy and h + Zy,

where n = Param|(x). Then, B receives

k(0,7,h) i
= _ o Ve ifv=
K = OSMH,u,a,fz (kInd;) = k(a7h)
9 ifv=1,

where 7 € Z;'? is chosen uniformly at random for every key. Hence, all corrupted keys in Phase IT
are either properly distributed semi-functional keys of Type 1 (if ¥ = 0) or properly distributed semi-
functional keys of Type 2 (if v = 1) by construction. If ¥ = 1, the element & is the same for all these
keys, as defined in the experiment Gg, 42.
Furthermore, B receives
c(3,5,h)

€ = Olyygy o (clnd’) =55 )

where s € Zp, and 8 € Z,? are chosen uniformly at random, h is as above. Hence, C are properly
distributed semi-functional components with § = § (mod ps) and § = & (mod p3).
Finally, we show that the last group element in the challenge encapsulation is correctly generated:

C//* _ (Cl)u't*+v . (al)u-t*—‘r’u

_ (gf)u»t*—&-v ) (gg)u~t*+v

(o) ()
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Algorithm 11: B against selective master-key hiding security property

Input : (GDy, g1, g2, g3, des).

1 Setup
2 Compute the public parameters and the master secret key
(msk, pp,., -, u,v) := SimPP|(1*,GDx, g1, g3, des). Set j := 0.
3 Phase I
4 CoveredKeyGen (kInd;) with kInd; € X,:
5 ‘ Store (4, kInd;).
6 Open (i):
7 Set j:=7+1.
8 Pick a;j < Zn and output sk (msk, kInd;, 3, aj, g2, -)-
9 Decapsulate (CT, q):

10 | As defined in the experiment using sk} «{ KeyGen|(msk, kInd;) generated once.
11 Challenge (given cInd* from .A)

12 Compute (Ko, (cInd*, C,.)) (cInd*).

13 Query the own oracle
C:= OéMH’V ap (clnd”)
Set C*:=C-C.
14 Compute t* := H (HInput (cInd*, C*,_)) and

C//* — (Cf)u<t*+v )

15 Choose K; + Gr, pick b < {0,1}, set K* := K; and return (K*, (cInd*, C*, C"™")).
16 Phase II
17 CoveredKeyGen (kInd;) with kInd; € X:

18 | Store (i, kInd,).
19 Open (i):
20 Query the oracle
K := O3y, ah (KInd)
21 Compute a normal key (kInd;, K) (msk, kInd;) and return

sk := (kIndi,K : ?2) .

22 Decapsulate (CT, ):

23 | As defined in the experiment using sk} «{ KeyGen|(msk,kInd;) generated once.
24 Guess
25 ‘ Simulate this phase as defined in the experiment

where s is the random element fixed by Cy, which is chosen as the first element of C' in Line[12]and § is
fixed by C as defined above. In the second equation we used the normality of P. Hence, C"* is exactly

as defined in
We deduce that for every A there exist a ppt algorithm B such that for every security parameter \
and every des € (2 it holds
AdvE'ET (N, des) = |Expp'dy 5 (A, des) — Exp'd 5 (), des)|
1 1
_ ‘2 + Advy ™ (A, des) — (2 + Advy i (A, des)) ‘
_ ‘Advgﬁ“ (A, des) — Adviin? ()\,des)‘ .

The second equation holds since B correctly simulates G4, 41 and Gg, +2 if v = 0 and if v = 1 respectively.
Furthermore, B outputs 1 if and only if A wins the corresponding game. This proves the lemma. O

From Gg, 42 to Gg,+3. Gy, 43 is as Gg, 42, but the key in Phase II are semi-functional of Type 3.
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Changes in Gg, +3 compared to Gg, 42:
Open (i) in Phase II:

— sk; +4 SFKeyGen|(msk, kInd;, 3, &, g2, -). (Where & as defined in Gg, 11)

Lemma D.16. (c¢f. Lemma 34 in [J]) For every des € £2 and every ppt algorithm A there exists a ppt
algorithm B such that for every security parameter A it holds

’Advgj’i‘“ (A, des) — Advﬁf}f’ (A, des)’ = Advim (\)

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A, that can distinguish between Gg, 42 and Gg, 13, we construct a ppt
algorithm B which uses A and breaks Assumption with the same advantage. Let des € {2 be
arbitrary. B is given des in addition to its input (D, Z) from experiment as explained in Remark
Note that B is almost the same as Algorithm Hence, next we present only the simulation of corrupted
keys in Phase II:

Algorithm 12: B against Assumption [SD2| as modification of Algorithm
Input : (D, Z,des).
Require: D = (GDy, g1, X1 X5, Y2Y3,93), Z € G, des € 2.
1 Setup
2
3 ...
4 Phase I1
5 Pick & «+ Zy.
6
7 Open (i):
8 Compute (k,mg) := Encl (kInd;). Let m; := |k|.
9 Pick 7/, #', + Z}* and R + GJ' and compute
P ]Ij:(a,'r',h) ) (Y2yv3)k(d',070) . k(0.7 ) ‘R,
10 Return (kInd;, K).
11
12 ...

According to the analysis of Algorithm [I0] we have to consider only the corrupted keys in Phase 2.
Note, that these keys are generated as the semi-functional keys of Type 3 in Phase I in Algorithm [9]
except for the choice of &', which is the same for all keys in this phase.

Let Y2 = g% and Z = g{'¢5%, where go is an arbitrary but fixed generator of G,,, y2 € Lo, 21 € Ly, ,
and either zp = 0 (mod py) if Z = Zy or 23 € Z3, if Z = Z;, as defined in As already shown in the
analysis of Algorithm |§|, the semi-functional (G,,) components of the keys are set to:

g;c(yg &' zo P ,h)
The elements in 7' are chosen uniformly at random for every key, whereas &’ is chosen once in the Setup
Phase. Hence, the corresponding key is either a properly distributed semi-functional key of Type 2 (if
Z = Zy) or a properly distributed semi-functional key of Type 3 (if Z = Zj) as already explained in the
analysis of Algorithm [0

Hence, for every des € (2 and every A there exists a ppt algorithm B’ = B4 (-, -, des) such that for
every security parameter \ it holds

AdvEP? (\) = [Pr[B' (D, Zy) = 1] — Pr[B' (D, Zy) = 1]|
1 1
= ’2 + Advgixr3 (A, des) — (2 + Advgﬁﬂ (A,des))‘

— ’ Adv® (A, des) — Advi™y™ (A, des)‘
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The second equation holds since B perfectly simulates Gq, 13 and Gg, 42 if Z = Zy and Z = Z; respec-
tively. Furthermore, B outputs 1 if and only if A wins the corresponding experiment. This proves the
lemma. a

From Gg, 43 to G;l 13- Inexperiment Gy, +3 all keys generated in the opening oracle are semi-functional
of Type 3 and all keys used in the decapsulation queries are normal. Experiment th 1 3 is defined as G, 43
except for decapsulation queries, which are answered without user secret keys. Namely, an additional
generator Xy of Gy, is chosen uniformly at random in the setup phase and the decapsulation queries on
CT = (cInd, C, C"), which passes the consistency checks, are answered with e (g‘f‘Sk - Xo, Cl), where C1
is the first element of C.

Changes in Gy, ;3 compared to Gg, y3:

— Pick X3 + Gy, in the Setup phase.

Exchange |'*/| and @ for:

— Decapsulate (CT,):
e Perform the (implicit) syntactic checks. Return L if these are not satisfied. Otherwise CT =
(cInd, C,C") for cInd € Y,;. Return L if R (kInd;, cInd) = 0.
e Return L if the consistency checks in are not satisfied for CT.
e Return e (g{“Sk - Xo, C’l), where C7 € C.

Lemma D.17. For every des € {2 and every ppt algorithm A there exists a ppt algorithm B such that
for every security parameter A it holds

Gl 2
Advyy i (A, des) — Adv "™ (A, des)| < AdvEP? () + 220 4 =
b1 D2
where qgec1 1S the number of decapsulation queries in Phase I. The running time of B is essentially the
same as the running time of A.

Proof. Experiments G, +3 and G’q ,+3 differ only in the realization of the decapsulation oracles. First, let
us consider experiment Gy, 3. Suppose that A queries the decapsulation oracle on (CT,4) with CT =
(cInd, C,C") € Ccng and i € N, and suppose that CT passes the consistency checks. Then, due to the
checks in , the elements in C' do not contain G,, components. By the definition of experiment G, 43,

the decapsulation queries are answered using normal keys. Let sk = (kInd;, K), K = gf(mSk’T’h) - R3 be
the corresponding normal secret key generated to answer the decapsulation query. Recall that the group
elements of normal keys do not contain G,, components. Hence, during the decapsulation of CT using
sk the G,, components of C and the G,, components of K disappear. Namely, it holds

K=e ((gf(msk,r,h) . R5>E 7 C) —e (<gf(msk,r,h))E 7 C) — e (917 Cl)mSk 7

where the last equation holds since CT pass the check in and due to the soundness of algorithm
In turn, by the definition of experiment Gy, 5, the decapsulation oracle on CT as above returns

K =e (g5 X5,C1) = e(g1,C1)™" - e (Xo,C1)

We deduce that the view of A and hence, its success probability in the experiments th 13 and Gy 43
can differ if and only if A queries the decapsulation oracle on (CT,:) € Ceng X N such that CT pass
the consistency checks and C; € CT contains a G, component. At the same time the challenger should
not output 0 in the Guess Phase because of an abort event (recall, that in this case the output of both
experiments is 0). Hence, we call by CipherAbort the event that a decapsulation query on (CT, ) with
property from above (Cy contains G, component) exist and the events HashAbort and FactorAbort do
not occur. By Lemma [D.6] it holds

Advg’qj“+3 (X, des) — Advﬁf}fs (A, des)| < Pr[CipherAbort]
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Algorithm 13: B against Assumption [SD2
Input : (D, Z, des).
Require: D = (GDy, g1, X1 X5,Y2Y35,93), Z € G, des € (2.

1 Setup

2 ‘ Compute (msk, pp,., b, u, v) ((G]D)N,gl,gg,des). Pick &' + Zy.

3 Phase I

4 CoveredKeyGen (kInd;) with kInd; € X,:

5 | Store (i,kInd;).

6 Open (i):

7 ‘ Pick & < Zy and return sk (pp,., msk, kInd;, Y2Y3, &).

8 Decapsulate (CT, 4):

9 ‘ As defined in the experiment using normal secret key sk, (msk, kInd;) generated

once.

10 Challenge (given cInd” from A

11 Generate (Ko, CT*) +4 SimSFChlg|(pp,,, msk, cInd*, b/, u, v, X1 X>).

12 Pick Ky «+ G, flip a coin b + {0, 1}, set K* := K, and return the challenge (K*, CT™).

13 Phase I1
14 CoveredKeyGen (kInd;) with kInd; € X,:

15 | As before.
16 Open (i):
17 ‘ Return sk +4 SimSFKeyT3|(pp,;, msk, kInd;, Y5Y3, &').

18 Decapsulate (CT),1):

19 As defined in the experiment using normal secret key sk, (rnsk7 kInd;) generated
once.

20 Guess

21 Ignore the output of A. Choose v' < {0,1}.

22 Perform the original checks of bad events and output ¢’ if one of these events occurs.

23 foreach decapsulation query on (CT,i) with CT € Ceina and R (kInd;, cInd) = 1, where CT
pass the consistency checks (let t be the corresponding hash value) do

24 if ¢t =t* (mod N) then

25 if the query is made in Phase I then output v/;

26 else

27 Look for an index [ € [wy + 1] (index w; + 1 corresponds to the element C”) such
that C; # CJ. Then, compute G; := Ci/c;.

28 if e(G1,7) # 1g, then output 1;

29 else output 0;

30 end

31 else

32 Compute Gy :=C" - C’f("'Hv).

33 if G2 # 1 then

34 if e (G2, Z) # 1g, then output 1;

35 else output 0;

36 end

37 end

38 end

39 Output /.

In order to analyze CipherAbort event, we construct an algorithm B against Experiment which
uses A as a subroutine. B simulates game Gg, +3 for A and if the event CipherAbort occurs, B breaks
Experiment which violates Assumption The main observation is that if the event CipherAbort
occurs and t # t* (mod N), then with overwhelming probability (over the random choices of @& and o
(mod p2)) we can use the elements Cy and C” in order to compute a generator of G,,. Furthermore, if
the event CipherAbort occurs and t = ¢t* (mod N), we will found an index [ such that C; and C} differ
only in the G,, components and hence, we again compute a generator of G,,. Using a generator of G,,
we can break the own challenge.
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Let des € £2 be arbitrary, but fixed. B is given des € (2 in addition to its input (D, Z) from experiment
as explained in Remark

B is a ppt algorithm with respect to A by construction. It uses different supplementary ppt algorithms
and performs besides only simple computation. Next, we analyze the view of A and the success probability
of B. B simulates A until her output (which is ignored) using supplementary algorithms. We are not
interested in the output of the experiment, but in the success probability of B related to the probability
that the event CipherAbort occurs. Hence, consider the computation of B in the Guess Phase.

At first, let us consider the computation of B in the Guess Phase independently of the event
CipherAbort. Recall from page [11| that for CT € Cerng the input of the hash function is HInput (CT) =
(cInd,e(g1,C1),-..,e(g91,Cuw,))- Let (CT, i) be an encapsulation, considered in the foreach loop. Due to
the checks in Line 22| we can assume that event HashAbort does not occur. Hence, in Line t=1t"
(mod N) implies HInput (CT) = HInput (CT*). If an encapsulation with these properties occurs in
Phase I, B aborts and outputs a guess (event Abort). But in Phase I, A gets no information about C7,
and therefore it gets no information about its G,, component gf*. In turn, s* (mod p;) is uniformly
distributed over Z,, and fixes the second element of HInput (CT*). Hence, the overall probability that
B aborts and outputs a guess in Line [25]is at most ddaec1/p,, where ggec1 is the number of decapsulation
queries in Phase I:

Pr[Abort] < gacer/p, .

Next we consider B’s computation in Line In this case a query with t = t* (mod N) is made in
the second phase and consequently it holds HInput (CT) = HInput (CT*). But in Phase II the adversary
is not allowed to query the decapsulation of CT*, that is CT # CT*. We deduce that cInd = cInd* and
the G,, components of all corresponding elements in C' and C* are equal. Together with the consistency
check from this implies that the G,, components of C” and C"* are equal, too. Furthermore, by the
consistency checks in , the group elements of CT do not contain G,, components. The group elements
of CT* do not contain G,, components by construction. Hence, there is an index ! € [w; + 1] such that
Cy # Cy, the G,, components of both elements are equal and the G,, components are not present. We
deduce that if t = ¢* (mod N) and the query is made in Phase II, B computes a generator G1 € G,
and can solve the own challenge with success probability 1.

Next, we consider the computation of B in Line In this case t # t* (mod N), which implies

HInput (CT) # HInput (CT*)

Hence, applying Corollary it holds ¢ # t* (mod p3). Let g2 be an arbitrary, but fixed generator of
Gy, - By the consistency checks in , the group elements of CT do not contain G,, components. Hence,
we can denote C7 = gf - g5*, where s € Z,,, and k1 € Z,,,. Furthermore, by the consistency checks in

it holds C" = gf'(u'tﬂ) -g5", where k' € Z,,. We deduce that B computes

1
C K =K1 (u-ttv)

G2: C{L't-i-v — Y9 €Gp2 .

Hence, if G2 # 1g (which is additionally checked in the algorithm), B again solves the own challenge
with success probability 1.

In summary, if B does not output the guess bit v’ (chosen uniformly and independently of any other
random variables), and rather outputs 0 or 1 directly, the output is correct. In particular, the probability
that B outputs 1 if Z = Z; is at least 1/2, whereas the probability that B outputs 1 if Z = Zj is at most
1/2. Hence, for every des € {2 and every ppt algorithm A4 there exists a ppt algorithm B’ = B4 (-, -, des)
such that for every security parameter A it holds

Advi?? (\) = |Pr[B' (D, Zy) = 1] — Pr[B' (D, Z,) = 1]|
= Pr[B (D, Z)) =1 —Pr[B (D, %) =1] .

For our analysis, we can even neglect the advantage of B’ in the case that the event CipherAbort does
not occur. It holds

Pr [B' (D, Zy) = 1 | CipherAbort] — Pr [B' (D, Zy) = 1 | CipherAbort] >0 ,
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since also for this conditional probability distribution it holds Pr [B' (D, Z;) =1 | CipherAbort| > 1/2
and Pr [B' (D, Zy) =1 ‘ CipherAbort| < 1/2. Hence, we continue the analysis:

Advig??> (\) =Pr[B' (D, Z,) = 1] — Pr[B' (D, Zo) = 1]
= Pr[CipherAbort] - (Pr[B' (D, Z;) = 1 | CipherAbort]
— Pr[B' (D, Zy) = 1| CipherAbort])

+ Pr [CipherAbort] - (Pr [B' (D, Z;) = 1 | CipherAbort
— Pr [B' (D, Zy) = 1| CipherAbort))

> Pr [CipherAbort] - (Pr[B’' (D, Z;) = 1 | CipherAbort]
— Pr[B' (D, Zy) = 1| CipherAbort]) .

Next, we consider the advantage of B under the condition, that the event CipherAbort occurs and
the event Abort defined above does not occur. We claim, that under these conditions B either outputs a
correct bit using G or B founds Gy € G, except for a negligible probability and solve the own challenge.
Namely, if a query with ¢ = ¢t* (mod N) is made in the second phase B will found G; and solve the own
challenge as already explained above. The second part of our claim is a bit more complex.

By construction of B, the adversary A gets information about @, v € Zj, only from the value @ -t* 49
(mod ps), which is included in the exponent of C”* in the semi-functional challenge encapsulation.
Furthermore, ¢ # t* (mod N) implies ¢ # ¢t* (mod N) as explained above. But if ¢ # ¢t* (mod pz), the
values @ - t* + ¥ (mod ps) and @ -t + © (mod py) are independent. Hence, A get no information about
@-t+0 (mod pe). But, if event CipherAbort occurs, there is an encapsulation CT such that C; = g5 - g5*
for some s € Z;, and ;1 € Zy,, . For this encapsulation CT, by the analysis from above, the corresponding

elements C” and G5 are equal to gf'(u't”) g5 and g;/ —r () pespectively. Since k1 # 0 (mod ps)

we deduce that the probability for ” — k1 - (u-t +v) =0 (mod p2) is negligible (namely !/p,) over the
random choice of 4,0 (mod ps). Hence, except for negligible probability 1/p., B computes a generator
G2 € G, and outputs a correct bit in Line

We deduce that it holds

Pr [B’ (D, Z1)=1 | CipherAbort A Abort] >1—1/p,
Pr [B’ (D, Zy) =1 | CipherAbort A Abort] < 1p, .
Now, we can continue the analysis from above

Adv?? (\) > Pr[CipherAbort] - (Pr[B' (D, Z;) = 1 | CipherAbort]
— Pr[B' (D, Zy) = 1| CipherAbort])
*)

Pr [CipherAbort] - Pr [Abort | CipherAbort] -
(Pr [B' (D, Z;) = 1| CipherAbort A Abort]
— Pr [B’ (D, Zy) =1 ’ CipherAbort A M)
Pr [CipherAbort] - (1 — Pr[Abort | CipherAbort]) - (1 — 2/p,)
Pr [CipherAbort] — 2/p, — Pr[Abort A CipherAbort]
Pr [CipherAbort] — 2/p, — ddect/p, .

AR AVARLY

Equation (%) holds since conditionally on the event Abort, B’ outputs 1 with probability 1/2 independently
of Z and hence,

Pr[B' (D, Z,) = 1| CipherAbort A Abort] — Pr[B' (D, Zy) = 1 | CipherAbort A Abort] =0 .

In the following step we used the previous estimations. Finally, in the last two inequalities we used only
simple estimations and Pr[Abort] < dacc1/p,, explained above. This proves the lemma. a

From G;l 43 to GrFinal- GFinal 1S as G; L +3, but the key K* is chosen uniformly at random independetly
of b.
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Changes in Ggipa compared to th 43
Exchange @ for

— Set K* «+ GT-

Lemma D.18. For every des € {2 and every ppt algorithm A there exists a ppt algorithm B such that
for every security parameter A it holds

! . 2
Advy ™ (A, des) — Advarie! (A, des)| < AdvEP? (\) + -

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A, that can distinguish between both games, we construct a ppt algorithm
B which breaks Assumption with the same advantage. Algorithm B is essentially the same as in
the original reduction of Attrapadung (see Lemma 35 in [3]). We additionally have to show how to
answer the decapsulation queries. B against gets an input that includes g* Xy and implicitly sets
msk := a. Furthermore, A gets no information about X». Hence, we can use ¢g{ X2 in order to answer the
decapsulation queries as defined in both games. Let des € {2 be arbitrary but fixed. B is given des € {2
in addition to its input (D, Z) from experiment as explained in Remark

B is a ppt algorithm with respect to A by construction. In particular, random elements from G,, can
be chosen using generator g3 € G,,, and all exponents can be computed explicitly. Next, we analyze the
view of A and the success probability of 5.

By construction of B it holds Y = e (g1, g1)”. Hence, the master secret key msk is implicitly set to «,
which is properly distributed by the definition of Experiment [SD3] The public parameters are correctly
generated by construction. The semi-functional generator of G, is set to go. Also this generator is
properly distributed by the definition of Experiment [SD3| Furthermore, the semi-functional elements fL,
@ and ¥ will be implicitly set to b’ (mod ps), u (mod ps), and v (mod py) respectively. These elements
are properly distributed by construction. In particular, these values are independent of the corresponding
values modulo p; by the Chinese Remainder Theorem. Furthermore, we recall that by the definition of
Experiment there exist 2, y2 € Zy, such that Xy = g5? and Ya = g5

Now, consider keys generated in Phase I. By construction of B it holds:

k(1,0,0) k(0,7h k(a%,0,0
K = (g5 X2)™ )-91( )'92(’ ). Ry
k(msk,0,0)+k(0,r,h’ k(z2,0,0)+k(4&’,0,0
=0 ( )'92 wz (4 )'RB
k 5,0,
_ gf(msk,r,h) g (I2+04J 0 0) ‘R .

This is a correctly generated semi-functional key of Type 3. The normal components are properly dis-
tributed due to the choice of r and R3. The semi-functional component & is set to &; = @2 —&-d; (mod po),
which is correctly distributed due to the choice of (34;-. In Phase II the keys are generated in the same
way but with & = 29 + &' for all keys, which is properly distributed due to the choice of & (mod ps). It
is important to notice that the values &; and & are independent of the value z».

Next, consider the challenge encapsulation. By construction of B it holds:

"= (giva) ) O = (give)"
s-c(1,s",h’ ya-c(1,8" R S(ut* (ut*+
e S S =gy ) gy (et
.5 ,,h Y2+ ’f,{ « s ook s Y2
:gf(s 5-8 ) . gg(yz Y2-8 )7 _ (Ult . Vl) A (gg, t +'U)

We claim that CT* is a properly distributed semi-functional encapsulation except for negligible proba-
bility. The random values s and s of the normal components are set to s (mod p1) and s- s’ respectively.
The value s is properly distributed due to the choice of s (mod p;). Vector s is properly distributed due
to the choice of 8/ (mod p;) as long as s # 0 (mod p2). The opposite happens with negligible probability
1/p,. The random values of the semi-functional components are set to § = yo and § = ys - 8’. The value §
is properly distributed due to the choice of yo (mod ps). The value § is properly distributed due to the
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Algorithm 14: B against Assumption [SD3

Input : (D, Z,des).
Require: D = (GDw, g1, 97 X2,9°Y2,92,93), Z € Gr, des € (2.
1 Setup

2 Set k := (des, N) and compute n := Param (k). Set Y := e (g1, g7 X2).
3 Pick h' < Z%; and u,v + Zy. Compute g{‘/, Uy := g7 and V7 :=g7.
4 Choose a hash function H < H,.

5 Define pp,, := (des,GDN,gl,g{‘/,U1,V1,g3,Y,H). Set j7:=0

6 Simulate .4 on input pp,.

7 Phase I

8 CoveredKeyGen (kInd;) with kInd; € X:

9 | Store (i, kInd;).
10 Open (i):
11 Set j:=7+1
12 Compute (k,m2) := Encl (kInd). Let m; := |Kk|.
13 Pick &) < Zn, r + Z?, Rs + G}3' and compute

K = (gf Xo) (00 O] ME00)

14 Return sk; = (kInd;, K)
15 Decapsulate (CT, 7):
16 ‘ if all restrictions are satisfied and CT pass the consistency checks then return K = e (g7 X2, C1);
17 Challenge (given cInd* from .A)
18 Compute (¢, ws2) := Enc2 (k,cInd®). Let |¢| = ws.

19 Pick s’ «+ Zy' and compute

C* — (gny)c(l,s',h')
20 Compute the hash value ¢* = HInput (cInd*, C*, ) and
C//* — (gny)u<t*+v

21 Return K* := Z and CT* := (cInd*, C*,C""*)

22 Phase II

23 ‘ As Phase I, but use &' < Zy instead of & for all keys.
24 Guess

25 ‘ As defined in the experiment.

choice of &, since y3 # 0 (mod ps). Hence, CT* is a semi-functional encapsulation of key K =Y* = 73
except for negligible probability 1/ps.

If Z = Zj the key K is chosen uniformly and independently at random from G as required in Ggipal-
The simulation of CT* is properly distributed except for negligible probability 1/p,.

The decapsulation queries are answered as defined in the experiment using Xs, properly distributed
by the definition of Experiment In particular, all generated keys are independent of Xs.

In summary, for every des € {2 and every A there exists a ppt algorithm B’ = B4 (-, -, des) such that
for every security parameter A it holds

Advi?* (\) = |Pr[B' (D, Zy) = 1] — Pr[B' (D, Z;) = 1]|
1 1 2
> ‘2 + Advi"pet (X, des) — (2 + Advy i ()\,des))‘ ~ o
: , 5

2
= [Advfirge (1 des) - Adv” (. des) [ -
) ? 2

The second equation holds since B almost perfectly simulates Grinal and Gg, 43 if Z = Zp and Z = 73
respectively. Furthermore, B outputs 1 if and only if A wins the corresponding experiment. This proves
the lemma. O
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Grinal and the final analysis. In this last game the adversary gets no information about the challenge
bit and hence, its advantage is equal to zero.

Lemma D.19. For every ppt algorithm A and every des € (2 there exists a ppt algorithm Bs such that
for every security parameter A it holds

AdviiTipe! (A, des) =0 .
Summing up all factors from Lemma [D.7] to Lemma we get

Adv-aP-KEM{{ G (A, des) = Advi™g (A, des) — Advij™ (A, des)
FAAV (A, des) — Advy@ (A, des)
...
+Advy “1“ (A, des) — AdvyiTip (X, des)
+AdvGFmal (A, des)
< Advils, (A des) + Advgt (V) + AdvE)? (V)
+(2q1 +4) - AdvE? (A) + Advp'g, (A, des)

+q1 - Advg}\éé{ ()\’ des) + qdecl/p1 + 4/p2 .

This finally proves Theorem [£.1]

E Verifiability for Regular Pair Encoding Schemes

In this section we prove that regular pair encoding schemes are verifiable. We first present the formal
definition of the regular pair encoding schemes from [2].

In this section we denote the encapsulation variable X by X, . Furthermore, we denote the coefficients
of polynomials k. € k in the key encodings (k, m2) =[Encll(x, kInd), m; = |k| as follows

vTG[ml} : kT =ar - Xa + Z Qrg* Xr.; + Z (a‘r,i,j . th . Xn)

i€[mo] j€n]

The coefficients of polynomials ¢, € ¢ in the ciphertext encodings (e, ws) =[Enc2l(x, cInd), w; = || are
denoted by

b= B b Kot B b Ko, )

ie[w2]o

Definition E.1. A pair encoding scheme P = (Param, Encl, Enc2, Pair) for domain-transferable pred-
icate family Ro x is called regular if the following properties hold for every predicate index k =
(des, N) € 2 x X, every kiInd € X, and cInd € Y, which satisfy R, (kInd,cInd) = 1. Suppose
((c1y .-y Cwy ), w2) = Enc2 (k,cInd) and ((k1,...,km,),me2) = Encl (k,kInd).

1. (Normality) There is an integer 7 € [w1] such that it holds
Cyr = XS .

W.l.o.g. we assume that 7 = 1.
2. Let E € [Pair (k,kInd, cInd)] be arbitrary. Then, for every T € [m1] and every 7" € [w1] it holds

3i€[m2]3j€[n]Hi/e[wg]oﬂjle[n] : (am"j 7& 0OA b‘r’,i’,j’ 7é O) zmplles Cr .l = 0.
3. For every i € [mg] such that there is no 7 € [mq] with k+ = X, it holds

VTG[ml]ij[n] CQrg = 0.
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4. For every i € [we] such that there is no 7 € [w1] with ¢z = X, it holds
VrefuiVien) : brij =0

Before proving Theorem [£.2] we present the following lemma, which leads to simple verification algo-
rithms for the most known pair encoding schemes.

Lemma E.1. Suppose R 5 is a domain-transferable predicate family, P is a pair encoding scheme
for Rg s, and G is an appropriate group generator. If for every k € {2 x X, every clnd € Y, with
(c,w2) = Encl (cInd), wy = |¢|, and every i € [we]o there exists an index 7; € [w1] such that ¢;, = Xs,,
then P is verifiable with respect to G according to Definition[3.3

Proof. Let Rg, 5 be an arbitrary but fixed domain-transferable predicate family and P be an arbitrary
but fixed pair encoding scheme for R 5, which satisfies the property from the lemma. P is a normal
encoding by definition, since among others, there exists 79 € [w1] such that ¢, = X;,. In order to prove
the verifiability property of P, we construct an appropriate verification algorithm Vrfy for P. We assume
w.l.o.g. that ciphertext encodings of P do not contain any polynomials multiple times, since these are
redundant. Otherwise the corresponding group element in C' must be checked for equality.

By Definition Vrfy is given (des,GDN,gl, g{b,kInd,cInd,E,C) as input. The elements are as
follows: A is a security parameter, des € {2, GD € [g (IA)} and GDy is the corresponding restricted
group description, £ = (des,N) € 2 x X, g1 € G,,, g € Gy, , where n = Param (x), kInd € X,; and
cInd € Y,, with R, (kInd, cInd) = 1, E € [Pair (s, kInd, cInd)], C € G**, where (¢, ws) = Encl (k, cInd),
wy = |c|.

We make use of the observation from Remark and construct an algorithm Vrfy which checks if
there exist sop € Z;, and s € Z;? such that the G;,, components of C' are equal to gf(so’s’h). By the
definition of pair encoding schemes, for every 7 € [w;] the polynomial ¢, € ¢ has the form

= Y b X+ D (brig Xn, X)) | € Zyv Koy, Xa, X] (6)

i€wa], J€[n]
Due to the property of P from the lemma we can assume w.l.o.g. that ¢; = X;,,c0 = Xg,,.. ., Cupt1 =
Xs., Hence, the G,, components of the corresponding elements C1,...,Cy,+1 € C particularly de-
termine elements sy and s = ($1,...,Sy,,) modulo p;. Namely, for every i € [ws]o there exists unique
s; € Zp, such that the G,, component of C;y; is equal to ¢g7° = gfi“(sg’s’h). Correctness of remaining

elements C; € C for wy + 1 < 7 < w; can be checked as follows:

e(C‘Hgl) ; H e Ci+1,gl{7'i. H (gilj)b"ﬂ'vj ' (7)

i€fwz], j€ln]

The checks are constructed directly from (6). We deduce that for every 7 € [w1] \ [wz + 1] the check of

C. is satisfied if and only if the G,, components of C; is equal to ng(SO’s’h), since

IT e cerar T (a)

i€[wa], J€[n]
i€wz],
— e (gl’gl)Zie[w2]o(bT,i'5i+EjE[n](bm,j'Si'hj))
~(s0,8,h
= e(91791)c (s0,,h)

Hence, Vrfy performs the checks in (7)) for every 7 € [w1]\ [w2 + 1] and outputs 1, if and only if these
checks are satisfied. The lemma follows by Remark 0
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The algorithms constructed directly from the proof of Lemma can be optimized for concrete
schemes in different ways. The proof shows only the main idea. On the one hand, one should look for
reducing the number of pairing computations in using usual techniques. Note furthermore, that for
the concrete schemes the number of coefficients unequal zero is small. On the other hand, the constructed
algorithm does not use kInd and F given as input. In several predicate encryption schemes (e.g. attribute-
based schemes) only few elements form C may be relevant for the decapsulation, that is some columns
of E € Z* ™" contain only zeros. In this case, the verification algorithm does not have to check the
corresponding elements from C € G™* in order to ensure the soundness property. This results in more
efficient verification algorithms. Formally, we have to perform the check in [7]for k € [wi]\ [w2 + 1] if and
only if the column k in E is unequal 0. This still ensures the soundness property, since the values in C

which are not checked do not affect the result of e (gf(a’r’h)'E, C).

Now we extend this result to regular pair encoding schemes.

Proof. (Proof of Theorem Let R, x be an arbitrary but fixed domain-transferable predicate family
and P be an arbitrary regular pair encoding scheme for R, 5. P is a normal encoding by definition, due
to the first property of regular pair encoding schemes. In order to prove the verifiability property of P,
we construct an appropriate verification algorithm Vrfy for P.

By Definition Vrfy is given (des,GDN,gl, g?,kInd,cInd,E,C) as input. The elements are as
follows: A is a security parameter, des € 2, GD € [Q (1>‘)} and GDy is the corresponding restricted
group description, £ = (des,N) € 2 x X, g1 € G,,, g € Gy, where n = Param (x), kInd € X,; and
cInd € Y, with R,; (kInd, cInd) = 1, E € [Pair (s, kInd, cInd)], C € G**, where (¢, ws) = Encl (x, cInd),
wyp = ‘C|

We make use of the observation from Remark and construct an algorithm Vrfy which checks if

there exist sg € Zp, and s € Z;? such that the G,, components of C are equal to gf(so’s’h).

Let I C [ws]o be an index set such that ¢ € I if and only if there exists 7 € [wy] with ¢; = X,,.
Furthermore, define I’ := [ws], \ I. The case I = [wy], is covered by Lemma Hence, we only
consider the case I C [ws],. Note that ¢; = X, by the first property of regular encodings and hence,
0 €I. Let | := |I| — 1. Assume w.lo.g. that I = [l], which implies I’ = {{ +1,..., w2 }. Furthermore,
assume w.l.o.g. that for every i« € I it holds ¢;; = X,,. Hence, the G,, components of the elements

C1,...,Ci41 € C particularly determine elements sg, s1,...,s; (mod p;). Namely, for every i € I there

exists unique s; € Z,, such that the G,, component of C;;; is equal to g7' = gfi“(so’s’h), where only

the first [ elements of s = (s1,...,8;,,...,_) are relevant.

We have to check if there exist s;y1,..., 8y, € Zp, such that the G,, components of remaining group
elements Cj1a,...,C\, € C are consistent with all values s, ..., Sy,-

Due to the fourth property of regular pair encodings, it holds for every 7 € [w1]:

Cr = Z (b'r,i XSI) + Z Z (bq—’i’j . thXSi)

i€[wz], i€l je[n]

We slightly reorder the summands with respect to I and I’ and get the following form:

er =) (bri X))+ > | bri - Xa + D (briij - Xn,Xa,) | - (8)

iel’ i€l Jj€[n]

For those 7 € [w1]\ [l + 1], where the first summand in (8] of polynomial ¢,, is equal zero, we can perform
the check for C; similar to the checks in in the proof of Lemma

¢(Cr,g1) = e Cirt,9™" 11 (g?j)bmj . (9)

el J€[n]
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The checks are satisfied if and only if the G,, components of C, for every 7 as above are equal to

gf’(so’s’h), where only the first | elements of s = (s1,...,s;,,...,_) are relevant. Namely, it holds

[Te (ot T (s2)

i€l j€[n]

b (br,i,5-hj)
si . cn)(Or,i,5° Ry
I1e <91 g )
icl

—e (917gl)ZiEI(bT,i'5i+Z_fe[n1(bﬂi,f'si‘hj))
Vrfy outputs 0, if one of these checks is not satisfied.

Let us assume w.l.o.g that ¢t elements from C, namely Cjy1,...,Cj1¢y1, can be checked using this kind
of checks. It remains to check the elements Cyi¢49,...,Cy, € C. By construction, for all 7 € [w1]\ [[+t+1]
the first summand of ¢, in is unequal zero. We first eliminate from every C, group elements which
corresponds to the correctly evaluated second summand from . Namely, Vrfy computes for every
Tew]\[[+t+1]:

-1

Y, =e(Cr,g1) - He C’thi)” . H (gi”)bm’j . (10)

el j€[n]

Hence, it holds
Y.=e (Ck g1 Ei“(b**"'s"+zf€['ﬂ("”‘j's’"h"))791)

Note that all Y;’s are element of the order p; subgroup of Gt and e (g1, g1) is a generator of this subgroup.
Hence, for every 7 € [wy] \ [l + ¢ + 1] there exists unique y, € Z,, such that Y; =e(g1,91)"".

Next, we have to check if there exist s;41,...,Sw, € Zp, such that for every 7 € [wy] \ [[ +¢t+ 1] it
holds

YT =e (gla gl)ZiEI’(br,i-si)

)

or rather

yr =Y (bri-si) (mod py) . (11)
iel’
This can be verified as follows.
Let us consider more abstractly. Recall that I’ = {{ 4+ 1,...,w2}. Let ¢ :=wy — (I + ¢+ 1) and
0 := wg — . These are the number of group elements Y, € Gt which have to be checked and the size of
I’ respectively. Let M = (miJ)iE[g],jE[g] € Z?VXQ be the matrix of coefficients b, ; corresponding to .
Hence, we have to check if there exist s € Z2 such that

y:M'S (mOdpl)a

where y = (yT)re[wl]\[HtH] € Zj, and s = (s;);c;, € Zg, are vectors of the corresponding elements y,
and s;.

Using the Gaussian elimination algorithm (over Zy) on M, Vrfy derives an invertible matrix T' € Z5°
such that T'- M is in reduced row echelon form. Under the assumption, that the factorization of NV is a
difficult task, we can ignore the case that a zero divisor is hit during the computation of the algorithm.
Furthermore, since T is invertible over Zy, it will be also invertible over Z,, and it holds

ez M -s=y (mod py)
< Jeezg, :T-M-s=T-y (modp)

)T-M-s )T<y

< Jeeze, te(91,01 =e(91,0
Vrfy checks the last of this statements. It computes all elements of

T=e (gl,gl)T'y € G} (12)
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using T and {Yz = e (91, 91)" }r o, p\ 14441

We claim that there exist s € Z¢ such that e (gl,gl)T‘M 8

=e (g1, gl)T'y if and only if for every zero
row TtinT-M € Z?VXQ it holds ©,; = 1g,. This is true since T'- M is in reduced row echelon form. If
this is not the case, Vrfy outputs 0. Otherwise, Vrfy outputs 1.

In summary, we deduce that Vrfy outputs 1 if and only if there exist sy € Z,,, and s € Z3? such that
the G,, components of C' are equal to gf(s’s’h). Hence, according to Remark P is a verifiable pair
encoding scheme. O

We note, that the Vrfy algorithm from the proof might seam to be quite complex. Indeed, the most
known predicate based schemes are covered by much simpler algorithm from the proof of Lemma
Furthermore, also this more involved algorithm has to check only those elements in C, which are relevant
with respect to the reconstruction matrix E. That is, the checks in @D have to be performed only for
the relevant elements in C' as well as the elements Y, have to be computed in and have to be
checked as described after only for the relevant elements in C'. Finally, matrix M is fixed by cInd.
For example, in the case of ciphertext-policy attribute-based encryption, where cInd is a monotone span
program (MSP), M will be the matrix of the MSP.

F Simplified Construction

Our CCA-secure framework presented in Subsection [3.3] possess significant computational overhead due
to the computation of the hash value. Namely, for every group element in the original encapsulation
a pairing computation has to be performed (cf. ) We can avoid this computational overhead when
hashing the complete encapsulation as mentioned at the end of Subsection In this section we will
consider this construction.

Indeed it is not difficult to see that it is sufficient to hash the original encapsulation. We already
presented the security proof for our construction in Appendix [D] mostly independent of the concrete
realization of the function HInput. This function defines which parts of the ciphertext are hashed (cf.
). Hence, in this section we do not present the complete formal proof, but indicate those parts of our
original proof, which depend on the definition of HInput.

The function HInput for our alternative construction is defined as follows:

HInput (CT) :=cInd, C4,...,Cy, .

instead of HInput (CT) := cInd, e (g1,C4),...,e (g1, Cu, ) defined in (2). That is, the hash value for the
encapsulation CT = (cInd, C = (C4,...,C,,),C") is computed by

t:=H(cInd, Cy,...,Cy,) , (13)

both in the encapsulation and in the decapsulation algorithms. Note, that ¢ is independent of the
last group element C”" and hence, the encapsulation algorithm is well defined. Furthermore, the semi-
functional encapsulation algorithm [SFEncapsis already defined independently of the concrete realization
of HInput.

Due to the modification of HInput the domain of computation for the family of collision resistant
hash functions has to be changed. Namely, in the Definition [B.I] the hash family must be as follows

<Mdes,
{H,\,GDN,deS,s : Yges, v X (G)="N ZN}

This completes the description of the structural modifications of our framework.

Next, let us consider those parts of our security proof, which require modifications due to the new
definition of HInput. Note that Lemma is formalized and proved independently of the definition of
HInput. The statement of the Lemma is also independent of HInput, since the proof of this lemma
only requires that HInput is deterministic. Lemma [D.4] holds, since Algorithm [3]is defined independently
of the concrete realization of HInput. Lemma [D.7] and Corollary [D-1] hold, since the event HashAbort is
defined independently of the concrete realization of HInput.

Lemma Lemma Lemma and Lemma hold since Algorithm Algorithm
Algorithm [TT and Algorithm [I4] are defined independently of concrete realization of HInput, respectively.
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All other lemmas of the original proof do not depend on HInput except for the indistinguishability proof
for the experiments Gg, 3 and th 13- The proof for this step requires relatively simple modifications,
which will be considered next.

We claim, that the first part of the proof for Lemma still holds, that is

Advii™™ (A, des) — Advyy "y (A, des)| < Pr [CipherAbort]

The analysis of event CipherAbort is almost the same. Only the element Gy in Line[27]of the Algorithm [13]
is computed as
G = C///C”* .

In this case a query with ¢ = ¢* (mod N) is made in the second phase and consequently it holds
HInput (CT) = HInput (CT*). But in Phase II the adversary is not allowed to query the decapsulation of
CT*, that is CT # CT*. We deduce that cInd = cInd* and C = C* due to the new definition of HInput.
Together with the consistency check from this implies that the G,, components of C"" and C"* are
equal, too. Furthermore, by the consistency checks in , the group elements of CT do not contain G,
components. The group elements of CT* do not contain G,, components by construction. Hence, C”" and
C"™* must differ in the G,, components and G; is a generator of G,,. We deduce that if ¢ = t* (mod N)
and the query is made in Phase II, B computes a generator GG; € G, and can solve the own challenge
with success probability 1, which is similar to the original proof.
All other parts of the corresponding proof still holds independently of the definition of HInput.

G Further Proofs

In this section we present proofs of different lemmas and theorems from the work.

G.1 Correctness of the Framework

In this subsection we will first show that the algorithms of our framework from Subsection [3.3] especially
the key generation algorithm and the encapsulation algorithm, are ppt algorithms with respect to the
security parameter. Then, we present the correctness proof for our construction.

The computability of the algorithm can be easily checked except for the evaluation of the polynomials
in the exponent of group elements. Hence, for the sake of completeness we explicitly show how to compute
these elements.

Lemma G.1. (Key computability) For every security parameter \, every composite order group de-
scription GD = (p1,p2,p3,(9,G),Gr,e : GXx G — Gr) € [g (1>‘)] and every des € {2 one can efficiently
compute

gf(aﬂ‘vh) c Gml

b

given GDy, g1 € Gy, gt € Gy, @ € Zn, and 7 € Z%?. Here, N = pipaps, GDy is the restricted

description of GD, k = (des, N), n = Param (k), kInd € X, is arbitrary, (k,ms2) = Encl (k,kInd), and

Proof. Due to the restrictions on polynomials, for every 7 € [m;] the polynomials in k are of the
form k&, = a, - X, + Zie[mg] (amv X+ Zje[n] arij - Xn, 'Xr,;)~ Hence, given the coefficient of the
polynomials (given by Encl (k, kInd)), we can compute for every 7:

kr(o,mh) _  onar 2 i€[mag] GTi T B\ 2oicimg] G7.isd Ti
91 =(91)" 5 ) H 9"
Jj€ln]

This proves the lemma. a

The following lemma and the proof are analogous for the encapsulation algorithm.
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Lemma G.2. (Ciphertext computability) For every security parameter X\, every group description GD =
(p1,p2,03,(9,G) ,Gr,e : Gx G — G7) € [g (1’\)] and every des € {2 one can efficiently compute

gf(SO ,S,h) c G;L)Ull

)

given GDy, g1 € Gy, g{l € Gy, so € Zn, and s € Zy\?. Here, N = pipaps, GDy is the restricted
description of GD, k = (des, N), n = Param (x), cInd € Y,; is arbitrary, (¢, w2) = Enc2 (k,cInd), and

wy = |c].

Proof. Due to the restrictions on polynomials, for every 7 € [w;] the polynomials in ¢ are of the form
Cr = Zie[wz]o (bmv - X, + Zje[n] brij - Xp, ~Xsi>. Hence, given the coefficient of the polynomials we
can compute:

.5, ’ b i i*Si
cr(so0,8,h) _ X itwgly Ori-Si h; Er€[w2]o g
91 =9 ’ ) H 9’

J€ln]
This proves the lemma. a
Next we present the correctness proof for our framework.

Proof. (Correctness of P-KEM 11 from Subsectz'o The elements from gf(mSk’r’h) can be efficiently

computed from g%, msk, and r due to Lemma Analogously, the elements from gf(s’s’h) can be

computed due to Lemma Since K € G™, the element K¥ in the decapsulation algorithm can be
computed efficiently as described in Subsection [2.3

Let A, des € 2, and (msk, (des,(GID)N,gl,g?,Ul,Vl,gg,Y,H)) € [Setup (1’\,des)} be arbitrary but
fixed and let N = (des, N). Furthermore, let kInd € X, and cInd € Y, be arbitrary but fixed such
that Ry (kInd,cInd) = 1. In turn, let (kInd, K) € [KeyGen (msk,kInd)] and (K, (cInd,C,C")) €
[Encaps (cInd)] be arbitrary. Suppose K = Y* for some s € Zy. Then, by construction, there exist
r €LY, s € 3, and Rz € G such that K = gf(mSk”"*h) R, and C = gf(svs’h), where h (mod p;)
is defined by g% € pp,.. Furthermore, by construction C” = (Uf - V})®, where t is the hash value for the
encapsulation as defined in the algorithm [Encaps By the normality of pair encoding C; = gj5.

The decapsulation algorithm [Decaps| computes E < Pair (k, kInd, cInd). The checks in are satis-
fied since the elements in C and C” do not contain G,, components. The check in is satisfied due
to the form of C; and C”. The check in is satisfied since Vrfy outputs 1 due to its completeness
property.

After the checks the decapsulation algorithm outputs

E
(65,0) e ( (i ) )

k(msk,r,h)-E- h k-
= ¢ (g1, 1) TRIE SR — 6 (g, )" = K
where the third equation holds due to the correctness of the pair encoding scheme. Hence, the predicate
based key encapsulation mechanism II is correct by definition. O

G.2 Hardness of Factorization under Subgroup Decision Assumptions

Proof. (Proof of Lemma We prove that the following Alg. [15|satisfies the required properties.
Algorithm 15: B against Assumption [SD2| given a nontrivial factor of N

Input :(D,Z,F)

Require: D = (GDy, g1, X1X2,Y2Y3,93), Z€EG, FEN,1<F <N, and F | N.

Set a := min (F, %) and b := max (F, %),

if (Y2Y3)" = 1g then
if e(Z%, X1 X5) = 1g, then output 0;

-

else output 1;
if (X1X,)" = 1¢ then
if e(Z%,Y2Y3) = 1g, then output 0;
else output 1;
if Z% = 1g then output 0;
else output 1;

© 0w N O A WN
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B is a ppt algorithm with respect to A by construction. Next, we analyze the success probability of
the algorithm. Let g1, G2, g3 be arbitrary but fixed generators of G,,, G,, and G,, respectively. By the
definition of Experiment We have X; = 97", Xo = §5°, Y2 = §5°, Y3 = g3°, and Z = g7" - §5° - G5°-
Thereby x1 and 21 are uniformly distributed in Z; , 2 and y» are uniformly distributed in Zy , y3 and
z3 are uniformly distributed in Zj_ . Furthermore, 22 = 0 if Z = Zj, whereas z; is uniformly distributed
inZy it Z=2.

Given a non-trivial factor F' of N we have three possible cases:

1) a=pi ANb=paps, 2)a=p2ANb=pip3s, 3)a=p3sAb=pips .

The condition (Yng)b = 1g from Line [2|is satisfied if and only if b = pops. In this case a = p; and
the G,, component of Z disappears in Z*. Hence, Z = Zy € Gy,p, if and only if e (Z%, X1 Xs) = 1g,.
Analogously, the condition (Xng)b = 1g from Lineis satisfied if and only if b = pyps. In this case a = p3
and the G,, component of Z disappears in Z%. Hence, Z = Zy € G,,,, if and only if e (Z%,Y52Y3) = 1.
Due to the observations from above, Line is executed if and only if b = p;ps3. In this case the G,, and
the G,, components of Z disappears in Z°. Hence, Z = Zy € G, , if and only if Zb = 1g.

In summary, under the assumption from above, B outputs 1 if and only if Z = Z;. Hence, it holds
Pr(B(D,Z,F) =1] = land Pr[B(D, Zy, F') = 1] = 0.Consequently,

IPr[B(D, Zo, F) = 1] — Pr[B(D, 2y, F) = 1]| = 1

This proves the lemma. a
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