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For any set of priorities for a message, we de�ne a natural quan-tity alled the girth of the priorities. We develop systems for imple-menting any given set of priorities suh that the total length of theenoding pakets is equal to the girth. On the other hand, we givean information-theoreti lower bound that shows that for any set ofpriorities the total length of the enoding pakets must be at least thegirth. Thus, the system we introdue is optimal in terms of the totalenoding length.This work has immediate appliations to multi-media and highspeed networks appliations, espeially in those with bursty souresand multiple reeivers with heterogeneous apabilities. Implementa-tions of the system show promise of being pratial.1 IntrodutionIn many multi-media appliations, long messages are to be transmitted inreal-time aross multiple network links. A message is not sent as one unit,but broken into pakets that are sent through the medium. Bit orruptionmay our in pakets due to transmission, but these an be handled on alink-by-link basis using error orreting tehniques. Thus, we an assumethat pakets are indivisible units that arrive intat if they arrive at all. Onethe pakets are sent, some of the pakets may arrive promptly, but arbitrarysubsets of pakets may be lost or delayed beyond the point of usefulnessdue to global onditions in the network suh as ongestion, bu�er overowsand other auses. We hereafter all media with this property lossy media.At some point in time, the reeiver annot wait for pakets any longer andmust reover as muh of the original message as possible >from the paketsreeived.It seems highly plausible that paket loss as desribed will be an or-dinary phenomena for reasonably pried networks that onnet millions ofusers spread around the world simultaneously running a multitude of highbandwidth real-time appliations. Furthermore, paket losses will not bespread uniformly over the network, but may vary between di�erent sitesand may utuate over time. Thus, it ould be argued that, analogousto noise being the nemesis of analog ommuniation, and error being thenemesis of digital ommuniation, loss will be the nemesis of paket-basedwide-area real-time ommuniation.This paper proposes a general and exible method to ope with paket2



loss, whih we all Priority Enoding Transmission (PET). The user parti-tions the message into segments and assigns eah segment a priority value.Based on their priority values, the segments are enoded into a set of pak-ets. The priority value of a segment spei�es the fration of pakets suÆientto deode it. The system guarantees that a segment an be deoded >fromany subset of pakets as long as the fration of pakets in the subset is atleast equal to the segment priority value.In the networking ommunity enoding systems whih allow reoveryof the message from only a subset of pakets of the enoding have beenproposed, for example a system based on Reed-Solomon-odes was suggestedby [16, MAuley℄ and empirially evaluated by [8, Biersak℄. A similarenoding system has been proposed by [16, Rabin℄. He uses essentially thesame oding tehniques that are used in this paper. However, these systemsallow only one priority level for the entire message.[17, Shaham℄ also suggests methods for sending prioritized messagesover networks. The basi idea is to partition the message into di�erentpriority levels and then use a di�erent hannel to send eah level. Then, eahreeiver attahes to as many of these hannels as possible, in order of theirpriority, up to the hannel apaity between the sender and that partiularreeiver. However, this method requires omputation of hannel apaitiesfrom the sender to eah reeiver, whih may be impratial for large networkswith apaities that vary quikly beause of ongestion. Furthermore, thiswork does not handle paket losses.Setion 2 desribes potential appliations of the PET system to trans-mit multiast video images over heterogeneous lossy networks. Setion 3gives the formal requirements of both deterministi and probabilisti PETsystems. A PET system is desribed in Setion 4. We also review erasure-resilient odes in this setion, as these are one of the main building bloksof our onstrutions. Setion 5 gives an information-theoreti lower boundproof on the total length of the enoding pakets produed by a PET sys-tem. Setion 6 desribes a (weak) lower bound on the paket length for anyPET system.Little e�ort is made to make the systems eÆient. [9, Bl�omer et al.℄desribes an eÆient implementation of the main building blok of any PETsystem. A preliminary version of this paper appeared in [1℄.
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2 Video MultiastingInformation from the sender must be reeived by all users partiipating in themultiast session. Present appliations use protools that retransmit missinginformation when ommuniating with multiple reeivers. Consequently, theinformation rate is determined by the worst ase reeiver. Thus, there arediÆulties when these protools operate using lossy networks.Priority Enoding Transmission is espeially suited to implementing mul-tiast protools on lossy networks. For example, onsider a straightforwardvideo onferening multiast protool using either JPEG or MPEG. It turnsout that the quality of the displayed video degrades rapidly for both JPEGand MPEG as a funtion of the number of pakets lost in transmission, andthis degradation is muh more dramati for MPEG than the less highly om-pressed JPEG. Both JPEG and MPEG apply a disrete osine transform tothe video image to produe what is hereafter alled a message [21, Wallae℄,[14, Le Gall℄. Besides allowing a highly ompressed representation of theimage, this message has a nie property. Consider ordering the informationin the message so that the lowest frequeny oeÆients ome �rst followedby suessively higher frequeny oeÆients. The nie property is that thequality of the image that an be reonstruted from a pre�x of this orderedmessage improves graefully as a funtion of the length of the pre�x. Thus,the information at the beginning of the message is more important than thatat the end. A PET system an be used to protet the di�erent parts of themessage from losses aording to their importane.A simpler way to protet MPEG using a PET system is by prioritizingover the di�erent types of frames used in MPEG. An MPEG stream onsistsof a sequene of so-alled I-,P-, and B-frames. Eah I-frame an be displayedindependently of the other frames. A P-frame needs information of the pre-vious I-frame to be displayed orretly. Eah B-frame refers to the previousand the following I- or P-frame. This de�nes a natural priority order forthe di�erent types of frames, I-frames are the most important frames, thenome the P-frames. The B-frames are the least important frames. A PETsystem an be used to protet I-frames more against losses than P-frames,whih in turn are proteted more than B-frames. This approah has beentaken in [13℄. The results are promising.
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3 Requirements of a PET systemWe assume throughout this paper that there is a basi word size w whihis long enough to implement all of the enoding shemes we desribe. Forall the shemes, w � log(e), where e is the total number of words in theenoding, is more than suÆient. In pratie, a normal omputer word oflength 32 is more than enough to support all reasonable length enodings,i.e., enodings of up to over four billion words. In the sequel, all informationis impliitly spei�ed in units of words of length w unless otherwise stated.3.1 Deterministi PET systemsIn this system the enoding and deoding is done deterministially. A guar-antee is given that one a ertain fration of the enoding is reeived thedeoding of ertain piees of the message is always suessful.De�nition 3.1 (PET system) A PET system with message length m,paket size `, n pakets, and enoding length e = n` onsists of the fol-lowing:(i) An enoding funtion E that maps a message M of length m ontoan enoding E(M) of total length e onsisting of n pakets of ` wordseah, i.e. e = n`.(ii) A deoding funtion D that maps sets of at most n pakets onto mwords.(iii) A priority funtion � that maps f1; : : : ;mg to the interval (0; 1℄.The guarantee of the system is that, for all messages of length m and forall i 2 f1; : : : ;mg; D is able to deode the ith message word from any �ifration of the n enoding pakets.Convention: Throughout this paper we assume that eah paket has aunique identi�er written in its header. The number of bits neessary torepresent this identi�er is not onsidered as part of the paket size.5



This onvention is justi�ed beause pakets usually ontain suh an iden-ti�er in the header information anyway, and in any ase the identi�er istypially very small ompared to the rest of the paket. The identi�er isused in the deoding proess to identify whih portions of the enoding havebeen reeived.Throughout this paper we assume without loss of generality that thepriority funtion is monotonially inreasing, i.e., �1 � �2 � � � � � �m.Thus, �i an also be thought of as the fration of enoding pakets neededto reover the �rst i words of the message.In our implementations of PET systems ([2℄, [13℄) the user spei�es themessage length m, the paket length `; and the priority funtion �, andthe system omputes the number of enoding pakets n and implements theenoding and deoding proedures that ahieve the guarantees as spei�edin De�nition 3.1.An important measure of a priority funtion is the following.De�nition 3.2 (Girth of a priority funtion/PET system) Let � bea funtion mapping f1; : : : ;mg to the interval (0; 1℄. The girth of � isgirth� = Xi2f1;:::;mg 1=�i:The girth of a PET system is the girth of its priority funtion.In a PET system with priority funtion �; eah �i fration of the enodingmust determine the i-th message wordMi. Intuitively, this implies that eah�i fration of the enoding must ontain at least one word of informationabout Mi, and thus the entire oding must ontain at least 1=�i words ofinformation aboutMi. Therefore, intuitively the enoding ontains girth� =Pi2f1;:::;mg 1=�i words in total about the message. Hene, it is reasonable toexpet that suh a system is possible only if the total length of the enodingis at least girth�. The following theorem shows that this intuition is orret.Theorem 3.3 For any priority funtion �, if there is a PET system withpriority funtion � then the total enoding length is at least girth�.A formal proof of this theorem is given in Setion 5.It will also be shown (Theorem 4.3) that, for a given priority funtion �,a PET system with a priority funtion �0 that losely approximates � anbe onstruted with total enoding length girth�0 .6



3.2 Probabilisti PET systemsIn the model desribed in this setion the enoding and deoding is done viarandomized algorithms. Unlike in the previous model the deoding guaran-tee is only with high probability. As mentioned at the end of Setion 4.3,probabilisti PET systems based on probabilisti erasure-resilient odes (seethe end of Setion 4.1) admit faster enoding and deoding algorithms thandeterministi PET systems.De�nition 3.4 (probabilisti PET system) A probabilisti PET systemwith message length m, paket size `, n pakets, enoding length e = n`;failure probability p > 0 and using r random bits onsists of the following:(i) A family of enoding funtions ER; R 2 f0; 1gr , that map a messageM of length m onto an enoding onsisting of n pakets of ` wordseah, i.e. e = n` words.(ii) A family of deoding funtions DR; R 2 f0; 1gr, that map sets of atmost n pakets onto m words.(iii) A priority funtion � that maps f1; : : : ;mg to the interval (0; 1℄.The guarantee of the system is that, for all messages M of length m, forall i 2 f1; : : : ;mg; and for any �i fration of the n enoding pakets, if thefuntion ER was used for the enoding then with probability at least 1 � pthe funtion DR deodes the ith word of the message from this subset. Theprobability is with respet to the uniform distribution on the random stringR 2 f0; 1gr :In the probabilisti model it is assumed that a ommon random stringR is used for the enoding and the deoding. One the string R has beenseleted the enoding and deoding is deterministi. We stress that thefailure probability is not over a partiular distribution over the messages. Forany �xed value of R an enoding/deoding pair ER;DR sueeds or fails onertain subsets of pakets, independent of the message. This is a reasonablede�nition if in pratie the set of pakets that are lost is independent of theirontents, but an depend on their identi�ers in an arbitrary way.The priority funtion � has a similar meaning as in the deterministimodel, exept that even if more than a fration �i of the enoding pakets are7



reeived there may still be a hane (at most p) that the deoding funtionfails to deode the i-th message word.In Setion 5 we show that Theorem 3.3 an be generalized to probabilistiPET systems in the following way.Theorem 3.5 For any priority funtion �, if there is a probabilisti PETsystem with priority funtion � that ahieves a failure probability p then thetotal enoding length is at least (1� p) � girth�.4 A PET SystemWe desribe a general method that takes any given message lengthm, paketsize `, and priority funtion � and produes a PET system with a newpriority funtion �0 that losely approximates �, suh that the total lengthof the enoding pakets is girth�0 .The method to produe a PET system works by �rst partitioning themessage into bloks based on the priority funtion �, and then using thepartition to implement a PET system based on erasure-resilient odes.In the �rst subsetion we desribe erasure-resilient odes. In the se-ond subsetion, we assume we have the partitioned message and show howto implement a PET system based on erasure-resilient odes. Finally, wedesribe an algorithm that aepts the desription of an arbitrary priorityfuntion � and produes a partitioned message.4.1 Erasure-Resilient CodesAn erasure-resilient ode is spei�ed by a triple hm;n; di. There is bothan enoding algorithm and a deoding algorithm. The enoding algorithmenodes an m-word message M into an n-word enoding E(M) and has theproperty that the enodings of two di�erent messages di�er in at least dwords.Note that by the de�nition of d, any messageM is uniquely distinguishedfrom any other message by any n� d+ 1 words of its enoding E(M). Thedeoding algorithms we onsider are able to uniquely and eÆiently reoverM from any n� d+ 1 words of E(M). It is impossible to always be able toreover a message of length m from less than m words of the enoding, and8



thus it is always the ase that m � n� d + 1. Furthermore, the larger thevalue of d the better the reovery properties of the deoding. In the best ase,when d = n�m+1, the ode is alled in the literature a maximum distaneseparable (MDS) ode (see for example [15℄). In this ase the message anbe reovered from any portion of the enoding (in units of words) equal tothe length of the message. In this paper, all odes are MDS unless otherwisespei�ed.The deoding algorithm needs the indies of the words of E(M) it re-eives to help in the deoding proess. When erasure-resilient resilient odesare used to implement a PET system, this requirement is satis�ed beauseof the onvention mentioned previously that eah paket ontains a uniqueindex.One implementation of erasure-resilient odes is the following. The mes-sage M is viewed as desribing the m oeÆients of a univariate polynomialof degree m� 1 over GF[2w℄. Call this polynomial G. The jth word of theode onsists of the value of the polynomial G evaluated at the �eld elementj 2 GF[2w℄. Sine G is of degree m � 1, any m words (together with theindies of the words) uniquely determine G. The message M , i.e., the oef-�ients of G, an be reovered from any m words by interpolation. Sine weneed to evaluate the polynomial at n di�erent points this method requires2w � n:Using standard evaluation and interpolation algorithms, for this erasure-resilient ode the enoding and deoding both require a quadrati number of�eld operations. Using the Disrete Fourier Transform, this an be reduedto O(n logm) �eld operations for the enoding and O(m log2m) �eld oper-ations for the deoding. The pratial value of these methods is doubtful.A pratially eÆient erasure-resilient ode has been desribed in [9,Bl�omer et al.℄. It is a variant of Reed-Solomon-odes that is based on so-alled Cauhy matries (see the referenes in [9℄). This implementation takesquadrati time for both the enoding and deoding. However, it is eÆientenough to support existing real-time video appliations implemented on ur-rent workstations (see [13℄). This ode is also systemati, i.e., the unenodedmessage is part of the enoding. This has the advantage that the deodingtime depends only on how muh of the unenoded message is missing, andin partiular the deoding is trivial if none of the unenoded message partof the enoding is missing. 9



A di�erent family of odes, alled (1 + �)-MDS odes, that have slightlyweaker erasure-resilient properties than the MDS-ode desribed above havebeen desribed and onstruted in [4, Alon et al.℄ and [5, Alon, Luby℄. Forthese odes, the requirement is that the message an be reovered fromany (1 + �)m words of the enoding. Here � is an adjustable parameterthat is used to establish a tradeo� between the erasure-resilient propertiesof the ode and the eÆieny of the enoding and deoding proedures.The odes are based on expander graphs and, for onstant �, admit lineartime enoding and deoding. At present their pratial value is doubtful.However, probabilisti odes based on the ideas in [4℄,[5℄, on the odes usingCauhy matries and on ideas from [18, Spielman℄ show promise of beingmore eÆient than deterministi odes in pratie. As mentioned at the endof Setion 4.3, these odes an be used diretly to implement probabilistiPET systems that have faster enoding and deoding algorithms.The erasure-resilient odes based on Cauhy matries require that theword size w satisfyw � 1 � maxflog(m=w); log(n�m=w)g: (1)Theorem 6.1 found in Setion 6 proves an almost mathing lower boundfor the word size of any erasure-resilient ode.4.2 Blok SystemsThe input parameters for a PET system are a message length m, a paketlength `, and a priority funtion �. The �rst step in onstruting a PETsystem is to ompute the total number of enoding pakets n and to partitionthe message into ` bloks. This �rst step is desribed in the next subsetion.In this subsetion, we show how to implement a PET system given thisinformation.An `-partition ofm onsists of a sequene of positive integers hm1; : : : ;m`isuh that Pj2f1:::;`gmj = m: Let M be a message of length m, and letB1; : : : ; B` be the ` bloks of M with respetive lengths m1; : : : ;m`. Wenow desribe how to implement a PET system based on an `-partition ofm and on the total number n of enoding pakets. The PET system putsinformation about blok Bj into the jth word of eah paket.10



Lemma 4.1 Given n and an `-partition hm1; : : : ;m`i of m, there is a PETsystem onsisting of n enoding pakets ontaining ` words eah suh thatthe priority value for all words of the message in blok j is mj=n.Proof of Lemma 4.1: Let B1; : : : ; B` be the bloks of M , and thus thelength of Bj is mj . The idea is to use a separate erasure-resilient ode foreah of the ` bloks of the message. The jth erasure-resilient ode is usedto enode Bj into a ode Ej onsisting of n words. The entire enodingonsists of n pakets of size ` eah, where the kth paket onsists of theonatenation, for j 2 f1; : : : ; `g, of the kth word from the ode Ej. Thedeoding works in the obvious way.Sine we use an erasure-resilient ode for eah blok, all words in thesame blok have the same priority value. Any mj words of the ode EjsuÆe to reover blok Bj . Sine there is one suh word in eah paket, itfollows that a fration mj=n of the n pakets are suÆient to reover Bj .Thus, the priority value of all words in blok Bj is as laimed.In the system desribed above, eah paket needs to ontain an identi�er.Although this is part of the paket, we did not inlude it in the paket sizebeause of the onvention stated in Setion 3.We give two examples of blok systems.Example 1: This is an example where the fration of the pakets needed toreover a message word is linear in its index. For a given message length m,let the paket length be ` = log(m). For all j 2 f1; : : : ; `g, let Bj be the nextmj = 2j onseutive words of the message, and let the number of pakets ben = 2m. Note that all words in Bj an be reovered from a fration 2j�1=mof the pakets. Also, the total enoding length is 2m log(m).Example 2: Suppose the message length is 800, the paket length is 10,and the 10-partition of the message is h60; 60; 75; 75; 75; 75; 95; 95; 95; 95i,and the number of pakets is 100. Note that the �rst two bloks an bereovered from any 60% of the pakets, the next four bloks from any 75%of the pakets, and the remaining four bloks from any 95% of the pakets.The total enoding length in this example is 1000 words, and thus the totalmessage length is an 80% fration of the total enoding length.11



4.3 Partitioning a MessageWe assume that the priority funtion � for a message of length m spei�esd di�erent priority levels, where d is smaller than the paket length `. Thisis not a big assumption in pratie, as IP pakets for transferring data atreasonably high rates are typially between 500 and 1500 bytes long (whihis between 125 and 375 words assuming 4 bytes per word), and usually 10priority levels is more than suÆient. Let h�1; : : : ; �di be a d-partition of m,and let � = h�1; : : : ; �di be the orresponding priority values of the bloks,i.e., all words in blok i of the partition have priority value �i.Our goal is to produe an `-partition of m and the number of enodingpakets n that an be diretly used to implement a PET system based onLemma 4.1. The basi idea is to re�ne the original d-partition in a simpleway, although we must take are of some tehnial details due to round-o�errors.Re�nement Proedure:(1) Compute g = girth� =Pi2f1;:::;dg �i=�i.(2) Compute n = l g`�dm.(3) For all i 2 f1; : : : ; dg, ompute �i = d�ine.(4) For all i 2 f1; : : : ; dg, subpartition �i into at most d�i=�ie piees oflength at most �i eah.Lemma 4.2 On input m, `, a d-partition h�1; : : : ; �di of m, and orre-sponding priority values h�1; : : : ; �di, the Re�nement Proedure produesa re�ned partition and n with the following properties:(i) The re�ned partition has at most ` parts.(ii) The value of n satis�es n � g`�d + 1.(iii) Eah part in the re�nement of the ith part of the d-partition has lengthat most �in+ 1.Proof of Lemma 4.2: To prove (i), note that the number of parts in there�ned partition is at most d+Pi2f1;:::;dg �i=�i. Beause �i�i � �i�in � �i�i � `�dg ,12



and by de�nition of g, it follows that Pi2f1;:::;dg �i=�i � `� d, and thus thetotal number of parts is at most d+(`�d) = `. The proofs of parts (ii) and(iii) follow diretly from the de�nitions.Theorem 4.3 On input message length m, paket length `, a d-partitionh�1; : : : ; �di of m, and orresponding priority values h�1; : : : ; �di, there is aneÆient proedure that produes a PET system with priority funtion �0 andn enoding pakets with the following properties:(i) The total enoding length is n` � girth�1�d=` + `.(ii) All words of the message in the ith blok of the d-partition have priorityvalue �0i � �i + `=m.Proof of Theorem 4.3: The proof follows by a diret ombination ofLemma 4.2 and Lemma 4.1. The only detail missing in the proof of part (ii)is that sine n` � g � m, n � m=`, and thus 1=n � `=m.Example: Suppose the paket length is 250, and a message of total length100K is partitioned into �ve priority levels desribed by the �ve partitionh10K; 10K; 20K; 30K; 30Kiwith assoiated priority valuesh:50; :60; :65; :80; :95i :The girth of the priorities g omputed in step (1) of the Re�nement Pro-edure is 136:5K, and thus the total number of pakets n omputed in step(2) is 558. In step (3), the omputed lengths of the piees areh279; 335; 363; 447; 531i ;and the number of piees of eah is at mosth36; 30; 56; 68; 57i ;13



respetively, for a total of 247 piees (reall that 250 is the target value).The total length of the enoding is 139:5K, whih is only 2% more than thegirth of the original priorities. The priority values for the resulting PETsystem are h:500; :600; :651; :801; :952i ;i.e., extremely lose to the spei�ed priorities. Note that if there were onlyone priority level with the same amount of overall redundany then it wouldbe possible to reover the message from any :72 = 100=139:5 fration of theenoding, i.e., a fration that is somewhere in the middle of the �ve priorityvalues.The re�nement proedure implemented in [2℄ is based on the re�ne-ment proedure desribed above, exept that it doesn't neessarily produea re�nement of the d-partition. It alleviates the e�et of the round-o�sby moving through the d-partition from the beginning to end, re�ning thepartition as desribed above, exept that the last blok of the `-partitionassoiated with a partiular part of the d-partition may be padded out withsome words of the subsequent blok of the d-partition. It also adjusts thenumber of pakets downwards until all the words of the paket are used (inthe example above, three words of the paket were left unused, and thus thetotal enoding length is slightly more than the girth of the new priorities).A probabilisti PET system with theoretially more eÆient enodingand deoding times an be onstruted similar to the deterministi shemedesribed above, where the theoretially more eÆient (1 + �)-MDS prob-abilisti erasure-resilient odes of [4℄, [5℄ are used in plae of deterministiMDS erasure-resilient odes.5 Lower Bound on the Enoding LengthThis setion proves Theorem 3.3, i.e., for any priority funtion �, any PETsystem with priority funtion � has total enoding length at least girth�.Using similar methods, we also prove Theorem 3.5, i.e., for any priorityfuntion �, any probabilisti PET system with priority funtion � and failureprobability p has total enoding length at least girth� � (1 � p).The proofs we give here are alternatives of our original proofs of the sameresults. The alternate proofs were found by Noga Alon and independentlyby Stephan Bouheron. They follow the same basi outline as the original14



proofs, but they are more elegant than the originals beause they use entropymeasures instead of geometri measures of information.Theorem 5.1 Let �1; : : : ; �m be m �nite alphabets and let �1; : : : ; �n be n�nite alphabets. Suppose we have a (deterministi) sheme that enodeseah possible vetor M = hM1; : : : ;Mmi, where Mi 2 �i, by a vetor E =hE1; : : : ; Eni, where Ej 2 �j. Suppose that 0 < �1 � �2 � : : : � �m � 1,and the value of Mi an be orretly reovered from the values of any set ofat least �in of the oordinates of E. Then,mXi=1 log j�ij�i � nXi=1 log j�ij:Here, and in what follows, all the logarithms are in base 2. In our appli-ations to PET systems, M is the message and E is its enoding. In thisappliation, �1 = � � � = �m = f0; 1gw are the possible enodings of messagewords, �1 = � � � = �n = f0; 1g`w are the possible enodings of pakets, and� = h�1; : : : ; �mi are the priority values of the message words.This theorem immediately implies Theorem 3.3 in even the more generalase where eah message word and eah paket is allowed to have a di�erentnumber of symbols. We prove Theorem 5.1 after �rst introduing some ideasused in the proof.5.1 Preliminaries for the Lower BoundFor any random variable Y with density funtion Pr,H(Y ) = Exp[� log(Pr[Y ℄)℄denotes the binary entropy of Y . Let X1; : : : ;Xn be random variables takingvalues in �1; : : : ; �n, respetively and let X = hX1; : : : ;Xni. For a subsetI of f1; : : : ; ng, let XI denote the random variable hXiii2I . With thesenotations, the following proposition is proved in [10℄ for the ase �i = f0; 1gfor all i. The general ase, mentioned in [3℄, an be proved analogously.Proposition 5.2 Let X = hX1; : : : ;Xni be as above. If I is a family ofsubsets of f1; : : : ; ng and eah i 2 f1; : : : ; ng belongs to at least r membersof I then r �H(X) �XI2IH(XI):15



For 1 � q � n, de�neHq(X) = 1�n�1q�1� XQ � f1; : : : ; ngjQj = q H(XQ):The following lemma is due to Han [11℄. For the sake of ompleteness wepresent a short proof.Lemma 5.3 For any random variable X = hX1; : : : ;Xni,H1(X) � H2(X) � : : : � Hn(X) = H(X):Proof of Lemma 5.3: By Proposition 5.2, for any q, 1 < q � n,(n� q + 1) n� 1q � 2!Hq�1(X) = XQ � f1; : : : ; ngjQj = q XQ0 � QjQ0j = q � 1 H(XQ0)� XQ � f1; : : : ; ngjQj = q (q � 1)H(XQ) = (q � 1) n� 1q � 1!Hq(X):
5.2 Deterministi Lower Bound ProofProof of Theorem 5.1: Let M = hM1; : : : ;Mmi attain eah value in�1 � : : : � �m with equal probability. Put �0 = 1=n and, for eah i 2f1; : : : ; ng, de�ne hi = log j�ij = H(Mi). Let J = f1; : : : ; jg, and thusMJ = hM1; : : : ;Mji. We prove, by indution on j � m, thatH1(E) � H�jn(EjMJ ) + jXi=1 hi�i : (2)For j = 0 there is nothing to prove. Assuming the above holds for j,(0 � j < m), we prove it for j+1. De�ne q = �j+1n and �x Q � f1; : : : ; ng,jQj = q. Then,H(EQjMJ ;Mj+1) = H(EQ;Mj+1jMJ )�H(Mj+1jMJ ) (3)16



But, beause Mj+1 is independent of MJ ,H(Mj+1jMJ) = H(Mj+1) = hj+1: (4)Furthermore, sine the value of EQ determines that of Mj+1,H(Mj+1jEQ;MJ) = 0; (5)and thus, H(EQ;Mj+1jMJ) = H(EQjMJ ) +H(Mj+1jEQ;MJ ) (6)= H(EQjMJ ):From Equation (3), Equation (4), and Equation (6), it follows thatH(EQjMJ ;Mj+1) = H(EQjMJ)� hj+1: (7)By summing over all possible subsets Q and dividing by �n�1q�1� we onludethat Hq(EjMJ ;Mj+1) = Hq(EjMJ )� nq hj+1 = Hq(EjMJ )� hj+1�j+1 :By Lemma 5.3, sine q = �j+1n � �jn,Hq(EjMJ ) � H�jn(EjMJ );and this, together with the indution hypothesis, implies the assertion of (2)for j + 1, ompleting the proof of the indution step. SineH1(E) = nXi=1H(Ei) � nXi=1 log j�ij;the assertion of the theorem follows by taking j = m in (2).5.3 Probabilisti Lower Bound ProofTheorem 5.4 Let �1; : : : ; �k be m �nite alphabets and let �1; : : : ; �n be n�nite alphabets. Let R be a random string that takes on all possible valuesin a set S with equal probability. Suppose we have a sheme that uses R to17



enode eah possible vetor M = hM1; : : : ;Mmi, where Mi 2 �i, by a vetorE = hE1; : : : ; Eni, where Ej 2 �j. Suppose that 0 < �1 � �2 � : : : � �m � 1,and, for any set of at least �in of the oordinates of E, the value of Mi anbe orretly reovered from the values of these oordinates and from the valueof R with probability at least 1� p with respet to R. Then,(1� p) � mXi=1 log j�ij�i � nXi=1 log j�ij:Proof of Theorem 5.4: The proof is analogous to the proof of Theo-rem 5.1, exept that all quantities are onditioned on R, e.g., H(E) beomesH(EjR). The only signi�ant di�erene is that beause a partiular set ofpakets indexed by Q determines Mj+1 with probability at least 1 � p (asopposed to always determining Mj+1 before), Equation (5) beomesH(Mj+1jEQ;MJ ; R) � p;and Equation (7) beomesH(EQjMJ ;Mj+1; R) � H(EQjMJ ; R)� (1� p)hj+1:The remainder of the proof is idential, exept that the loss in the 1 � pfator remains throughout the rest.This theorem immediately implies Theorem 3.5 in even the more generalase where eah message word and eah paket is allowed to have a di�erentnumber of symbols.6 Lower Bound on the Size of a PaketIn this setion a lower bound for the word size of erasure-resilient odes.These bounds imply weak bounds on the paket size of a PET system.Theorem 6.1 Let C be a hn;m; di erasure-resilient ode with word lengthw. Then, 2w + 1 � n�m+ 2n�m� d+ 2 :18



Equivalently, if any k words of the enoding determine the message, then2w + 1 � n�m+ 2k �m+ 1 :Proof of Theorem 6.1: Sine k = n � d + 1, we only need to provethe seond assertion of the theorem. View eah word as an element of theset Q = f0; : : : ; 2w � 1g with 2w elements, and view eah message as anelement of the set T = Qm. For a message M 2 T , denote by E(M) =hE1(M); : : : ; En(M)i its enoding. Here eah Ei is a funtion from T toQ. For eah enoding E(M) onsider its suÆx hEn�m+3(M); : : : ; En(M)ionsisting of the last m � 2 words. Sine there are at most 2w(m�2) suhsuÆxes, and sine there are 2wm possible messages, there must be a setS � T of 22w messages all of whih have the same enoding suÆx of lengthm� 2.For a �xed i 2 f1; : : : ; n � m + 2g and for any k 2 Q, let nk be thenumber of messages M 2 S suh that Ei(M) = k: The number of pairs ofmessages hM;M 0i 2 S2 suh that Ei(M) = Ei(M 0) is2w�1Xk=0  nk2 !:This sum is minimized if nk = 2w for all k in whih ase its value is 2w�2w2 �.Hene for eah i 2 f1; : : : ; n � m + 2g there are at least 2w�2w2 � pairs ofmessages (M;M 0) 2 S2 suh that Ei(M) = Ei(M 0).Any two messagesM;M 0 2 S must be distinguishable from the lastm�2words and any other k �m+ 2 words of their enodings E(M); E(M 0):If n�m+2k�m+1 > 2w + 1 then 22w2 ! < n�m+ 2k �m+ 12w 2w2 !:By the previous alulations this implies that there are two di�erentmessages M;M 0 2 S whose enodings agree in at least k � m + 2 of the�rst n�m+ 2 words. Sine the enodings already agree in the last m � 2words, the enodings of these two messages agree in at least k words. Thisontradits the assumption of the theorem and shows 2w + 1 � n�m+2k�m+1 .19



There are two interesting speial ases for this theorem. If the ode is anMDS erasure-resilient ode then k = m. Hene the theorem yields w �log(n�m+ 1):Seondly, assume that the system has enoding length m for some on-stant  and that k = (1 + �)m: EÆiently enodable and deodable odeswith these parameters and with one priority level have been onstruted in[4℄,[5℄. For these odes the theorem gives a lower bound on the word sizeof approximately log(( � 1)=�): The bound is asymptotially tight. Thealgebrai-geometri odes ahieve these bounds (see for example [19℄).Notie that if k is m;  > 1 then the theorem an only yield onstantlower bounds. In partiular, for a PET system with two priority levels ofequal length, where the �rst level has priority 50% and the seond one haspriority stritly larger than 50%; the theorem only provides a onstant lowerbound on the paket size.7 AknowledgmentWe thank Rihard Karp for help in the original proofs of Setion 5, and bothNoga Alon and Stephan Bouheron for pointing out the alternative proofsto Theorem 3.3 and Theorem 3.5.Referenes[1℄ A. Albanese, J. Bl�omer, J. Edmonds, M. Luby, M. Sudan, Priority En-oding Transmission, Pro. 35th Symposium on Foundations of Com-puter Siene (FOCS), 1994, pp. 604-613.[2℄ A. Albanese, M. Kalfane, B. Lamparter, M. Luby, Appliation Pro-grammer Interfae for PET, internal ICSI doument.[3℄ N. Alon, Probabilisti methods in extremal �nite set theory, in: Ex-tremal Problems for Finite Sets, (G. O. H. Katona et al. Eds.), BolyaiSoiety Mathematial Studies, Visegr�ad, Hungary, 1991, 25-43.[4℄ N. Alon, J. Edmonds, M. Luby, Linear time erasure odes with nearlyoptimal reovery , in Pro. 36th Symposium on Foundations of ComputerSiene, 1995, pp. 512-519. 20
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