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Prof. Dr. Christian Scheideler
Paderborn, October 2014



iv



Declaration
(Translation from German)

I hereby declare that I prepared this thesis entirely on my own and have not
used outside sources without declaration in the text. Any concepts or quotations
applicable to these sources are clearly attributed to them. This thesis has not
been submitted in the same or substantially similar version, not even in part, to
any other authority for grading and has not been published elsewhere.

Original Declaration Text in German:

Erklärung

Ich versichere, dass ich die Arbeit ohne fremde Hilfe und ohne Benutzung anderer
als der angegebenen Quellen angefertigt habe und dass die Arbeit in gleicher oder
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1 Introduction

Modern software is getting more and more complex. Often, it takes a lot of de-
velopers from different companies to develop and test the desired software. This
includes that different persons or companies must exchange their software com-
ponents. However, such a software component might offer a lot of different func-
tionalities. The owning company might want to avoid that other persons and
companies that receive the software component can access all functionalities. This
occurs for example when the other parties do not need all functionalities or did
not pay to use certain functions.

This thesis shows how a party can hide certain pieces of its software compo-
nent from other parties by using key-policy attribute-based encryption (KP-ABE).
KP-ABE is a type of functional encryption that allows a more fine-grained access
control to encrypted ciphertexts. Traditional public key encryption schemes fo-
cuses on the case of one-to-one communication: One person encrypts a message
for one recipient so that only the recipient is able to decrypt the given cipher-
text successfully. In KP-ABE, it is possible that a message can be decrypted by
more than one private key. For this, a sender encrypts a message using a set of
attributes that describe the message. All persons in the KP-ABE setting have a
private key. This private key contains a policy that describes the messages that
the person is authorized to read. The decryption of a message succeeds, if the
attributes of the message are an authorized attribute set according to the policy
of the private key.

We will show how a KP-ABE scheme can be used to encrypt software compo-
nents. Each part of the software component gets a certain sets of attributes that is
used to encrypt the part. The owning company then gives the encrypted software
component to each party. For each party, it creates a private key with a policy.
This policy describes the parts that the party is allowed to decrypt. Hence, all
parts that the party is not authorized for, remain hidden. We will provide a mod-
eling strategy that enables the software component owner to choose the attributes
for the parts properly so that the desired policies can efficiently be created.

Furthermore, we consider the use case that the software component owner wants
to extend the access rights of a certain party. Suppose that a company sells li-
censes for its software component and some other company buys a license for
certain functionalities. The software component owner gives the encrypted soft-
ware component and a private key that contains the access rights for the licensed
parts to the other company. Later, the company decides to buy a license for some
more functionalities. Now, it needs a new private key with the extended access
rights. However, handing out a new private key requires a secure channel.

1



1. Introduction

We introduce a private key extension mechanism that extends existing KP-ABE
schemes so that they are able to extend existing private keys without a secure
channel. An extended private key has more access rights than the original key.
The components that are necessary to extend a key can be sent over an insecure
channel. We formally define a KP-ABE scheme that supports the extension of
private keys and formalize the additional security requirements. We also extend
two existing KP-ABE constructions with private key extension, namely the KP-
ABE scheme of Goyal et. al. [GPSW06] and the KP-ABE scheme of Rouselakis and
Waters [RW13]. Additionally, we introduce private key extension for ciphertext-
policy attribute-based encryption (CP-ABE) schemes. Here, we show that private
key extension can be applied to all CP-ABE schemes that fulfill some general
requirements.

Lastly, we apply our method to hide a software component to a certain scenario.
Here, car manufacturers and suppliers want to develop software for embedded
hardware devices in automobiles. Normally, the supplier develops the software,
installs it on a hardware device and gives the produced hardware devices to the
manufacturer. Usually, the manufacturer tests the hardware to assure that it
meets his requirements. The testing however, could already be done with the
software. The problem is that the exchange of the software reveals a lot of intel-
lectual property of the supplier that would not be visible on a hardware device.
Here, we use the above method to let the supplier encrypt his software so that
the parts that the car manufacturer is not allowed to see, remain hidden. The key
extension mechanism allows the supplier to unlock additional parts afterwards so
that the manufacturer can for example examine an error in more detail. We show
that our method can be applied for this scenario and show how the attributes and
policies shall be modeled, if the software of the supplier is structured according to
the AUTOSAR standard [AUT].

In Section 2, we introduce notations and definitions that we use in this thesis.
We then describe the key extension mechanism in Section 3. The next section
presents the method to hide software components with KP-ABE. Here, we also
use the key extension method from the previous section. Finally, we consider the
application scenario for AUTOSAR software in Section 5.
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2 Notations and definitions

In this section, we list basic notations and definitions that are used in this thesis.
In the first part, we list general notations and definitions. Section 2.2 then states
all notations and definitions that are related to cryptography.

2.1 General

This section covers fundamental notations and definitions that will be used in the
whole text.

2.1.1 Number sets

• Let N be the set of natural numbers that does not include 0. Furthermore,
let N0 := N ∪ {0}.

• Let Z be the set of integers.

• Let R be the set of real numbers. Additionally, we define

R− := {x|x ∈ R, x < 0}
R−0 := {x|x ∈ R, x ≤ 0}
R+

0 := {x|x ∈ R, x ≥ 0}
R+ := {x|x ∈ R, x > 0} .

2.1.2 Stochastics

• Let X be a finite set. Then x ← X means that x is chosen uniformly at
random from X.

2.1.3 Complexity theory

Let A be an algorithm.

• We say that A is a polynomial-time algorithm, if the runtime of A can be
expressed by a polynomial in its input size.

• If A makes any random decisions, then we call A a probabilistic algorithm.
Otherwise, we call A deterministic.

3



2. Notations and definitions

• Let x be an input for A.

– If A is a deterministic algorithm and y is the output for A on input x,
then we write:

y := A(x).

– If A is a probabilistic algorithm, then let y be the outcome for A on
input x. We write:

y ← A(x).

The set of all possible outcomes for A on input x is denoted by [A(x)].

• Let A be a probabilistic algorithm. Assume, we choose in advance the
random bits c that A uses on input x. We refer to c as the coins of A. Let
y be the outcome of A on input x using the random bits c. We write

y := A(x; c).

• Let A be a probabilistic algorithm. Assume that we know what kind of
random decisions A makes on input x. For example A chooses an element
c uniformly at random from the finite set C. In that case, 〈c〉 denotes the
binary representation of c so that we can use 〈c〉 as the coins of A on input
x. Let y be the outcome of A on input x using the random bits 〈c〉.We write

y := A(x; 〈c〉).

2.1.4 Linear algebra

Let F be a field.

• Then Fl×d is the set of all l × d matrices with coefficients in F.

• Furthermore, Fl denotes the set of all column vectors with l entries. We
write vectors in bold letters and address the i-th entry of v by vi, i.e. v ∈ Fl
and v = (v1, . . . , vl)

T .

• Let F1×d be the set of all row vectors with d entries. The notation for row
vectors is the same as for column vectors, i.e. v ∈ F1×d and v = (v1, . . . , vd).

• For simplicity, we state that the term vector refers to a column vector.

• Let 0 ∈ Fl be the vector where all entries are 0.

Let F be a field and let M ∈ Fl×d be an l × d matrix with coefficients F.

• Then, MT denotes the transposed matrix.

4



2.2 Cryptography

• Let 1 ≤ i ≤ l, 1 ≤ j ≤ d.

– The i-th row vector of M is denoted by Mi.

– The j-th column vector of M is denoted by M↓j.

– The coefficient in the i-th row and the j-th column of M is denoted by
Mij.

2.1.5 Number theory

• Let p ∈ N be a prime number. Then, Zp := {0, 1, . . . , p− 1} denotes a finite
field with addition and multiplication.

2.1.6 Analysis

A negligible function is a function that grows slower than the inverse of any
polynomial:

Definition 2.1 (Negligible function). Let µ : N → R+ be a function. µ is called
negligible if for all c ∈ N, there exists n0 ∈ N0 such that

∀n ≥ n0 : µ(n) <
1

nc
. (2.1)

2.2 Cryptography

This section contains the notations and definitions that belong to the field of
cryptography. We first of all talk about some areas of public key encryption. We
start with functional encryption. Then we talk about attribute-based encryption
(ABE) in Section 2.2.2 and predicate encryption in Section 2.2.3. For ABE, we
also explain some basic procedures. After that, we define bilinear mappings in
Section 2.2.4. Here, we also list the security assumptions that we use later on.

2.2.1 Functional encryption

Traditionally, encryption schemes enable a user to encrypt some message m such
that only the recipient of m is able to decrypt the message. The recipient gets the
whole plaintext while other users learn nothing about m. Functional encryption
allows a more fine-grained access control to m. Here, every user gets a private key
that is associated with a function f . If a user decrypts an encryption of m, then
he sees f(m). f(m) can be anything from the original message to partial or no
information about m [Wat08, Wat13].

However, constructions for a functional encryption scheme for an arbitrary func-
tion f are not known. We therefore introduce two public key encryption schemes
that realize functional encryption for a specific group of functions.

5



2. Notations and definitions

2.2.2 Attribute-based encryption

Attribute-based encryption is a type of public key encryption. We now describe
informally how ABE is working. The formal definitions follow later on.

In ABE, it is possible to describe a user i.e. a private key or a ciphertext with
attributes. Furthermore, we can create policies that define the attribute sets that
are authorized to decrypt a message. Let E be an encryption of a message m. If
E is decrypted with a private key, then the decryption yields m if and only if the
given attribute set is authorized for the given policy. In key-policy attribute-based
encryption, we integrate the policy into the private key and use an attribute set
in the encryption of m that describes the message. In ciphertext-policy attribute-
based encryption, it is the other way round: Every private key is described with
a set of attributes and the policy is integrated in the ciphertext. ABE therefore
realizes functional encryption for functions of the form

f(m) =

{
m , if the policy is fulfilled
⊥ , if the policy is not fulfilled

.

Here, ⊥ is a special failure symbol.
We now describe the procedure to set up an ABE system and how messages are

exchanged. We take KP-ABE as an example. The procedure for CP-ABE is the
same but the use of attribute sets and policies is switched.

First of all, we have a central instance that initializes the encryption system. For
this, it generates public parameters params and a master key MK. The public
parameters are published to all users in the encryption system. They can now
encrypt messages with params and an attribute set. If a user wants to decrypt a
message, then it needs a private key. This key is generated by the central instance
with MK for a certain policy. We therefore call the central instance private key
generator (PKG).

An ABE scheme Π provides four algorithms Setup, KeyGen, Enc and Dec to
realize the above procedure. Figure 2.1 shows how these algorithms are used in
an ABE setting. We now explain the steps in this figure:

1. The PKG executes the Setup algorithm to get the public parameters params
and the master key MK.

2. The PKG publishes params.

3. A user receives a private key by contacting the PKG. The PKG executes
KeyGen using MK and a policy to get the private key and gives the key to
the user.

4. A user encrypts a message with the Enc algorithm using params and an
attribute set.

5. The user publishes the encrypted message. Here, the message is directly
transmitted to another user.

6
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Figure 2.1: The general procedures in an ABE encryption system. The steps are
explained on page 6.

7
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6. The user decrypts the message using the Dec algorithm and the private key.
Here, we assume that the attribute set in the message are an authorized set
for the policy in the private key, hence the decryption yields the original
message.

The security requirements for ABE schemes are similar to the requirements of
traditional public key encryption schemes. However, the have an extra require-
ment: We want that ABE schemes are collusion resistant. Suppose for example
that two users have a private key where each key has a certain policy. Both keys
are not authorized to decrypt a ciphertext E. We want to avoid that private keys
can be combined to extend the access rights of a user. It must be impossible that
the given private keys can be used together to decrypt E. This is included in the
security definition of KP-ABE and CP-ABE that we will state later on.

We now define ABE schemes formally. Section 2.2.2 - 1 shows how we formally
describe policies. After that, we define the KP-ABE and CP-ABE scheme and
their security.

2.2.2 - 1 Modeling access policies

This section shows how a policy is defined and how it can be realized in conrete
constructions for ABE schemes. We start with the formal definition of policies
in Section 2.2.2 - 1.1. Then, we introduce threshold trees that help to visualize
polices. In Section 2.2.2 - 1.3, we show how we can realize policies.

2.2.2 - 1.1 Attributes and Access structures We will use attributes to describe
the ciphertexts and users. That means we have an attribute universe U that
contains all attributes that are used in one encryption system. Attribute sets are
simply a subset of U . The policy states the attribute sets that are authorized
to decrypt a certain ciphertext. The collection of all authorized attribute sets is
called access structure.

Definition 2.2 (Access structure [Bei96]). Let U be an attribute universe. A
collection A ⊆ 2U is monotone, if for all ω, ω′ ⊆ U it holds that if ω ∈ A and
ω ⊆ ω′, then ω′ ∈ A.

An access structure is a monotone collection of non-empty subsets of U i.e.
A ⊆ 2U \ {∅}. The sets in A are called the authorized sets and the sets not in A
are called unauthorized sets.

The monotone property assures that an attribute set is still authorized if it con-
tains more attributes than necessary. Beimel originally defined access structures
over a set of parties [Bei96]. However, we want to describe access rights with
attributes.

8
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2.2.2 - 1.2 Threshold trees The access structure A simply lists all attribute
sets that are authorized. We therefore use threshold trees to represent a policy in
a human-readable way.

Definition 2.3 (Threshold tree [GPSW06]). Let T be a rooted tree and let U be
an attribute universe. T is a threshold tree for U if every non-leaf N in T is a
threshold gate. A threshold gate T is defined by its children and a threshold value
tN ∈ N. Furthermore, for every leaf L in T , there exists an attribute xL ∈ U that
is associated with L.

Figure 2.2 shows an example for a threshold tree.

Figure 2.2: An example for a threshold tree. The labels in the leafs show the
corresponding attribute and the label in the other nodes denote the
threshold value.

A threshold gate T with threshold value t states that at least t children of T
must be satisfied to satisfy T . The following definition shows how a threshold tree
is evaluated for an attribute set ω.

Definition 2.4 (Satisfying a threshold tree [GPSW06]). Let T be a threshold
tree and let U be an attribute universe. For every non-leaf N in T , let tN be the
threshold value of the threshold gate. Furthermore, let xL be the attribute that is
associated with the leaf L in T .

Let ω ⊆ U . ω satisfies a node N in T , if the following conditions hold:

1. If N is a leaf, then xN ∈ ω.

2. If N is not a leaf, then at least tN children of N are satisfied.

We say that ω satisfies T if the root R of T is satisfied by ω.

9
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Figure 2.3 shows two examples for the evaluation of the threshold tree in Figure
2.2. Starting with the leafs, we first of all check, if the associated attribute occurs
in the given attribute set. If so, we mark the leaf as satisfied. Then, we go through
the whole tree from the bottom to the top and check if the threshold gates are
satisfied.

It holds that every monotone access structure can be represented by a thresh-
old tree. Furthermore, for every threshold tree there exists an monotone access
structure such that an attribute set ω ⊆ U is authorized if and only if ω satisfies
the corresponding threshold tree.

2.2.2 - 1.3 Linear secret sharing schemes and monotone span programs This
section shows how a policy in an attribute-based encryption scheme can be real-
ized. For this, we first of all consider secret sharing schemes. Most ABE construc-
tions use a secret sharing scheme to distribute a secret in the key generation or
in the encryption. A secret sharing scheme Π that realizes an access structure A
distributes a secret α. For this, it generates shares of α. For every attribute, there
exists a set of shares. Π guarantees that only authorized attribute sets are able
to reconstruct the secret. All other attribute sets learn nothing about α. See for
example [Bei96] for a formal definition. We focus on linear secret sharing schemes.
In a linear secret sharing scheme (LSSS), we are able to generate the shares with
a matrix [Bei96].

A monotone span program allows to realize a LSSS for an access structure A.

Definition 2.5 (Monotone span program [KW93]). Let F be a field and U be an
attribute universe. A monotone span program (MSP) over F is a tupleM = (M,ρ)
where M is a l × d matrix over F and ρ : {1, . . . , l} → U is the labeling function.
For an attribute set ω ⊆ U , let Mω be the submatrix of M that contains all rows i
that are labeled with an attribute in ω i.e. ρ(i) ∈ ω. Let lω be the number of rows
in Mω.

Let ε = (1, 0, . . . , 0) ∈ F1×d be the target row vector. We say that M accepts an
attribute set ω ⊆ U if and only if there exists a row vector w ∈ F1×lω such that

w ·Mω = ε. (2.2)

w is called solving vector.

For simplification, we refer to ε as target vector. The following definition relates
MSPs to access structures:

Definition 2.6 (MSP accepts access structure). Let F be a field and U be an at-
tribute universe. A monotone span programM over F accepts an access structure
A ⊆ 2U \ {∅} if and only if for every attribute set ω ⊆ U , it holds that

ω is acceped by M⇔ ω is an authorized set of A.
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Figure 2.3: Two examples for satisfying a threshold tree. The upper attribute
set {A1, A3, B} satisfies the threshold tree but the lower attribute set
{A3, C1, C2} does not. The checkmarks and crosses denote whether a
certain node in the tree is satisfied.
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We are now ready to realize an LSSS. Let F be a finite field and let U be an
attribute universe. Let α ∈ F be the secret that shall be distributed and let A be
the access structure that shall be realized. Finally, letM = (M,ρ) with M ∈ Fl×d
be an MSP over F that accepts A. We distribute the secret as follows:

1. Choose r2, . . . , rd ← F. Set

r := (α, r2, . . . , rd)
T .

r is called random vector.

2. Compute λ := M · r. This yields the vector of shares λ. It holds that λi is
a share for the attribute ρ(i).

The reconstruction of α works as follows:

1. Let ω be the attribute set that shall be used to reconstruct the secret. Let
λω be the shares of λ that belong to attributes in ω.

2. If ω is an authorized set, then find a solving vector w. Compute

w · λω.

Since ω is an authorized set, it holds that w ·Mω = ε by definition of the MSP.
This yields

w · λω = w · (Mω · r)
= (w ·Mω) · r

(2.2)
= ε · r
= r1

= α.

In ABE schemes, we distribute a secret in the key generation or in the en-
cryption. The decryption yields the plaintext if and only if the secret can be
reconstructed. This is how the access structure A is embedded in the encryption
schemes.

Lastly, we provide a lemma that is used in most security proofs to generate
private keys:

Lemma 2.7 (Vector for unauthorized sets). Let U be an attribute universe and
let M = (M,ρ) with M ∈ Fl×d be an MSP over a field F that accepts an access
structure A.

If ω is an unauthorized set for A, then there exists a vector w ∈ Flω such that
Mω ·w = 0 and ε ·w 6= 0.
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Proof. The following notations and statements are used in this proof:

• Let V be a vector space.

– dim(V ) denotes the dimension of V .

• Let F be a field and let M be a l × d matrix with coefficients in F.

– Im(M) denotes the image of M .

– ker(M) denotes the kernel of M .

– The well-known rank-nullity theorem states that

dim(Im(M)) + dim(ker(M)) = d. (2.3)

We now start with the proof: By definition of an MSP, it holds that ε is not in
the row span of Mω. Let

M ε
ω :=

(
Mω

ε

)
be a (lω + 1) × d matrix, where we append ε as a row to Mω. ε is linearly
independent from the rows in Mω, hence

dim(Im(Mω)) + 1 = dim(Im(M ε
ω)).

With the rank-nullity theorem, we get

dim(ker(Mω)) = dim(ker(M ε
ω)) + 1. (2.4)

Furthermore, we have

ker(M ε
ω) ⊂ ker(Mω), (2.5)

since M ε
ω contains all rows of Mω.

With (2.4) and (2.5), we get that there exists a vector w ∈ Fd such that w ∈
ker(Mω) and w /∈ ker(M ε

ω). Consequently, Mω ·w = 0 and ε ·w 6= 0.

Since ε = (1, 0, . . . , 0), the equation ε ·w 6= 0 implies that w1 6= 0.

2.2.2 - 2 Key-Policy ABE

The previous section introduced an attribute universe U to describe private keys
i.e. users and ciphertexts in our encryption system and access structures to state
the policy. In KP-ABE, we integrate the policy in the private key and use at-
tributes to describe the ciphertexts. The following definition defines the the input
and output for the algorithms Setup, KeyGen, Enc and Dec:
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Definition 2.8 (KP-ABE scheme [GPSW06]). A key-policy ABE scheme Π for
an attribute universe U is a quadruple (Setup, KeyGen, Enc, Dec) of ppts such
that

1. Setup(1η) : Setup on input 1η outputs the public parameters params and
the master key MK. We assume that all following algorithms get params
as an additional input parameter.

(params,MK)← Setup(1η)

2. KeyGen(MK,A): KeyGen on input the master key MK and an access
structure A outputs a private key DA.

DA ← KeyGen(MK,A)

3. Enc(m,ω) : Enc on input a message m and an attribute set ω outputs a
ciphertext Eω.

Eω ← Enc(m,ω)

4. Dec(Eω, DA) : Dec on input a ciphertext Eω and a private key DA outputs
a special failure symbol ⊥ or a plaintext m.

m← Dec(Eω, Did,A)

We now state the correctness for a KP-ABE scheme. For this, we first of all
define the correctness of a private key.

Definition 2.9 (Correctness of private key). Let Π be a KP-ABE scheme for an
attribute universe U and let η ∈ N, (params,MK) ∈ [Setup(1η)]. A private key
D is correct for an access structure A and params if for all attribute sets ω ⊆ U
and for all messages m, it holds that:

1. If ω ∈ A, then Dec(Enc(m,ω), D) always outputs m.

2. If ω /∈ A, then Dec(Enc(m,ω), D) always outputs ⊥.

We say that a KP-ABE scheme is correct if KeyGen produces correct private
keys.

Definition 2.10 (Correctness of KP-ABE scheme). Let Π be a KP-ABE scheme
for an attribute universe U . We say that Π is correct, if for all η ∈ N, for all
(params,MK) ∈ [Setup(1η)], for all A ⊆ 2U \ {∅}, and D ∈ [KeyGen(MK,A)],
it holds that D is a correct private key for A and params according to Definition
2.9.

The correctness condition is slightly different than the original correctness def-
inition of Goyal et. al. [GPSW06]. They directly defined the correctness for a
KP-ABE scheme.

We now define the security for a KP-ABE scheme. First of all, we describe
the task of the adversary A and the resources that it has. Like in other public
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key encryption schemes, A is allowed to encrypt arbitrary messages. For this, it
gets the public parameters params of the encryption system. The task of A is to
determine, if a given ciphertext is an encryption of the plaintext m0 or m1. The
plaintexts are chosen by A. The ciphertext is encrypted with an attribute set ω∗

that is chosen by A before the encryption system is initialized.
These requirements correspond to the security against chosen plaintext attacks

(CPA) for other public key encryption schemes. However, we additionally want to
achieve collusion resistance. This means that it is not possible to combine private
keys such that they could decrypt a ciphertext that none of the private keys could
decrypt on its own. For this, A is allowed to query private keys for arbitrary
access structures A where ω∗ is not an authorized set. If the KP-ABE scheme Π
is secure against such an adversary, then Π is CPA-secure and collusion resistant.
We call this selective security.

We now define the security game where a challenger C challenges an adversary
A according to the above rules:

Definition 2.11 (Selective security game for KP-ABE). Let A be a ppt adversary
and Π be a KP-ABE scheme. Moreover, let U be the attribute universe.

KP-ABE selective set game KP-Sel-SetA,Π(η):

1. Init: A on input 1η chooses an attribute set ω∗.

2. Setup: Run Setup(1η) and give the public parameters params to A.

3. Phase I: A has oracle access to KeyGen for any access structure A ⊆
2U \ {∅} for which ω∗ /∈ A. Run DA ← KeyGen(MK,A) and give DA to A.

4. Challenge: A outputs two plaintexts of the same length m0,m1. Choose a
bit b← {0, 1} and set Eω∗ ← Enc(mb, ω

∗). Eω∗ is given to A.

5. Phase II: Phase I is repeated.

6. Guess: A outputs a guess b′ of b. The output of the experiment is 1 if
b′ = b. Otherwise, the output is 0.

If the output of the experiment is 1, then we say that adversary A has won the
game.

A always has a success probability of at least 1
2
. It could for example simply

guess the plaintext that was encrypted. We require that the success probability
of A is only a little bit better than 1

2
for all ppt adversaries. We use a negligible

function to express the success probability.

Definition 2.12 (Selective security for KP-ABE). A KP-ABE scheme Π for an
attribute universe U is selectively secure, if for every ppt adversary A there exists
a negligible function µ : N→ R+ such that

Pr [KP-Sel-SetA,Π(η) = 1] ≤ 1

2
+ µ(η). (2.6)
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The advantage of A is defined as Pr [KP-Sel-SetA,Π(η) = 1]− 1
2
.

There exist some variants and extensions for this security definition. The def-
inition here covers selective security since the attribute set ω∗ is chosen in the
beginning. It is also possible that A announces the attribute set together with
m0,m1 in the Challenge phase. This is called adaptive security. This is a stronger
security requirement than selective security. However, for most ABE construc-
tions, there only exist security proofs for selective security. It is currently unknown
how adaptive security can be proved for them. Additionally, the adaptively secure
ABE constructions that currently exist are very inefficient. That is why we focus
on selective security.

Lastly, we define the set of all possible outcomes of KeyGen for an access
structure A as the private key space for A.

Definition 2.13 (Private key space for KP-ABE). Let Π be a KP-ABE scheme for
an attribute universe U . Furthermore, let η ∈ N, (params,MK) ∈ [Setup(1η)].
A set DA is a private key space for A ⊆ 2U \ {∅}, if [KeyGen(MK,A)] = DA.

2.2.2 - 3 Ciphertext-Policy ABE

This section introduces ciphertext-policy ABE. Here, the policy A is attached to
the ciphertext and we use attributes to describe the private keys. It follows the
definition for a CP-ABE scheme. It is basically identical to the definition of a
KP-ABE scheme but some input parameters for KeyGen and Enc are switched.

Definition 2.14 (CP-ABE scheme). A ciphertext-policy ABE scheme Π for an
attribute unvierse U is a quadruple (Setup, KeyGen, Enc, Dec) of ppts such that

1. Setup(1η) : Setup on input 1η outputs the public parameters params and
the master key MK. We assume that all following algorithms get params
as an additional input parameter.

(params,MK)← Setup(1η)

2. KeyGen(MK,ω) : KeyGen on input the master key MK and an attribute
set ω ⊆ U , outputs a private key Dω.

Dω ← KeyGen(MK,ω)

3. Enc(m,A) : Enc on input a message m and an access structure A outputs
a ciphertext EA.

EA ← Enc(m,A)

4. Dec(EA, Dω) : Dec on input a ciphertext EA and a private key Dω outputs
a special failure symbol ⊥ or a plaintext m. We assume that Dec is deter-
ministic.

m := Dec(EA, Dω)
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The correctness definition is similar to the correctness for KP-ABE. Again, we
define the correctness of a private key.

Definition 2.15 (Correctness of private key). Let Π be a CP-ABE scheme for
an attribute universe U and let η ∈ N, (params,MK) ∈ [Setup(1η)]. A private
key D is correct for an attribute set ω and params, if for all access structures
A ⊆ 2U \ {∅} and for all messages m, it holds that:

1. If ω ∈ A, then Dec(Enc(m,A), D) always outputs m.

2. If ω /∈ A, then Dec(Enc(m,A), D) always outputs ⊥.

It follows the correctness definition for a CP-ABE scheme.

Definition 2.16 (Correctness of CP-ABE scheme). Let Π be a CP-ABE scheme
for an attribute universe U . We say that Π is correct, if for all η ∈ N, for all
(params,MK) ∈ [Setup(1η)], for all ω ⊆ U , and D ∈ [KeyGen(MK,ω)], it holds
that D is a correct private key for ω and params according to Definition 2.15.

The security definition is basically identical to the security definition for KP-
ABE. The only changes are because of the switched input parameters in the CP-
ABE scheme. A now chooses an access structure A∗ at the beginning. Further-
more, A can query private keys for unauthorized attribute sets ω.

Definition 2.17 (Selective security game for CP-ABE). Let A be a ppt adversary
and Π be a CP-ABE scheme. Moreover, let U be the attribute universe.

CP-ABE selective access structure game CP-Sel-AA,Π(η):

1. Init: A on input 1η chooses an access structure A∗.

2. Setup: Run (params,MK) ← Setup(1η) and give the public parameters
params to A.

3. Phase I: A has oracle access to KeyGen for any attribute set ω ⊆ U for
which ω /∈ A∗. Run Dω ← KeyGen(MK,ω) and give Dω to A.

4. Challenge: A outputs two plaintexts of the same length m0,m1. Choose a
bit b← {0, 1} and set EA∗ ← Enc(mb,A∗). EA∗ is given to A.

5. Phase II: Phase I is repeated.

6. Guess: A outputs a guess b′ of b. The output of the experiment is 1 if
b′ = b. Otherwise, the output is 0.

If the output of the experiment is 1, then we say that adversary A has won the
game.

The security definition for CP-ABE scheme is identical to the security definition
of a KP-ABE scheme.
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Definition 2.18 (Selective set security for CP-ABE). A CP-ABE scheme Π for
an attribute universe U is selectively secure, if for every ppt adversary A there
exists a negligible function µ : N→ R+ such that

Pr[CP-Sel-AA,Π(η) = 1] ≤ 1

2
+ µ(η). (2.7)

The advantage of A is defined as Pr [CP-Sel-AA,Π(η) = 1]− 1
2
.

Like for KP-ABE, the following definition defines private key spaces for CP-
ABE:

Definition 2.19 (Private key space for CP-ABE). Let Π be a CP-ABE scheme
for an attribute universe U . Furthermore, let (params,MK) ∈ [Setup(1η)]. A set
Dω is a private key space for ω ⊆ U , if [KeyGen(MK,ω)] = Dω.

2.2.3 Predicate encryption

Predicate encryption (PE) denotes another type of public key encryption. A func-
tion P : X → {0, 1} for a set X is called predicate. PE allows to equip private keys
with a predicate P and ciphertexts with an attribute set ω. The decryption of a
ciphertext is successful if and only if P (ω) = 1. PE realizes functional encryption
for functions that are of the form

f(m) =

{
m , if P (ω) = 1
⊥ , if P (ω) = 0.

It is for example possible to interpret ABE as a special type of PE. Here,
P (ω) = 1 if and only if ω ∈ A where A is an access structure [KSW13].

There exist PE schemes that allow to hide the attributes of the ciphertext and
the predicate of a private key. In ABE, the attribute set and the policy are usually
visible. However, for some purposes it might be interesting to hide the attributes
or the predicate. A user with a private key can only check if he is able to decrypt
a ciphertext. He is not able to see the required access rights for a ciphertext, if
he is not able to decrypt it.

There exist constructions for PE that allow to realize an access policy like in
ABE and also hide the policy and the attributes. However, these schemes are very
inefficient and the key size grows exponentially with the size of the policy. That
is why we focus on ABE in this thesis.

2.2.4 Bilinear mappings and security assumptions

In this section, we introduce bilinear mappings and two security assumptions.
We start with the bilinear mapping. Most ABE and PE encryption schemes are
realized with bilinear mappings. In ABE, we for example use bilinear mappings
in the decryption to pair the components of the private key with the components
of the ciphertext. It follows the definition for a bilinear map.
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Definition 2.20 (Bilinear map). Let G1, GT be groups of prime order p. The
function e : G1 ×G1 → GT is a bilinear map if the following conditions hold:

1. e is bilinear, meaning that it is linear in both components. Hence, for all
g ∈ G1 and all a, b ∈ N, it holds that

e
(
ga, gb

)
= e (g, g)ab

2. e is non-degenerate, i.e. if g ∈ G1 is a generator of G1, then

e (g, g) 6= 1.

This definition describes a symmetric bilinear map. For asymmetric maps, we
have another group G2 of prime order p such that e : G1 × G2 → GT . But we
focus on symmetric bilinear mappings.

We assume that there exist algorithms that are able to generate the parameters
for an efficient biliner map. Such an algorithm is called bilinear mapping (BM)
parameter generator.

Definition 2.21 (BM parameter generator). Let GBM be a ppt. GBM is a BM
parameter generator, if GBM on input 1η, η ∈ N outputs G1 and GT of prime
order p where p > 2η, a generator g for G1, and a bilinear map e : G1×G1 → GT .

(p,G1,GT , g, e)← GBM(1η)
We require that e is efficiently computable i.e. there exists an algorithm E that is
polynomial in η and for all g, h ∈ G1:

e (g, h) = E(g, h).

We now state two security assumptions that are used later on. The first one is
the well-known decisional bilinear Diffie-Hellman (DBDH) assumption.

Definition 2.22 (Decisional BDH game [oEiCI13]). Let GBM be a BM parameter
generator and let D be a ppt distinguisher.

The Decisional BDH game DBDHGBM,D(η)

1. Run GBM on input 1η to obtain p,G1,GT , g and e : G1 ×G1 → GT . Choose
a, b, c← Zp.

2. Set A := ga, B := gb, C := gc.

3. Choose a bit µ← {0, 1}.
• If µ = 0, choose z ← Zp and set Z =: e (g, g)z.

• If µ = 1, set Z := e (g, g)abc.

4. Run D on input 1η, p,G1,GT , g, e and (A,B,C, Z).
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5. D outputs a bit µ′. If µ = µ′ output 1, else output 0.

We require that all ppt distinguisher D have at most a negligible advantage in
the above security game.

Definition 2.23 (Decisional BDH assumption [oEiCI13]). Let GBM be a BM pa-
rameter generator. GBM satisfies the Decisional BDH assumption if for every ppt
distinguisher D there exists a negligible function µ : N→ R+ such that

Pr[DBDHGBM,D(η) = 1] ≤ 1

2
+ µ(η)

The advantage of D is defined as Pr [DBDHGBM,D(η) = 1]− 1
2
.

It follows the other security assumption. This assumption is a q-type assumption
that was stated by Rouselakis and Waters to proof the security of their KP-ABE
construction [RW13]. It is basically identical to the DBDH assumption but the
distinguisher D gets more parameters that contain information about a, b and c:

Definition 2.24 (Decisional q-2 game [RW13]). Let GBM be a BM parameter
generator and let D be a ppt distinguisher.

The Decisional q-2 game q-2GBM,D(η)

1. Run GBM on input 1η to obtain p,G1,GT , g and e : G1 ×G1 → GT . Choose
a, b, c← Zp and y1, y2, . . . , yq ← Zp.

2. Set A := ga, B := gb, C := gc and

ν := (

g(ac)2 ,

∀i ∈ {1, . . . , q} gyi , gac/yi , ga
2cyi , gb/y

2
i , gb

2/y2i ,

∀i, j ∈ {1, . . . , q}, i 6= j gacyi/yj , gabcyi/yj , g(ac)2bi/bj ).

3. Choose a bit µ← {0, 1}.
• If µ = 0, choose z ← Zp and set Z := e (g, g)z.

• If µ = 1, set Z := e (g, g)abc.

4. Run D on input 1η, p,G1,GT , g, e and (A,B,C, Z, ν).

5. D outputs a bit µ′. If µ = µ′ output 1, else output 0.

The actual security assumption is identical to the security assumption for the
DBDH assumption.

Definition 2.25 (Decisional q-2 assumption [RW13]). Let GBM be a BM parame-
ter generator. GBM satisfies the Decisional q-2 assumption if for every ppt distin-
guisher D there exists a negligible function µ : N→ R+ such that

Pr[q-2GBM,D(η) = 1] ≤ 1

2
+ µ(η)
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The advantage of D is defined as Pr [q-2GBM,D(η) = 1]− 1
2
.

In [Rou13], Rouselakis proves that this assumption is secure in the generic group
model.
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3 Private Key extension for ABE

Suppose that a user with a private key in an encryption system shall get extended
access rights. This happens for example, when an employee gets promoted in his
company and gets access to secret documents. Another possibility would be that
the owner of a software component wants to enable another party to see a certain
part of the component that was initially hidden from this party. This section
focuses on how private key extension(PKX) for ABE can be realized.

PKX for an ABE scheme describes a process that allows the PKG to equip a
user with more access rights. This could be achieved easily by giving a new private
key to the user that contains the old and the new rights. However, a private key
should be given to the user via a secure channel. Using such a channel can be
relatively expensive, especially if the PKG and the user are not located at the
same place. Therefore, we want to realize this process by creating key extension
components. These components can be generated by the PKG for a private key.
The key extension components can be merged with the key which yields the desired
private key with extended access rights. However, the key extension components
on their own shall be useless meaning that an attacker learns nothing, if he only
has these components. That way, it is possible to transfer the key extension
components over an insecure channel (for example via email).

The goal of this section is to formally define ABE schemes with PKX and
to show how such a key extension mechanism can be realized for several ABE
constructions. We start with CP-ABE because the private keys in CP-ABE are
simpler. Here, we state how key extension process works formally. In Section 3.2,
we show how key extension works for KP-ABE.

3.1 PKX for CP-ABE

This section formally defines private key extension for CP-ABE. We extend the
definition for a CP-ABE scheme to establish a key extension mechanism and
modify the security definition appropriately. Then, we show how key extension can
be realized. For this, we take the first CP-ABE construction that was published by
Waters [Wat11] and extend the existing construction and proof the security. After
that, we present a generic construction that allows to transform arbitrary CP-ABE
schemes that fulfill some general requirements into secure CP-ABE schemes with
PKX.
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3. Private Key extension for ABE

3.1.1 Extended CP-ABE scheme and security definition

Extending access rights for ABE means that we want to be able to extend a
private key such that it can decrypt more ciphertexts than the original key. In
CP-ABE, private keys are generated for an attribute set ω. Extending a private
key D means, that it shall contain more attributes. Let ω+ be the set of attributes
that shall be additionally assigned to D. The key extension process will produce
an extended key D+ that can decrypt all ciphertexts where ω∪ω+ are authorized
for the access structure A that belongs to the ciphertext.

In order to extend private keys, every private key will have a unique key identifier
id. This allows the PKG to identify the key that shall be extended. The key
identifier is chosen by the PKG in the KeyGen algorithm. This algorithm then
outputs a private key for that identifier and additional key information Uid. Uid
allows the PKG to store information that is necessary to extend the key (for
example the random decisions in the KeyGen algorithm).

The key extension process itself consists of two algorithms ExtendKey and
MergeKey. ExtendKey takes as input the master key, the additional key infor-
mation Uid and the attribute set ω+ that shall be attached to the private key. It
outputs the key extension components d+ and updated addtional key information
U ′id. This algorithm is executed by the PKG. The owner of the private key can
execute MergeKey on input the private key D and the key extension components
d+ to get the extended key D+.

We now formally define a CP-ABE scheme with private key extension. The
definition follows the definition for a CP-ABE scheme in Definition 2.14. We
extend this definition according to the above description:

Definition 3.1 (CP-ABE scheme with PKX). A ciphertext-policy ABE scheme Π
with private key extension for an attribute universe U is a tuple (Setup, KeyGen,
ExtendKey, MergeKey, Enc, Dec) of ppts such that

1. Setup(1η) : Setup on input 1η outputs the public parameters params and
the master key MK. We assume that all following algorithms get params
as an additional input parameter.

(params,MK)← Setup(1η)

2. KeyGen(MK,ω) : KeyGen on input the master key MK and an attribute
set ω ⊆ U , outputs a private key Did,ω and additional key information Uid
where id is an identifier for the private key that is chosen by the PKG. Uid
is stored by the PKG.

(Did,ω, Uid)← KeyGen(MK,ω)

3. ExtendKey(MK,ω+, Uid) : ExtendKey on input the master key MK, an
attribute set ω+ ⊆ U and additional key information Uid that belong to the
private key with identifier id outputs private key extension components d+

id,ω+

and updated addtional key information U ′id. The PKG stores U ′id and omits
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3.1 PKX for CP-ABE

Uid.

(d+
id,ω+ , Uid

′)← ExtendKey(MK,ω+, Uid)

4. MergeKey(Did,ω, d
+
id,ω+) : MergeKey on input a private key Did,ω and pri-

vate key extension components d+
id,ω+ outputs a private key D+

id,ω∪ω+. We
assume that MergeKey is deterministic.

D+
id,ω∪ω+ := MergeKey(Did,ω, d

+
id,ω+)

5. Enc(m,A) : Enc on input a message m and an access structure A outputs
a ciphertext EA.

EA ← Enc(m,A)

6. Dec(EA, Did,ω) : Dec on input a ciphertext EA and a private key Did,ω out-
puts a special failure symbol ⊥ or a plaintext m.

m← Dec(EA, Did,ω)

The correctness condition is similar to the correcntess for a plain CP-ABE
scheme in Definition 2.15 and 2.16. We start with the correctness of a private key.

Definition 3.2 (Correctness of private key). Let Π be a CP-ABE scheme with
PKX for an attribute universe U and let η ∈ N, (params,MK) ∈ [Setup(1η)].
A private key D is correct for an attribute set ω and params, if for all access
structures A ⊆ 2U \ {∅} and for all messages m, it holds that:

1. If ω ∈ A, then Dec(Enc(m,A), D) always outputs m.

2. If ω /∈ A, then Dec(Enc(m,A), D) always outputs ⊥.

The correctness condition for plain CP-ABE schemes requires that KeyGen
produces correct private keys. Here, we also require that an extended private key
D+ is correct according to the attribute set ω ∪ ω+. This holds especially if a
private key is extended several times. The correctness for a CP-ABE scheme with
PKX therefore looks as follows:

Definition 3.3 (Correctness of CP-ABE scheme with PKX). Let Π be a CP-ABE
scheme with PKX for an attribute universe U . We say that Π is correct, if for all
η ∈ N, for all (params,MK) ∈ [Setup(1η)], for all n ∈ N0, ω0, ω

+
1 , . . . , ω

+
n ⊆ U ,

for (D0, U0) ∈ [KeyGen(MK,ω0] and for all j = 1, . . . , n:

(d+
j , Uj) ∈

[
ExtendKey(MK,ω+

j , Uj−1)
]

(3.1)

Dj := MergeKey(Dj−1, d+
j−1) (3.2)

it holds that Dn is a correct private key for ω0 ∪
n⋃
i=1

ω+
i and params according to

Definition 3.2.
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3. Private Key extension for ABE

For n = 0, this definition is equivalent to Definition 2.16. Hence, it is assured
that the KeyGen algorithm outputs correct private keys. Since n is arbitrary, we
can be sure that every extension of a private key yields a correct private key.

It follows the security definition for a CP-ABE scheme with private key ex-
tension. We adapt the security definition from Definition 2.17 and 2.18. These
definitions cover selective security. For our purposes, we will extend the security
game.

We want to assure that the key extension components d+ on their own are
useless. This includes that it is not possible to combine d+ with another private
key than the key that d+ was made for. This behavior will be modeled in our
security experiment as follows: We assume that there exist some other parties next
to the adversary A that hold private keys. We call these keys blind keys. A knows
nothing about these private keys except the attribute sets that are attached to the
keys. Additionally, A gets all key extension components that the other parties
receive. The access rights of the private keys that belong to other parties are
determined by A. For this, A has access to a BlindKeyGen oracle that is used to
create private keys for another party. Normally, when A queries a key using the
KeyGen oracle, it receives a private key for an attribute set that is not authorized
for the challenge access structure A∗. BlindKeyGen however, will not output a
private key for A but the specified attribute set may satisfy A∗. The adversary
uses this algorithm to declare that some other party has a private key with the
specified attribute set. Now, A can query key extension components for it as if it
was its own key.

Lastly, it is possible for A to request key extension components for its own keys.
But this raises a problem. The current techniques for selective security proofs
exploit that the complete attribute set of the requested private key is known. We
want that the adversary is able to extend its key after it has been created. This is
not possible with the current proof techniques. However, we are still able to proof
security, by saying that A has to announce the possible attributes that it requests
in the extension queries in advance. In particular, when A queries a private key
for an attribute set ω, it must also announce an attribute set ω′. When A queries
key extensions for this key for an attribute set ω+, then it must be true that
ω+ ⊆ ω′. We furthermore require that ω ∪ ω′ /∈ A∗ to assure that the extended
key can not decrypt the challenge. If A queries a blind key, then the attribute
set ω′ underlies no restrictions. The challenger now knows beforehand by which
attributes the private key might be extended.

It follows the security game for selective security of a CP-ABE scheme with
PKX.
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3.1 PKX for CP-ABE

Definition 3.4 (Selective security game for CP-ABE with PKX). Let A be a ppt
adversary and Π be a CP-ABE scheme with private key extension. Moreover, let
U be the attribute universe.

CP-ABE selective access structure game PKX-CP-Sel-AA,Π(η):

1. Init: A on input 1η chooses an access structure A∗.

2. Setup: Run (params,MK) ← Setup(1η) and give the public parameters
params to A.

3. Phase I: A has oracle access to

• KeyGen for any attribute sets ω, ω′ ⊆ U with ω ∩ ω′ = ∅, ω ∪ ω′ /∈
A∗ and an index k that has not been used before. Run (Did,ω, Uid) ←
KeyGen(MK,ω), store Uid under the index k and give Did,ω to A.

• BlindKeyGen for any attribute sets ω, ω′ ⊆ U and an index k that has
not been used before. Run (Did,ω, Uid) ← KeyGen(MK,ω), store Uid
under the index k and continue to simulate A.

• ExtendKey for any attribute set ω+ ⊆ ω′ and an index k that has been
used for a KeyGen or BlindKeyGen query before. Proceed as follows:

a) Restore Uid that was saved under the index k.

b) Run (d+
id,ω+ , U ′id)← ExtendKey(MK,ω+, Uid).

c) Set ω′ := ω′ \ω+.

d) Store U ′id instead of Uid under the index k and give d+
id,ω+ to A.

4. Challenge: A outputs two plaintexts of the same length m0,m1. Choose a
bit b← {0, 1} and set EA∗ ← Enc(mb,A∗). EA∗ is given to A.

5. Phase II: Phase I is repeated.

6. Guess: A outputs a guess b′ of b. The output of the experiment is 1 if
b′ = b. Otherwise, the output is 0.

If the output of the experiment is 1, then we say that adversary A has won the
game.

The operation ω′ := ω′ \ω+ assures that A can query the key extension com-
ponents for an attribute x only once. It follows the security definition.

Definition 3.5 (Selective set security for CP-ABE with PKX). A CP-ABE scheme
Π with private key extension for an attribute universe U is selectively secure if for
every ppt adversary A there exists a negligible function µ : N→ R+ such that

Pr[PKX-CP-Sel-AA,Π(η) = 1] ≤ 1

2
+ µ(η). (3.3)

The advantage of A is defined as Pr [PKX-CP-Sel-AA,Π(η) = 1]− 1
2
.
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3. Private Key extension for ABE

This finishes the definition of a CP-ABE scheme with private key extension and
the selective security definition.

We point out that the restriction of the key extension oracle to an attribute set
ω′ might not be necessary for adaptive security, since the challenger here must be
able to create any private key (at least before the challenge phase).

Additionally, the following extension should also be considered for adaptive
security: The adversary should be able to uncover blind keys. This means it
can declare to receive the complete private key instead of solely the extensions of
it. We did not realize this feature in the selective security definition. Here, the
adversary would be allowed to uncover a blind key as long as the corresponding
attribute set ω does not satisfy the challenge access structure A∗. As pointed out
earlier, we are currently only able to create a private key in the security proof,
if the complete attribute set ω ∪ ω′ is known in advance. Hence, we would have
to restrict the BlindKeyGen oracle in the same way as the KeyGen oracle i.e.
ω ∪ ω′ /∈ A∗. But we wanted to show that the key extension components of any
key are useless for A. That is why we omitted this feature.

We now show how a CP-ABE scheme with PKE can be realized.

3.1.2 PKX for the CP-ABE scheme of Waters

In this section, we present a CP-ABE construction that supports the extension
of private keys and proof its security. The construction is based on the CP-ABE
construction of Waters [Wat11]. We extend the small universe construction such
that it is a correct CP-ABE scheme with private key extension and proof that this
construction is secure according to Definition 3.5.

We now describe the idea how to realize private key extension for the small
universe construction of Waters. First of all, we use the additional key information
Uid of the KeyGen algorithm to remember all random decisions. In the small
universe construction of Waters, the only random decision in the key generation
is an element r that is chosen uniformly at random from Zp. The ExtendKey
algorithm can then simply construct all additional private key elements that are
necessary for the private key to support the additional attributes ω+. The key
generation algorithm creates an element Dx for every attribute in the attribute set
ω that shall be assigned to the private key. Dx is of the form Dx = T rx where Tx
is a public parameter for the attribute x. Hence, ExtendKey only has to create
Dx for all x ∈ ω+ and MergeKey simply merges these values with the existing
Dx values in the private key. It is easy to show that the key extension mechanism
yields correct private keys, since the private key elements that ExtendKey creates,
are the same elements that KeyGen constructs.

It follows the construction for a CP-ABE scheme with private key extension:
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3.1 PKX for CP-ABE

Construction 3.6 (CP-ABE of Waters with PKX). Let GBM be a BM parameter
generator and U be a universe of attributes. Let Π′ = (Setup′, KeyGen′, Enc′,
Dec′) be the small universe construction of Waters [Wat11]. The CP-ABE small
universe construction with private key extension is a tuple Π = (Setup, KeyGen,
ExtendKey, MergeKey, Enc, Dec) of ppts that are defined as follows:

• Setup on input 1η:

1. Run (params,MK)← Setup′(1η) to obtain
params =

(
p,G1,GT , g, e, Y, g

a, T1, . . . , T|U|
)
, MK = gα .

2. Output (params,MK).

• KeyGen on input the master key MK and an attribute set ω ⊆ U :

1. Choose r ← Zp.
2. Run Dω := KeyGen′(MK,ω; 〈r〉).

3. Choose an identifier id for the private key.

4. Output Did,ω := Dω and Uid := r.

• ExtendKey on input the master key MK, an attribute set ω+ ⊆ U and ad-
ditional private key information Uid = r that were stored under the identifier
id:

1. Compute for all x ∈ ω+: Dx := T rx .

2. Output d+
id,ω+ = (ω+, {Dx}x∈ω+) and U ′id := Uid.

• MergeKey on input a private key Did,ω = (ω,D′, D′′, {Dx}x∈ω) and private
key extension components d+

id,ω+ = (ω+, {Dx}x∈ω+):

1. Output D+
id,ω∪ω+ := (ω ∪ ω+, D′, D′′, {Dx}x∈ω ∪ {Dx}x∈ω+).

• Enc on input a message m ∈ GT and an MSPM = (M,ρ), accepting access
structure A with M ∈ Zl×dp :

1. Run EA ← Enc′(m,M).

2. Output EA.

• Dec on input a ciphertext EA and a private key Did,ω:

1. Run m← Dec′(EA, Did,ω).

2. Output m.

We now prove the correctness of Construction 3.6 by showing that it produces
the same private keys as the original construction of Waters:

Lemma 3.7 (Correctness of CP-ABE with PKX for Waters). Let U be an attribute
universe and let Π be the CP-ABE construction with PKX from Construction 3.6.

It holds that Π is correct according to Definition 3.3.
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3. Private Key extension for ABE

Proof. We are going to proof that all conditions of Definition 3.3 hold. Therefore,
let η ∈ N, (params,MK) ∈ [Setup(1η)] and let ω0, ω

+
1 , . . . , ω

+
n ⊆ U , n ∈ N0,

be arbitrary but fixed. Let (D0, U0) ∈ [KeyGen(MK,ω0)]. Furthermore, for
j = 1, . . . , n:

(d+
j , Uj) ∈

[
ExtendKey(MK,ω+

j , Uj−1)
]

(3.4)

Dj := MergeKey(Dj−1, d+
j−1) (3.5)

We have to show that Dn is a correct key for ω := ω0 ∪
n⋃
i=1

ω+
i and params.

Let Π′ = (Setup′, KeyGen′, Enc′, Dec′) be the original small universe construc-
tion of Waters. According to Definition 2.19, Dω is the private key space for the
attribute set ω i.e. Dω contains all possible outcomes of KeyGen′(MK,ω). Note
that MK can be used as an input for KeyGen′ since it was produced by Setup′

according to Construction 3.6. Waters proves in his paper that Π′ is correct, hence
all keys in Dω are correct [Wat11]. It holds that the correctness definition for a
private key of Π (Definition3.2) is identical to Definition 2.15 and Setup, Enc and
Dec are identical to Setup′, Enc′ and Dec′ respectively. Hence, proving that Dn

is correct for ω and params according to Definition 2.15 implies that Dn is correct
according to 3.2. We therefore show that Dn ∈ Dω.

For n = 0, D0 ∈ Dω0 is obviously true, since D0 is completely computed by
KeyGen and this algorithm simply uses KeyGen′ to obtain the private key.

For n > 1, it holds that Dn looks as follows:

Dn = (ω,D′, D′′, {Dx}x∈ω0 ∪
n⋃
i=1

{Dx}x∈ω+
i

).

D′, D′′, {Dx}x∈ω0 were produced by KeyGen i.e. by KeyGen′, hence these com-
ponents are correct. Note that D′, D′′ remain correct when MergeKey adds extra
components to the key since D′, D′′ are independent of the attributes in the key.
The components {Dx}x∈ω+

i
were produced by ExtendKey. It holds that these

components are computed in the same way as in KeyGen′. Dx depends on Tx
and r. Tx comes from the public parameters and KeyGen′ as well as ExtendKey
use the same public parameters. KeyGen fixes r and gives it to KeyGen′ as the
random coin and to ExtendKey via the additional key information U . Therefore
ExtendKey and KeyGen′ use the same value for r. We get that KeyGen′ would
compute Dx for x ∈ ω+

i in the same way as ExtendKey. Hence, Dn is the output
of KeyGen′ on input ω and 〈r〉 as the random coins. This yields Dn ∈ Dω.

It remains to show that this construction satisfies the security definition from
Definition 3.5. Before we prove this formally, we explain how the proof works.

Waters has proven that the small universe construction is selectively secure
[Wat11]. We prove by a reduction that if the CP-ABE scheme of Waters Π′ is
secure, then the CP-ABE construction with PKX Π is secure as well. For this,
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let A be a ppt adversary against Π in the security game from Definition 3.4. We
create an adversary A′ for the CP-ABE scheme Π′. Since Π′ is selectively secure,
the advantage of A′ is negligible. We will show that the advantage of A must be
negligible as well.
A′ simulates an encryption scheme for A. Figure 3.1 shows how A′, A and the

challenger C exchange messages. We see that A′ simply forwards the messages
from A to C and vice versa in the Init, Setup, Challenge and Guess phase. This
is possible since these phases are identical in both security games. However,
Phase I and Phase II are different. Let T be a table that is initally empty, let
A∗ be the challenge access structure that A chooses in the Init phase and let
params =

(
p,G1,GT , g, e, Y, g

a, T1, . . . , T|U|
)

be the public parameters that C gives
to A′ in the Setup phase. Algorithm 2 shows how A′ handles the queries of A in
Phase I and Phase II.

Algorithm 1 Simulation of Phase I and Phase II (CP-ABE of Waters with PKX)

When A queries

• KeyGen for attribute sets ω, ω′ with ω ∪ ω′ /∈ A∗ and an index k:

1. Query a private key for ω ∪ ω′ from C. Let Dω∪ω′ = (ω ∪
ω′, D′, D′′, {Dx}x∈ω∪ω′) be this key.

2. Store (k, {Dx}x∈ω′ , id) in T.

3. Choose an identifer id and output Did,ω := (ω,D′, D′′, {Dx}x∈ω).

• BlindKeyGen for attribute sets ω, ω′ and an index k:

1. Choose r ← Zp and an identifier id.

2. Store (k, r, id) in T.

• ExtendKey for an attribute set ω+ ⊆ ω′ and an index k:

1. If k belongs to a blind key, then:

a) Get the entry (k, r, id) from T.

b) Set Dx = T rx for all x ∈ ω+.

c) Output d+
id,ω+ = (ω+, {Dx}x∈ω+).

2. If k belongs to a private key of A, then:

a) Get the entry (k, {Dx}x∈ω′ , id) from T.

b) Output d+
id,ω+ = (ω+, {Dx}x∈ω+).

3. Set ω′ := ω′ \ω+.

In the KeyGen query, we use the KeyGen oracle of A′ to get a private key
for ω ∪ ω′. Then, we only give the components for the attributes in ω to A.
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3. Private Key extension for ABE

Figure 3.1: The interactions between the challenger C, and the adversaries A, A′
in the security proof.
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When A queries key extensions, we simply output the components that have been
computed before.

For blind keys, we only have to output key extension components, hence it
suffices to create these. It turns out that these components do not depend on
the master key. This allows D to create the key extension components as in the
original construction.

We now prove formally that A′ correctly simulates Phase I and Phase II which
proves the security of our construction.

Theorem 3.8 (Security for CP-ABE with PKX for Waters). Let Π′ be the small
universe CP-ABE construction of Waters [Wat11] for an attribute universe U and
let Π be the corresponding CP-ABE construction with private key extension from
Construction 3.6.

If Π′ is selectively secure, then Π is selectively secure according to Definition
3.5.

Proof. Let A be a ppt that has an advantage of ε(η) in the selective security
game from Definition 3.4. The goal is to show that ε is negligible. We create
a ppt adversary A′ for Π′ that uses A. A′ forwards the messages of A to its
challenger C and vice versa in the Init, Setup, Challenge and Guess phase.

Let T be a table that is initially empty and let A∗ be the challenge access
structure that A outputs in the Init phase.

Let params =
(
p,G1,GT , g, e, Y, g

a, T1, . . . , T|U|
)

be the public parameters that
C gives to A and let MK be master key that C fixes in the Setup phase by
executing the Setup algorithm.

In Phase I and Phase II, D answers the queries of A as described in Algorithm
1. We now prove that A′ answers key queries and key extension queries correctly.

1. KeyGen queries.

The private key Dω∪ω′ that A′ gets from C is correct according to ω∪ω′ and
params. Dω∪ω′ looks as follows:

Dω∪ω′ = (ω ∪ ω′, D′, D′′, {Dx}x∈ω∪ω′)

Note thatA is allowed to query such a key since we required that ω∪ω′ /∈ A∗.

We output a private key Did,ω to A where we remove the components Dx

for x ∈ ω′. It holds that Did,ω looks as follows:

Did,ω = (ω,D′, D′′, {Dx}x∈ω).

Let r ∈ Zp be the random coin that KeyGen chooses to compute Dω∪ω′ . It
holds that

Did,ω = KeyGen(MK,ω; 〈r〉),
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hence Did,ω is correct for ω and params. r was chosen by KeyGen, hence
the distribution of Did,ω is also correct.

2. BlindKeyGen queries.

This query produces no output for A, hence it must be correct from A’s
view. Note that we choose r in this process in the same way as in the
original construction.

3. ExtendKey queries.

For key extension queries of blind keys, the random choice r from the
BlindKeyGen query is restored. It is trivial to see that the computed
private key components are correct and correctly distributed since they are
computed in the same way as in Construction 3.6. This is possible, because
these components can be computed without knowing the master key MK.

For the other key extension queries, the key components Dx, x ∈ ω′ are
restored. The algorithm then outputs the key components for ω+. It holds
that all these components are available since ω+ ⊆ ω′. If A merges the key
extension components d+

id,ω+ with the private key, then it gets the private

key that KeyGen computes for MK, ω ∪ ω+ and 〈r〉. Therefore, this is
a correct private key for ω ∪ ω+ and params. Hence, the key extension
components must be correct. The distribution of these components is also
correct, because ExtendKey does not perform any random decisions.

We get that A′ correctly simulates Phase I and Phase II. Since A′ only forwards
the messages in all other phases, we get that A′ wins if and only if A wins. Hence,
the advantage of A′ is also ε(η). But Π′ is selectively secure, hence ε(η) must be
negligible. Thus, Π must be selectively secure.

3.1.3 PKX for arbitrary CP-ABE schemes

The last section showed that it is possible to equip the CP-ABE scheme of Waters
with PKX. We exploited that private keys in the scheme of Waters have some
components that depend on the master secret and some components that depend
on attributes. Therefore, the ExtendKey algorithm does not use the master key
MK to generate the key extension components. It turns out that many other
CP-ABE schemes have private keys that are structured in the same way. We
therefore provide a general construction for a CP-ABE scheme with PKX that
bases on an arbitrary CP-ABE scheme. This scheme must have some properties
that are widely common for CP-ABE constructions. In the following, we formally
define these properties and state the generic construction for a CP-ABE scheme
with PKX. Furthermore, we show that the extended CP-ABE construction is
secure if the initial construction is secure.

We consider the private key spaces Dω of a CP-ABE scheme Π. We require that
it is possible to separate the private key spaces. The following definition shows
how this separation looks like.
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Definition 3.9 (Separable private keys). Let Π be a CP-ABE scheme for an
attribute universe U . We say that Π has separable private keys, if for all η ∈ N,
(params, MK) ∈ [Setup(1η)], there exist well-defined sets D, {Dx}x∈U such that
for k ∈ N, ω = (x1, . . . , xk) ⊆ U , the private key space Dω can be written as

Dω = D× Dx1 × . . .× Dxk .

The intuition behind this definition is that the set Dx contains all components
of the private key that depend on an attribute x while D contains all components
that do not depend on any attribute.

We want to assure that is possible to compute key extension components for the
CP-ABE scheme Π without the master key. An algorithm that is able to achieve
this is called a key extension generator.

Definition 3.10 (Key extension generator). Let Π be a CP-ABE scheme for an
attribute universe U . that has separable private keys. Let η ∈ N, (params,MK) ∈
[Setup(1η)]. Furthermore, let COIN ω

KeyGen be the coin space of KeyGen on input
params, MK and ω ⊆ U .

A key extension generator K is a ppt that on input params, ω+ = (x1, . . . , xk) ⊆
U with k ∈ N, and U := r where r ∈ COIN ω

KeyGen outputs key extension compo-

nents d+ ∈ Dx1 × . . .× Dxk and U ′ ∈ COIN ω∪ω+

KeyGen.

(d+, U ′)← K(params, ω+, U).

We require that for every n ∈ N, for all pairwise disjoint ω0, ω
+
1 , . . . , ω

+
n ⊆ U ,

ω := ω0 ∪
n⋃
i=1

ω+
i , it holds that for every Dω ∈ Dω:

Pr[KeyGen(MK,ω) = Dω] = Pr[XK(ω0, ω
+
1 , . . . , ω

+
n ) = Dω].

Here, XK(ω0, ω
+
1 , . . . , ω

+
n ) is a random variable that is defined by the following

random experiment:

1. Choose r ← COIN ω0
KeyGen and set U0 := r.

2. Run Dω0 := KeyGen(MK,ω0; r).

3. For i = 1, . . . n, do:

a) Run (d+
i , Ui)← K(params, ω+

i , Ui−1).

4. Output Dω0‖d+
1 ‖ . . . ‖d+

n .

By definition of K, it is assured that Dω0‖d+
1 ‖ . . . ‖d+

n is a correct private key
and has the same distribution as a private keys that was produced by KeyGen
for ω.

We are now able to define the extension of a private key. The private key
extension components d+ for an attribute set ω+ = (x1, . . . , xk+) ⊆ U , k+ ∈ N are
an element from the set Dx1 × . . .×Dxk+

. To assure that the extended key Dω∪ω+
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3. Private Key extension for ABE

has the desired structure, it suffices to append the key extension components to
the private key Dω. We write Dω‖d+ to denote that d+ is appended to Dω.

We now state a lemma that we use in the security proof. The lemma shows
the following: Let Dω∪ω′ be a private key that belongs to an attribute set ω ∪ ω′.
Suppose that we remove all components in Dω∪ω′ that belong to attributes in ω′.
The lemma shows that the remaining components Dω form a private key that is
correct for ω and has the same distribution as a private key that is computed by
KeyGen for ω.

Lemma 3.11 (Reduced private keys have correct distribution). Let Π be a CP-
ABE scheme for an attribute universe U that has separable private keys. Let K
be a key extension generator for Π. Let η ∈ N, (params,MK) ∈ [Setup(1η)].
Furthermore, let k ∈ N, ω, ω′ ⊆ U , ω ∩ ω′ = ∅, ω′ = (x1, . . . , xk).

For all Dω ∈ Dω, it holds that

Pr[KeyGen(MK,ω) = Dω] = Pr[KeyGen(MK,ω ∪ ω′) = Dω‖d+
ω′ ] (3.6)

where d+
ω′ ∈ Dx1 × · · · × Dxk .

Proof. Note that it is possible to write the output of KeyGen for ω∪ω′ as Dω‖d+
ω′ ,

since Π has separable private keys.
Let XK be the random experiment from Definition 3.10. Assume that we use

XK to produce a private key for ω ∪ω′ by creating a private key for ω and extend
this key with the attribute set ω′. By definition of K, it holds that the resulting
private key has the same distribution as a private key that is computed with
KeyGen for ω ∪ ω′. We get that

Pr[KeyGen(MK,ω ∪ ω′) = Dω‖d+
ω′ ] = Pr[XK(ω, ω′) = Dω‖d+

ω′ ]. (3.7)

Since d+
ω′ is arbitrary, the above probability is fixed by Dω. It holds that XK

computes Dω with KeyGen. Hence,

Pr[XK(ω, ω′) = Dω‖d+
ω′ ] = Pr[KeyGen(MK,ω) = Dω]. (3.8)

Combining (3.7) and (3.8) proves the lemma.

We are now ready to construct a CP-ABE scheme with PKX from a plain
CP-ABE scheme. We use the key extension generator K to create key exten-
sion components in the ExtendKey algorithm. Since private keys are separable,
MergeKey only has to append the key extension components d+

id,ω+ to the private
key Did,ω. The resulting CP-ABE scheme is given in Construction 3.12.

Construction 3.12 (CP-ABE with PKX for arbitrary schemes). Let Π′ = (Setup′,
KeyGen′, Enc′, Dec′) be a CP-ABE scheme for an attribute universe U that has
separable private keys. Let K be a key extension generator for Π′. The CP-ABE
scheme Π with private key extension is a tuple (Setup, KeyGen, ExtendKey,
MergeKey, Enc, Dec) of ppts that are defined as follows:
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3.1 PKX for CP-ABE

• Setup on input 1η:

1. Run (params,MK)← Setup′(1η).

2. Output (params,MK).

• KeyGen on input the master key MK and an attribute set ω ⊆ U :

1. Choose random coins r for KeyGen′.

2. Run Dω := KeyGen′(MK,ω; r).

3. Choose an identifier id for the private key.

4. Output Did,ω := Dω and Uid := r.

• ExtendKey on input the master key MK, an attribute set ω+ ⊆ U and
additional private key information Uid that were stored under the identifier
id:

1. Run K on input params, ω+ and Uid. K outputs d+ and U ′id.

2. Output d+
id,ω+ := (ω+, d+) and U ′id.

• MergeKey on input a private key Did,ω and private key extension compo-
nents d+

id,ω+:

1. Set
D+
id,ω∪ω+ := Did,ω‖d+

id,ω+ .

2. Output D+
id,ω∪ω+.

• Enc on input a message m and an access structure A:

1. Run EA ← Enc′(m,A).

2. Output EA.

• Dec on input a ciphertext EA and a private key Did,ω:

1. Run m← Dec′(EA, Did,ω).

2. Output m.

The following lemma shows that Π is correct:

Lemma 3.13 (Correctness for CP-ABE with PKX for arbitrary schemes). Let
Π′ be a CP-ABE scheme for an attribute universe U and K be a key extension
generator for Π′. Let Π be the CP-ABE scheme with PKX from Construction 3.12
that is based on Π′.

If Π′ is a correct scheme according to Definition 2.16, then Π is correct according
to Definition 3.3.
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3. Private Key extension for ABE

Proof. We are going to proof that the condition of Definition 3.3 holds. Therefore,
let η ∈ N, (params,MK) ∈ [Setup(1η)] and let ω0, ω

+
1 , . . . , ω

+
n ⊆ U , n ∈ N0 be

arbitrary but fixed. Let (D0, U0) ∈ [KeyGen(MK,ω0, id)]. Furthermore, let for
j = 1, . . . , n:

(d+
j , Uj) ∈ [ExtendKey(MK,ω+

j , Uj−1)] (3.9)

Dj := MergeKey(Dj−1, d+
j ). (3.10)

We show that Dn is a correct key for ω := ω0 ∪
n⋃
i=1

ω+
i and params. Let Π′ =

(Setup′, KeyGen′, Enc′, Dec′). Since Π′ is correct, it suffices to proof that Dn ∈
Dω. Like in the proof of Lemma 3.7, we have that Setup, Enc and Dec are
identical to Setup′, Enc′ and Dec′ respectively and Definition 2.15 is identical
to Definition 3.2. Hence, Dn ∈ Dω proves that Dn is correct for ω and params
according to Definition 2.15 and Definition 3.2.

For n = 0, D0 ∈ Dω0 is obviously true, since KeyGen uses KeyGen′ to compute
D0 and we required that Π′ is correct.

For n > 1, we have that ExtendKey produces key extension components and
MergeKey appends these components to the existing key. ExtendKey uses K,
hence this process is identical to the random experiment XK(ω0, ω

+
1 , . . . , ω

+
n ) in

Definition 3.10. It holds that Dn is the output of this process. We get that the
distribution of Dn is identical to the distribution of the output of KeyGen′ on
input MK and ω. Hence, Dn is correct for ω and params. This proves the
lemma.

It remains to show that Construction 3.12 is selectively secure. We now ex-
plain how the proof works. The structure for this proof is the same as for the
construction of Waters: Let A be a ppt adversary for the extended scheme Π.
We construct an adversary A′ for the plain CP-ABE scheme Π′ that simulates an
encryption scheme for A. The interaction between A, A′ and the challenger C is
the same as in Figure 3.1.

Let T be a table that is initally empty, let A∗ be the challenge access structure
that A chooses in the Init phase and let params be the public parameters that C
gives to A′ in the Setup phase.

Algorithm 2 shows how A′ handles the key queries of A.
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3.1 PKX for CP-ABE

Algorithm 2 Simulation of Phase I and Phase II (CP-ABE with PKX for arbi-
trary schemes)

When A queries

• KeyGen for attribute sets ω, ω′ with ω ∪ ω′ /∈ A∗ and an index k:

1. Query a private key for ω ∪ ω′ from C. Let Dω∪ω′ be this key.

2. Let

Dω∪ω′ = Dω‖d+
ω′ .

3. Store (k, d+
ω′ , id) in T.

4. Choose an identifier id and output Did,ω := Dω.

• BlindKeyGen for attribute sets ω, ω′ and an index k:

1. Choose a random coin r for KeyGen and an identifier id.

2. Set Uid := r.

3. Store (k, Uid, id) in T.

• ExtendKey for an attribute set ω+ ⊆ ω′ and an index k:

1. If k belongs to a blind key, then:

a) Get the entry (k, Uid, id) from T.

b) Run (d+
id,ω+ , U ′id)← K(params, ω+, Uid).

c) Set Uid := U ′id and update the entry (k, id, Uid) in T.

d) Output d+
id,ω+ .

2. If k belongs to a private key of A, then:

a) Get the entry (k, d+
ω′ , id) from T.

b) Take all components from d+
ω′ that depend on attributes in ω+. Let

d+
id,ω+ be the set of these components.

c) Output d+
id,ω+ .

3. Set ω′ := ω′ \ω+.

If A queries a key, then A′ forwards the query to C but it uses ω ∪ ω′ as the
attribute set. Since private are separable, it is easy to extract the components
of Dω∪ω′ that belong to ω or no attribute and give them to the adversary. We
will show that these components form a correct private key for ω. The remaining
components are used for the key extensions.
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3. Private Key extension for ABE

For blind keys, we are able to use the key extension generator K. This is possible
since it does not need the master key as input.

The following theorem states that Construction 3.12 is selectively secure.

Theorem 3.14 (Security for CP-ABE with PKX). Let Π′ be a CP-ABE scheme
for an attribute universe U that has separable private keys and let K be a key exten-
sion generator for Π′. Let Π be the CP-ABE scheme with PKX from Construction
3.12.

If Π′ is selectively secure according to Definition 2.18, then Π is selectively secure
according to Definition 3.5.

Proof. Let A be a ppt adversary for Π in the selective security game from Def-
inition 3.4 with advantage ε(η). We construct an adversary A′ for the CP-ABE
scheme Π′. A′ simulates an encryption scheme for A by forwarding the messages
between A and C in the Init, Setup, Challenge and Guess phase. This is possible
because these phases are identical in both security games. In Phase I and Phase
II, A′ uses Algorithm 2.

Let A∗ be the access structure that A chooses in the Init phase. Let params
be the public parameters and let MK be the master key that C fixes in the Setup
phase by executing the Setup algorithm. We now proof that A simulates Phase I
and Phase II correctly.

1. KeyGen queries.

We query a key for the attribute set ω ∪ω′ from C. This is possible because
ω ∪ ω′ does not satisfy A∗. Since Π′ has separable private keys, Dω∪ω′ can
be written as

Dω∪ω′ = Dω‖d+
ω′ .

We give Dω to A. It holds that Dω∪ω′ is produced by KeyGen′. Lemma 3.11
shows that Dω has the same distribution as the output of KeyGen′ for MK
and ω. Hence, Dω is a correct private key for ω and params and correctly
distributed.

2. BlindKeyGen queries.

This query produces no output for A, hence it must be correct from A’s
view. Note that we choose r in this process in the same way as in the
original construction.

3. ExtendKey queries.

(i) i belongs to a blind key.

Here, we execute the key extension generator K. Note that all input
parameters for K are known since A′ gets params from C in the Setup
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3.2 PKX for KP-ABE

phase. Therefore the key extension components that are created here
must be correct and have the correct distribution.

(ii) i belongs to a private key of A′.
Here, A takes the components d+

ω′ that have been computed in the
key query for the key with index k and outputs the components in d+

ω′

that depend on ω+. We required that ω+ ⊆ ω′, thus we can be sure
that d+

ω′ contains the desired components.

Let d+
ω+ be the components that A′ gives to A in this query. Let Dω be

the private key for the attribute set ω that A receives in the KeyGen
query for the index k. We have to show that d+

ω+ are correct.

If A executes MergeKey, then it gets

Dω‖d+
ω+ .

It holds that all components in the above expression come from the
private key Dω∪ω′ that A queried from C in the KeyGen query for
the index k. With Lemma 3.11, we get that Dω‖d+

ω+ is distributed in
the same way as the output of KeyGen′ on input MK and ω ∪ ω+.
Hence, all components in Dω‖d+

ω+ and in particular, the key extension
components d+

ω+ that A′ gives to A are correct and have the correct
distribution.

We get that A′ wins if and only if A wins, hence the advantage of A′ is ε(η) and
therefore equal to the advantage of A. Since Π′ is selectively secure, ε(η) must be
negligible.

3.2 PKX for KP-ABE

The previous section showed how private key extension works for CP-ABE. In
this section, we introduce this mechanism for KP-ABE. Again, we define what
key extension means, extend the KP-ABE scheme and the security definition and
show how KP-ABE schemes with PKX can be realized. Here, we introduce two
KP-ABE constructions that will support private key extension, namely the KP-
ABE construction of Goyal et. al. [GPSW06] and the construction of Rouselakis
and Waters [RW13].

3.2.1 Extended KP-ABE scheme and security definition

We start with the definition of private key extension for KP-ABE schemes. Private
keys are generated with an access structure A. Extending a private key DA means
that we want to extend A to an access structure A+. The extended private key
D+ then belongs to the access structure A+. It must be true that A ⊆ A+. Note
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3. Private Key extension for ABE

that A+ denotes the access structure of the extended key, while in CP-ABE, the
attribute set ω+ listed the attributes that shall be added to the existing attribute
set ω.

For the definition of the extended KP-ABE scheme, we use the same ideas as for
CP-ABE. We introduce a private key identifier and two algorithms ExtendKey
and MergeKey. The correctness condition is also equivalent to the one in the
CP-ABE scheme (Definition 3.2 and 3.3). The scheme is based on the KP-ABE
scheme in Definition 2.8.

Definition 3.15 (KP-ABE scheme with PKX). A key-policy ABE scheme Π with
private key extension for a an attribute universe U is a tuple (Setup, KeyGen,
ExtendKey, MergeKey, Enc, Dec) of ppts such that

1. Setup(1η) : Setup on input 1η outputs the public parameters params and
the master key MK. We assume that all following algorithms get params
as an additional input parameter.

(params,MK)← Setup(1η)

2. KeyGen(MK,A): KeyGen on input the master key MK and an access
structure A outputs a private key Did,A and additional key information Uid
where id is an identifier for the private key that is chosen by the PKG. Uid
is stored by the PKG.

(Did,A, Uid)← KeyGen(MK,A)

3. ExtendKey(MK,A+, Uid) : ExtendKey on input the master key MK, an
access structure A+ and additional key information Uid that belong the pri-
vate key with identifier id outputs private key extension components d+

id,A+

and updated additional key information U ′id. The PKG stores U ′id and omits
Uid.

(d+
id,A+ , U ′id)← ExtendKey(MK,A+, Uid)

4. MergeKey(Did,A, d
+
id,A+) : MergeKey on input a private key Did,A and pri-

vate key extension components d+
id,A+ outputs a private key D+

id,A+. We as-
sume that MergeKey is deterministic.

D+
id,A+ := MergeKey(Did,A, d

+
id,A+)

5. Enc(m,ω) : Enc on input a message m and an attribute set ω outputs a
ciphertext Eω.

Eω ← Enc(m,ω)

6. Dec(Eω, Did,A) : Dec on input a ciphertext Eω and a private key Did,A out-
puts a special failure symbol ⊥ or a plaintext m.

m← Dec(Eω, Did,A)

Like in CP-ABE with PKX, we now define the correctness of a single private
key:
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Definition 3.16 (Correctness of private key). Let Π be a KP-ABE scheme with
PKX for an attribute universe U and let η ∈ N, (params,MK) ∈ [Setup(1η)]. A
private key D is correct for an access structure A and params, if for all attribute
sets ω ⊆ U and for all messages m, it holds that:

1. If ω ∈ A, then Dec(Enc(m,ω), D) always outputs m.

2. If ω /∈ A, then Dec(Enc(m,ω), D) always outputs ⊥.

It follows the correctness for a KP-ABE scheme with PKX:

Definition 3.17 (Correctness of KP-ABE scheme with PKX). Let Π be a KP-
ABE scheme with PKX for an attribute universe U . We say that Π is correct,
if for all 1η, for all (params,MK) ∈ [Setup(1η)], for all n ∈ N0, for all access
structures A0 ⊆ A+

1 ⊆ . . . ⊆ A+
n ⊆ 2U \ {∅}, for (D0, U0) ∈ [KeyGen(MK,A0)]

and for j = 1, . . . , n:

(d+
j , Uj) ∈ [ExtendKey(MK,A+

j , Uj−1)] (3.11)

Dj := MergeKey(Dj−1, d+
j−1) (3.12)

it holds that Dn is a correct private key for A+
n and params according to Definition

3.16.

The security definition for this scheme is adapted from the security definition for
a KP-ABE scheme (Definition 2.12). Again, we use the same idea as for CP-ABE
to extend this definition for private key extension. For private key queries, A has
to announce two access structures A, A′. It then gets a key for A. If A queries a
key extension for an access structure A+, then it must be true that A+ ⊆ A′.

Definition 3.18 (Selective security game for KP-ABE with PKX). Let A be a
ppt adversary and Π be a KP-ABE scheme with private key extension. Moreover,
let U be the attribute universe.

KP-ABE selective set game PKX-KP-Sel-SetA,Π(η):

1. Init: A on input 1η chooses an attribute set ω∗.

2. Setup: Run Setup(1η) and give the public parameters params to A.

3. Phase I: A has oracle access to

• KeyGen for any access structures A,A′ ⊆ 2U \ {∅} for which A ⊆
A′, ω∗ /∈ A′ and an index k that has not been used before. Run
(Did,A, Uid) ← KeyGen(MK,A), store A′ and Uid under the index k
and give Did,A to A.

• BlindKeyGen for any access structures A,A′ ⊆ 2U \ {∅} for which A ⊆
A′ and an index k that has not been used before. Run (Did,A, Uid) ←
KeyGen(MK,A), store Uid under the index k and continue to simulate
A.
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• ExtendKey for any access structure A+ ⊆ A′ and an index k that has
been used for a KeyGen or BlindKeyGen query before. Proceed as
follows:

a) Restore Uid that was saved under the index k.

b) Run (d+
id,ω+ , U ′id)← ExtendKey(MK,ω+).

c) Store U ′id instead of Uid under the index k and give d+
id,ω+ to A.

4. Challenge: A outputs two plaintexts of the same length m0,m1. Choose a
bit b← {0, 1} and set Eω∗ ← Enc(mb, ω

∗). Eω∗ is given to A.

5. Phase II: Phase I is repeated.

6. Guess: A outputs a guess b′ of b. The output of the experiment is 1 if
b′ = b. Otherwise, the output is 0.

If the output of the experiment is 1, then we say that adversary A has won the
game.

It follows the security definition:

Definition 3.19 (Selective security for KP-ABE with PKX). A KP-ABE scheme
Π with private key extension for an attribute universe U is selectively secure if for
every ppt adversary A there exists a negligible function µ : N→ R+ such that

Pr [PKX-KP-Sel-SetA,Π(η) = 1] ≤ 1

2
+ µ(η). (3.13)

The advantage of A is defined as Pr [PKX-KP-Sel-SetA,Π(η) = 1]− 1
2
.

3.2.2 Extension of monotone span programs

The KP-ABE construction of Goyal et. al. as well as the construction of Rouse-
lakis and Waters use MSPs to express access structures in the private keys [GPSW06,
RW13]. Extending a private key therefore means that the corresponding MSP will
be extended. We show here how the extension of an MSP M to an MSP M+

looks like.

We first of all consider the extension of an arbitrary access structure A to an
access structure A+. We look at the threshold tree T that represents the access
structure A. There are two ways to extend T :

1. A leaf node with an attribute is attached to an existing threshold gate T .

2. A threshold tree is attached to an existing threshold gate T .
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Both cases lead to a modified tree T + that it is satisfied by more attribute sets
than T . A+ denotes the access structure that is represented by T +.

We now consider the extension of MSPs. Let M be the matrix in M and let
M+ be the matrix inM+. We assume that M+ contains all rows of M and some
additional rows. It is possible that the rows of M are filled with zeros to match
the column number of the new rows.

Definition 3.20 (Extended MSP). Let F be a field and let U be an attribute
universe. Let M = (M,ρ) with M ∈ Fl×d and let M+ = (M+, ρ+) with M+ ∈
Fl+×d+, l+ ≥ l, d+ ≥ d be MSPs over F. We define l′ := l+ − l and M ′ ∈ Fl′×d+

as the sub-matrix of M+ that contains the last l′ rows of M+.

We say that M+ is an extension of M, if

M+ =

 M

0 · · · 0
...

...
0 · · · 0
M ′


and ρ+(i) = ρ(i) for 1 ≤ i ≤ l. We refer to the rows in M ′ as the new rows of
M+.

It holds that there exist monotone span programs that accept A such that
an extension M+ of M accepts A+. This is for example possible, if MSPs are
constructed from a threshold tree with the algorithm of Nikov and Nikova [NN04].

The advantage of the structure of M+ is that the shares in a share vector λ
that has been created for M can still be used as the shares for the first l rows of
M+. This is shown with the following lemma:

Lemma 3.21 (Shares remain the same after extension). Let F be a field and let
U be an attribute universe. Let M = (M,ρ) with M ∈ Fl×d and M+ = (M+, ρ+)
with M+ ∈ Fl+×d+, l+ ≥ l, d+ ≥ d be MSPs over F where M+ is an extension of
M. Let r ∈ Fd and r+ ∈ Fd+ be random vectors.

If r+
j = rj for 1 ≤ j ≤ d, then for 1 ≤ i ≤ l:

M+
i · r+ = Mi · r.

Proof. Let 1 ≤ i ≤ l. We have that M+ is an extension of M, hence the first d
coefficients of the i-th row of M+ are the i-th row of M . The remaining coefficients
of M+

i are zero. Furthermore, we defined that the first d coefficients of r+ are
from r. The following equation proves the lemma:
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M+
i · r+ =

d+∑
j=1

M+
ij · r+

j

=
d∑
j=1

=Mij︷︸︸︷
M+

ij ·

=rj︷︸︸︷
r+
j +

d+∑
j=d+1

M+
ij ·

=0︷︸︸︷
r+
j

= Mi · r.

3.2.3 PKX for the KP-ABE scheme of Goyal et. al.

In this section, we present a KP-ABE scheme with PKX that is based on the
small universe MSP construction of Goyal et. al. [GPSW06]. Access structures
are expressed with MSPs, hence every private key D is generated for an MSPM.
We assume that ExtendKey gets an MSPM+ that is an extension ofM. Apart
from that, we use the same ideas to extend the scheme as for CP-ABE in Section
3.1.2: We use U to store the random decisions in the KeyGen algorithm. Here,
KeyGen chooses a vector r uniformly at random to distribute the master secret
α with it. ExtendKey then restores r and extends it with additional coefficients,
if necessary. This is done because the extended MSP might have more columns
than the original MSP M. Finally, ExtendKey computes the key components
for the new rows in M+ and MergeKey merges the new components with the
existing components in D.

However, in contrast to CP-ABE, the key components that contain the mas-
ter secret α are not independent from the key components that depend on the
attributes. It is therefore possible that the key extension components allow to de-
crypt some ciphertext. But the security definition requires that the key extension
components are useless. To assure this, we will mask the key extension compo-
nents with a masking factor γ. γ is fixed in the KeyGen algorithm and is given
to the user with the private key. ExtendKey uses γ to mask the key extension
components. MergeKey uses γ from the private key to unmask the key extension
components.

Construction 3.22 (KP-ABE of Goyal et. al. with PKX). Let GBM be a BM
parameter generator and U be a universe of attributes. Let Π′ = (Setup′, KeyGen′,
Enc′, Dec′) be the small universe MSP construction of Goyal et. al. [GPSW06].
The KP-ABE small universe construction with private key extension is a tuple Π =
(Setup, KeyGen, ExtendKey, MergeKey, Enc, Dec) of ppts that are defined as
follows:

• Setup on input 1η:

1. Run (params,MK)← Setup′(1η) to obtain
params =

(
p,G1,GT , g, e, Y, T1, . . . , T|U|

)
, MK = (t1, . . . , t|U|, α) .
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2. Output (params,MK).

• KeyGen on input the master key MK and an MSP M = (M,ρ), accepting
access structure A with M ∈ Zl×dp :

1. Choose r2, . . . , rd ← Zp and set r := (r2, . . . , rd).

2. Run DA := KeyGen′(MK,M; 〈r〉).

3. Choose an identifier id for the private key.

4. Choose γ ← Zp.

5. Output Did,A = (DA, γ) and Uid := (γ, l, r).

• ExtendKey on input the master key MK = (t1, . . . , t|U|, α), an MSPM+ =

(M+, ρ+), accepting access structure A+ with M+ ∈ Zl+×d+p and additional
key information Uid = (γ, l, r) that were stored under the identifier id:

1. Choose rd+1, . . . , rd+ ← Zp and set r+ := (α, r2, . . . , rd, rd+1, . . . , rd+)T

where r = (r2, . . . , rd)
T .

2. For i = l + 1, . . . , l+, set:

Di :=

g
M+

i · r+

tρ+(i)


γ−1

. (3.14)

3. Set r+ := (r2, . . . , rd, rd+1, . . . , r
+
d+)T .

4. Output d+
id,A+ = (M+, {Di}i∈{l+1,...l+}) and U ′id := (γ, l+, r+).

• MergeKey on input a private key Did,A = (M, {Di}i∈{1,...l}, γ) and private
key extension components d+

id,A+ = (M+, {Di}i∈{l+1,...l+}):

1. For i = l + 1, . . . , l+, set: Di := Dγ
i .

2. Output D+
id,A+ := (M+, {Di}i ∈{1,...l+}).

• Enc on input a message m ∈ GT and an attribute set ω ⊆ U :

1. Run Eω ← Enc′(m,ω).

2. Output Eω.

• Dec on input ciphertext Eω and a private key DA:

1. Run m← Dec′(Eω, DA).

2. Output m.
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3. Private Key extension for ABE

We store the row dimension l of M in Uid so that ExtendKey knows where
the new rows of M+ begin. The column dimension d is implicitly given by the
random vector r.

The following lemma shows that this construction is a correct KP-ABE scheme
with PKX:

Lemma 3.23 (Correctness of KP-ABE with PKX for Goyal et. al.). Let U be an
attribute universe and let Π be the KP-ABE construction with PKX from Con-
struction 3.22.

It holds that Π is correct according to Definition 3.17.

Proof. We are going to proof that all conditions of Definition 3.17 hold. Therefore,
let η ∈ N, (params,MK) ∈ [Setup(1η)], and let A0 ⊆ A+

1 ⊆ . . . ⊆ A+
n ⊆ 2U \ {∅}

be access structures. Let n ∈ N0 be arbitrary but fixed. Let M0, . . . ,Mn be
MSPs over Zp whereM0 accepts A0, and for 1 ≤ j ≤ n,Mj accepts A+

j andMj

is an extension of Mj−1. Let (D0, U0) ∈ [KeyGen(MK,M0)]. Furthermore, set
for j = 1, . . . , n:

(d+
j , Uj) ∈ [ExtendKey(MK,M+

j , Uj−1)] (3.15)

Dj := MergeKey(Dj−1, d+
j−1) (3.16)

We have to show that Dn is a correct key according to A+
n . For this, we show

by induction over j that Dj is a correct key for A+
j .

Induction begin: j = 0

Let Π′ = (Setup′, KeyGen′, Enc′, Dec′) be the small universe MSP construction
of Goyal et. al. [GPSW06]. We have to show that D0 is correct according to
A0. D0 was produced by the KeyGen algorithm and KeyGen uses KeyGen′ to
compute the D0. Since Π′ is correct, this private key is correct for A0 and params
according to Definition 2.9. Since Setup, Enc and Dec are identical to Setup′,
Enc′ and Dec′ respectively and Definition 3.16 is identical to Definition 2.9, we
get that D0 is correct according to Definition 3.16.

Induction step: j − 1→ j

We assume that Dj−1 is correct according to A+
j−1. We have to show that Dj

is correct according to A+
j . We show that Dj is a possible output of KeyGen′ on

input MK and Mj. Note that MK can be used as an input for KeyGen′ since
it was produced with Setup′.

LetMj−1 = (M,ρ) with M ∈ Zl×dp ,Mj = (M+, ρ+) with M+ ∈ Zl+×d+p and let
γ be the masking factor that is chosen by KeyGen. Furthermore, let r ∈ Zdp be

the random vector that is used in Dj−1 and let r+ ∈ Zd+p be the random vector
that is set in the j-th call of ExtendKey. Note that r+

1 = α, thus r+ is a correct
random vector.

It holds that

Dj = (M, {Di}i∈{1,...,l+}, γ),
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3.2 PKX for KP-ABE

hence the structure of Dj is correct. We now show that the components Di for
all 1 ≤ i ≤ l+ are correct.

(i) l + 1 ≤ i ≤ l+.

In this case, Di is computed by the j-th call of ExtendKey. It holds that

Di = g

M+
i · r+

tρ+(i) .

Note that the masking factor γ is removed in the j-th call of MergeKey.
It is easy to see that Di is correct since it is computed in the same way as
in KeyGen′. Here, we fix r+ as the random vector for Dj.

(ii) 1 ≤ i ≤ l.

Here, Di is taken from Dj−1. It holds that

Di = g

Mi · r
tρ(i) .

M+ is an extension ofM, hence ρ+(i) = ρ(i). Furthermore, it holds that the
first d values of r+ are identical to r. These values are given to ExtendKey
with the additional key information Uj−1. By Lemma 3.21, we know that
M+

i · r+ = Mi · r, hence KeyGen′ on input MK and M+ computes the
same value for Di, if it uses r+ as the random vector.

We get that Dj is the output of KeyGen on input Mj if it uses r+ as the
random vector. Thus, Dj is correct according to A+

j and params.

Now, we proof the security of Construction 3.22. In the security game, A has
to announce two access structures A, A′ in KeyGen. If A calls ExtendKey for
A+, then A+ ⊆ A′. LetM,M′,M+ be MSPs that accept A, A′, A+ respectively.
We assume that M+ is an extension of M and M′ is an extension for M+.
Consequently, M′ is an extension for M.

In contrast to the security proofs for CP-ABE, we proof the security of Π with
the original security assumption i.e. the DBDH assumption from Definition 2.23.
This is necessary because we need the values from the challenge of the DBDH game
to simulate key extensions for blind keys. We take the distinguisher D from the
security proof of Goyal et. al. [GPSW06] and only modify Phase I and Phase II.
Furthermore, we use the masking factor γ to compute key extension components
for blind keys without knowing the master secret α.
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3. Private Key extension for ABE

Theorem 3.24 (Security of KP-ABE with PKX for Goyal et. al.). Let GBM be
a BM parameter generator and let Π the KP-ABE scheme with PKX from Con-
struction 3.22.

If GBM satisfies the DBDH assumption, then Π is selectively secure according to
Definition 3.19.

Proof. Let A be an arbitrary ppt adversary against Π in the selective set game
from Definition 3.18 with advantage ε(η). We construct a distinguisher D that
uses A in the same way as in the security proof of Goyal et. al. [GPSW06].

Let T be a table that is initally empty and let ω∗ be the challenge attribute set
that A chooses in the Init phase.

In Setup, D implicitly sets the master key as α = a · b and for each x ∈ U , it
chooses βx ← Zp and implicitly sets

tx =

{
βx If x ∈ ω∗
b · βx otherwise.

(3.17)

a and b are fixed by the challenger in the DBDH game (Definition 2.22) and are
implicitly given to D. Let params be the public parameters that D gives to A
and let MK be the master key that D implicitly sets. The other values of params
and the correctness proofs for them can be found in [GPSW06].

In Phase I and Phase II, D answers key queries of A as shown in Algorithm 3.

Algorithm 3 Simulation of Phase I and Phase II (KP-ABE of Goyal et. al. with
PKX)

When A queries

• KeyGen for MSPs M = (M,ρ), M′ = (M ′, ρ′) with M ∈ Zl×dp , M ′ ∈ Zl′×d′p

where M accepts an access structure A and M′ accepts A′ with A ⊆ A′,
ω∗ /∈ A′, M′ is an extension of M and an index k:

1. Create a private key forM′ in the same way as in the original definition
of D. Let DA′ = (M′, {Di}i∈{1,...,l′}) be this key.

2. Choose an identifer id and γ ← Zp.
3. Store (k, {Di}i∈{l+1,...l′}, γ, id) in T.

4. Output Did,A := (M, {Di}i∈{1,...l}, γ).

• BlindKeyGen for MSPs M = (M,ρ), M′ = (M ′, ρ′) with M ∈ Zl×dp ,

M ′ ∈ Zl′×d′p where M accepts an access structure A, M′ accepts A′ with
A ⊆ A′, M′ is an extension of M and an index k:

1. Choose σ2, . . . , σd ← Zp.
2. Choose γ′ ← Zp and an identifier id.

3. Store (k, σ2, . . . , σd, γ
′, l, id) in T.
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3.2 PKX for KP-ABE

• ExtendKey for an MSP M+ = (M+, ρ+) with M+ ∈ Zl+×d+p that accepts
an access structure A+ with A+ ⊆ A′, M′ is an extension of M+ and an
index k:

1. If k belongs to a blind key, then:

a) Get the entry (k, σ2, . . . , σd, γ
′, l, id) from T.

b) For j = d+ 1, . . . , d+, choose σj ← Zp and set

σ := (1, σ2, . . . , σd, σd+1, . . . , σd+)T .

c) For i := l + 1, . . . , l+, set

Di =



B
M+

i · σ
βρ+(i)


γ′−1

if ρ+(i) ∈ ω∗

g
M+

i · σ
βρ+(i)


γ′−1

otherwise

.

d) Update the entry in T under the index k to
(k, σ2, . . . , σd, σd+1, . . . , σd+ , l

+, γ′, id).

e) Output d+
id,A+ = (M+, {Di}i∈{l+1,...,l+}).

2. If k belongs to a private key of A, then:

a) Get the entry (k, {Di}i∈{l+1,...l′}, γ, id) from T.

b) For i = l + 1, . . . , l+, set Di := Dγ−1

i .

c) Output d+
id,A+ = (M+, {Di}i∈{l+1,...,l+}).

The term B = gb is taken from the challenge of the security game for DBDH
(Definition 2.22). We required that M+ is an extension of M and M′ is an
extension of M and M+. Thus, l′ ≥ l+ ≥ l and d′ ≥ d+ ≥ d. We now show that
D simulates Phase I and II correctly.

1. KeyGen queries.

We create a private key DA′ for the access structure A′ as in the origi-
nal definition of D. This is possible because ω∗ is not authorized for A′.
Goyal et. al. have shown that their distinguisher creates correct private keys
[GPSW06]. However, they used a different target vector. In Section 3.2.5,
we show that it is still possible for D to create correct private keys with the
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3. Private Key extension for ABE

target vector ε = (1, 0, . . . , 0). D gives a key Did,A to A that contains the
first l components of DA′ . We have to show that Did,A is correct for A and
params.

We proof that Did,A is correct for A and params by showing that Did,A a
possible output of KeyGen on input MK and M. Let r′ ∈ Zd′p be the
random vector that D implicitly uses to compute DA′ . Let r ∈ Zdp with
rj = r′j for 1 ≤ j ≤ d. Since, M′ is an extension of M, we get with Lemma
3.21 that M ′

i · r′ = Mi · r for 1 ≤ i ≤ l. This implies for 1 ≤ i ≤ l

Di = g

M ′
i · r′

tρ(i) = g

Mi · r
tρ(i) ,

hence Did,A identical to the output of KeyGen on input MK and M, if
KeyGen uses r as the random vector.

2. BlindKeyGen queries.

This query produces no output forA, hence it must be correct fromA’s view.
We only choose components here that are necessary for the computation of
the key extension components.

3. ExtendKey queries.

We assume that the new rows of M+ are the rows l + 1, . . . , l+ in M ′. This
is without loss of generality.

(i) i belongs to a blind key.

We have to show that D creates key components of the form

Di =

g
M+

i · r
tρ+(i)


γ−1

.

We implicitly set γ = a · γ′ and r = ab · σ. Note that γ is correctly
distributed by the choice of γ′. In Algorithm 3, we set σ1 = 1. The
following equation shows that the first component of r contains the
master secret.:

r1 = ab · σ1 = ab = α. (3.18)

The other components of r are correctly distributed by the choice of
σ. We now show for each i ∈ {1, . . . , l+} that the component Di has
the correct format.

If ρ+(i) ∈ ω∗, then tρ+(i) = βρ+(i). The following equation shows that
Di is correct:
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Di =

g
M+

i · r
tρ+(i)


γ−1

Di = g

(
ab ·M+

i · σ
)
· (a · γ′)−1

βρ+(i)

Di = g

(
b ·M+

i · σ
)
· γ′−1

βρ+(i)

=

B
M+

i · σ
βρ+(i)


γ′−1

If ρ+(i) /∈ ω∗, then tρ+(i) = b · βρ+(i). The following equation shows
that Di is correct:

Di =

g
M+

i · r
tρ+(i)


γ−1

Di = g

(
ab ·M+

i · σ
)
· (a · γ′)−1

b · βρ+(i)

Di = g

(
M+

i · σ
)
· γ′−1

βρ+(i)

=

g
M+

i · σ
βρ+(i)


γ′−1

(ii) i belongs to a private key of A′.
Here, D restores the components that were created in the KeyGen
query and selects the components for the new rows of M+. Since M′

is an extension of M+, it holds that these components exist. The
same arguments as in the proof for KeyGen yield that if A merges
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3. Private Key extension for ABE

the key extension components d+
id,A+ , then the resulting key is correct

for A+ and params.

We get that Phase I and Phase II are simulated correctly. Like in the proof of
Goyal et. al. [GPSW06], we get that the advantage of D must be 1

2
ε(η). Since

GBM satisfies the DBDH assumption, 1
2
ε(η) must be negligible. Hence ε(η) must

be negligible.

3.2.4 PKX for the KP-ABE scheme of Rouselakis and Waters

This section introduces PKX for the KP-ABE scheme of Rouselakis and Waters
[RW13]. This scheme does not restrict the attribute universe U . We use the same
ideas as for the KP-ABE scheme of Goyal et. al. in Section 3.2.3. We introduce a
masking factor γ to mask all key components in ExtendKey that depend on the
master secret and use U to store the random decisions of KeyGen and γ.

Construction 3.25 (KP-ABE of Rouselakis and Waters with PKX). Let GBM be
a BM parameter generator and U be a universe of attributes. Let Π′ = (Setup′,
KeyGen′, Enc′, Dec′) be the KP-ABE scheme of Rouselakis and Waters [RW13].
The KP-ABE scheme with private key extension is a tuple Π = (Setup, KeyGen,
ExtendKey, MergeKey, Enc, Dec) of ppts that are defined as follows:

• Setup on input 1η:

1. Run (params,MK)← Setup′(1η) to obtain
params = (p,G1,GT , g, e, u, h, w, e(g, g)α), MK = α.

2. Output (params,MK).

• KeyGen on input the master key MK, an MSP M = (M,ρ), accepting
access structure A with M ∈ Zl×dp :

1. Choose r2, . . . , rd ← Zp and set r = (r2, . . . , rd). Furthermore, choose
t1, . . . , tl ← Zp.

2. Run DA := KeyGen′(MK,M; 〈r, t1, . . . , tl〉).

3. Choose an identifier id for the private key.

4. Choose γ ← Zp.
5. Output Did,A = (DA, γ) and Uid := (γ, l, r).

• ExtendKey on input the master key MK = α, an MSP M+ = (M+, ρ+),
accepting access structure A+ with M+ ∈ Zl+×d+p and additional key infor-
mation Uid = (γ, l, r) that were stored under the identifier id:

1. Choose rd+1, . . . , rd+ ← Zp and set r+ := (α, r2, . . . , rd, rd+1, . . . , rd+)T

where r = (r2, . . . , rd)
T .
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2. For i = l + 1, . . . , l+, choose ti ← Zp and set:

Di,0 :=
(
gM

+
i ·r

+ · wti
)γ−1

Di,1 :=
(
uρ

+(i)h
)−ti

Di,2 := gti .

3. Output d+
id,A+ := (M+, {Di,0, Di,1, Di,2}i∈{l+1,...l+}) and U ′id := (γ, l+, r+).

• MergeKey on input a private key Did,A = (M, {Di,0, Di,1, Di,2}i∈{1,...l}, γ)
and private key extension components d+

id,A+ = (M+, {Di,0, Di,1, Di,2}i∈{l+1,...l+}):

1. For i = l + 1, . . . , l+, set: Di,0 := Dγ
i,0.

2. Output
D+
id,A+ := (M+, {Di,0, Di,1, Di,2}i∈{1,...,l+}).

• Enc on input a message m ∈ GT and an attribute set ω ⊆ U :

1. Run Eω ← Enc′(m,ω).

2. Output Eω.

• Dec on input ciphertext Eω and a private key DA:

1. Run m← Dec′(Eω, DA).

2. Output m.

The following lemma shows that this construction is correct:

Lemma 3.26 (Correctness for KP-ABE with PKX of Rouselakis and Waters).
Let U be an attribute universe and let Π be the KP-ABE construction with PKX
from Construction 3.25.

It holds that Π is correct according to Definition 3.17.

Proof. We are going to proof that all conditions of Definition 3.17 hold. Therefore,
let η ∈ N, (params,MK) ∈ [Setup(1η)], and let A0 ⊆ A+

1 ⊆ . . . ⊆ A+
n ⊆ 2U \ {∅}

be access structures. Let n ∈ N0 be arbitrary but fixed. Let M0, . . . ,Mn be
MSPs over Zp where M0 accepts A0 and for 1 ≤ j ≤ n, Mj accepts A+

j and Mj

is an extension of Mj−1. Let (D0, U0) ∈ [KeyGen(MK,M0)]. Furthermore, set
for j = 1, . . . , n:

(d+
j , Uj) ∈ [ExtendKey(MK,M+

j , Uj−1)] (3.19)

Dj := MergeKey(Dj−1, d
+
j−1) (3.20)
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We have to proof that Dn is a correct key for to A+
n . For this, we show by induction

over j that Dj is correct for A+
j and params.

Induction begin: j = 0

Let Π′ = (Setup′, KeyGen′, Enc′, Dec′) be the KP-ABE construction of Rouse-
lakis and Waters [RW13]. We have to show that D0 is correct according to A0.
D0 was produced by the KeyGen algorithm and KeyGen uses KeyGen′ to create
D0. Rouselakis and Waters prove that their construction is correct, hence D0 is
correct for A0 and params according to Defintion 2.9. Similar to the proof of
Lemma 3.23, we have that Setup, Enc and Dec are identical to Setup′, Enc′ and
Dec′ respectively and Definition 2.9 is identical to Definition 3.16. We get that
D0 is correct according to Definition 3.16.

Induction step: j − 1→ j

We assume that Dj−1 is correct according to A+
j−1. We have to show that Dj is

correct according to A+
j . Similar to the proof of Lemma 3.23, we show that Dj is

a possible output of KeyGen′ on input MK and M+.
LetMj−1 = (M,ρ) with M ∈ Zl×dp ,Mj = (M+, ρ+) with M+ ∈ Zl+×d+p and let

γ be the masking factor that is chosen by KeyGen. Furthermore, let r ∈ Zdp be

the random vector that is used in Dj−1 and let r+ ∈ Zd+p be the random vector
that is set in the j-th call of ExtendKey. Since r+

1 = α, r+ is a correct random
vector.

It holds that

Dj = (M, {Di,0, Di,1, Di,2}i∈{1,...l+}, γ),

hence the structure of Dj is correct. We now show that the components
Di,0, Di,1, Di,2 for all 1 ≤ i ≤ l+ are correct.

(i) l + 1 ≤ i ≤ l+.

In this case, Di,0, Di,1, Di,2 are computed by the j-th call of ExtendKey. It
holds that

Di,0 := gM
+
i ·r

+ · wti

Di,1 :=
(
uρ

+(i)h
)−ti

Di,2 := gti .

Note that the masking factor γ is removed in the j-th call of MergeKey.
It is easy to see that Di,0, Di,1, Di,2 are correct since they are computed in
the same way as in KeyGen′. Here, we fix r+ as the random vector for Dj.

(ii) 1 ≤ i ≤ l.

Here, Di,0, Di,1, Di,2 are taken from Dj−1. It holds that
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Di,0 := gMi·r · wti

Di,1 :=
(
uρ(i)h

)−ti
Di,2 := gti .

M+ is an extension of M, hence ρ+(i) = ρ(i). Thus, Di,1, Di,2 are correct.

It holds that the first d values of r+ are identical to r. These values are
given to ExtendKey with the additional key information Uj−1. By Lemma
3.21, we know that M+

i · r+ = Mi · r, hence KeyGen′ on input MK and
M+ computes the same value for Di,0, Di,1, Di,2, if it uses r+ as the random
vector and ti.

We get that Dj is the output of KeyGen on input Mj if it uses r+ as the
random vector. Thus, Dj is correct according to A+

j and params.

It remains to show that Construction 3.25 is selectively secure. Rouselakis and
Waters proved the security of their construction with the q-2 assumption from
Definition 2.25 as security assumption [RW13]. We adopt the distinguisher D
from this security proof and modify Phase I and Phase II so that D generates
correct blind keys and key extensions for the adversary A. Similar to the security
proof for the KP-ABE scheme with PKX of Goyal et. al., we use that we do not
give the masking factor γ to A for blind keys to compute their key extension
components.

Theorem 3.27 (Security of KP-ABE with PKX for Rouselakis and Waters). Let
GBM be a BM parameter generator and let Π be the KP-ABE scheme with PKX
from Construction 3.25 for an attribute universe U .

If GBM satisfies the q-2 assumption from Definition 2.25, then Π is selectively
secure according to Definition 3.19.

Proof. Let A be an arbitrary ppt adversary against Π in the selective set game
from Definition 3.18 with advantage ε(η). We construct a distinguisher D that
uses A in the same way as in the security proof of Rouselakis and Waters [RW13].

Let T be a table that is initally empty and let ω∗ be the challenge attribute set
that A chooses in the Init phase.

In Setup, D implicitly sets the master key as α = a · b and w = A. a and b
are fixed by the challenger in the q-2 game (Definition 2.24) and are implicitly
given to D. A is taken from the challenge for D. Rouselakis and Waters prove
in their paper that all parameters are correct and have the correct distribution
[RW13]. Let params be the public parameters that D gives to A and let MK be
the master key that D implicitly sets in Setup.

In Phase I and Phase II, D answers key queries of A as shown in Algorithm 4.
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Algorithm 4 Simulation of Phase I and Phase II (KP-ABE of Rouselakis and
Waters with PKX)

When A queries

• KeyGen for MSPs M = (M,ρ), M′ = (M ′, ρ′) with M ∈ Zl×dp , M ′ ∈ Zl′×d′p

where M accepts an access structure A and M′ accepts A′ with A ⊆ A′,
ω∗ /∈ A′, M′ is an extension of M and an index k:

1. Create a private key forM′ in the same way as in the original definition
of D. Let DA′ = (M′, {Di,0, Di,1, Di,2}i∈{1,...,l′}) be this key.

2. Choose an identifer id and γ ← Zp.
3. Store (k, {Di,0, Di,1, Di,2}i∈{l+1,...l′}, γ, id) in T.

4. Output Did,A := (M, {Di,0, Di,1, Di,2}i∈{1,...l}, γ).

• BlindKeyGen for MSPs M = (M,ρ), M′ = (M ′, ρ′) with M ∈ Zl×dp ,

M ′ ∈ Zl′×d′p where M accepts an access structure A, M′ accepts A′ with
A ⊆ A′, M′ is an extension of M and an index k:

1. Choose σ2, . . . , σd ← Zp.
2. Choose γ′ ← Zp and an identifier id.

3. Store (k, σ2, . . . , σd, γ
′, l, id) in T.

• ExtendKey for an MSP M+ = (M+, ρ+) with M+ ∈ Zl+×d+p that accepts
an access structure A+ with A+ ⊆ A′, M′ is an extension of M+ and an
index k:

1. If k belongs to a blind key, then:

a) Get the entry (k, σ2, . . . , σd, γ
′, l, id) from T.

b) For j = d+ 1, . . . , d+, choose σj ← Zp and set

σ := (1, σ2, . . . , σd, σd+1, . . . , σd+)T .

c) For i = l + 1, . . . , l+, choose ti ← Zp and set

Di,0 :=
(
B(M+

i ·σ) · gti
)γ′−1

Di,1 :=
(
uρ

+(i)h
)−ti

Di,2 := gti .

d) Update the entry in T under the index k to
(k, σ2, . . . , σd, σd+1, . . . , σd+ , γ

′, l+, id).

e) Output d+
id,A+ = (M+, {Di}i∈{1,...,l+}).
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2. If k belongs to a private key of A, then:

a) Get the entry (k, {Di,0, Di,1, Di,2}i∈{l+1,...l′}, γ, id) from T.

b) For i = l + 1, . . . , l+, set Di,0 := Dγ−1

i .

c) Output d+
id,A+ = (M+, {Di,0, Di,1, Di,2}i∈{l+1,...,l+}).

The term B = gb is taken from the challenge of the q-2 security game (Definition
2.24). We required that M+ is an extension of M and M′ is an extension of M
and M+. Thus, l′ ≥ l+ ≥ l and d′ ≥ d+ ≥ d. We now show that D simulates
Phase I and II correctly.

1. KeyGen queries.

We create a private key DA′ for the access structure A′ as in the original
definition of D. This is possible because ω∗ is not authorized for A′. Rouse-
lakis and Waters have shown that their distinguisher creates correct private
keys [RW13], hence DA′ is correct for A′ and params.

We proof that Did,A is correct for A and params by showing that Did,A is
a possible output of KeyGen on input MK and M. Let r′ ∈ Zd′p be the
random vector that D implicitly uses to compute DA′ . Let r ∈ Zdp with
rj = r′j for 1 ≤ j ≤ d. Let 1 ≤ i ≤ l. SinceM′ is an extension ofM, we get
with Lemma 3.21 that M ′

i · r′ = Mi · r. This implies

Di,0 = gM
′·r′ · wti = gM ·r · wti .

Furthermore, by definition of an extension of an MSP, we have that ρ+(i) =
ρ(i). Hence,

Di,1 =
(
uρ

+(i)h
)−ti

=
(
uρ(i)h

)−ti
.

The component Di,3 remains the same for the solving vector r. Hence, Did,A
is identical to the output of KeyGen on input MK andM, if KeyGen uses
r as the random vector and the values t1, . . . , tl.

2. BlindKeyGen queries.

This query produces no output forA, hence it must be correct fromA’s view.
We only choose components here that are necessary for the computation of
the key extension components.

3. ExtendKey queries.

We assume that the new rows of M+ are rows l + 1, . . . , l+ in M ′. This is
without loss of generality.

59



3. Private Key extension for ABE

(i) k belongs to a blind key.

D chooses ti uniformly at random and computes Di,1 and Di,2 in the
same way as in the original ExtendKey algorithm. These values are
obviously correct. It remains to show that D creates Di,0 of the form

Di,0 =
(
gM

+
i ·r · wti

)γ−1

We implicitly set γ = a · γ′ and r = ab · σ. Note that γ is correctly
distributed by the choice of γ′. In Algorithm 3, we set σ1 = 1. The
following equation shows that the first component of r contains the
master secret:

r1 = ab · σ1 = ab = α.

The other components of r are correctly distributed by the choice of
σ. The following equation shows that the component Di is correct

Di,0 =
(
gM

+
i ·r · wti

)γ−1

=
(
gab·(M

+
i ·σ) · ga·ti

)(a·γ′)−1

=
(
B(M+

i ·σ) · gti
)γ′−1

.

(ii) k belongs to a private key of A′.
Here, D restores the components that were created in the KeyGen
query and selects the components for the new rows of M+. Since M′

is an extension of M+, it holds that these components exist. The
same arguments as in the proof for KeyGen yield that if A merges
the key extension components d+

id,A+ , then the resulting key is correct

for A+ and params.

We get that Phase I and Phase II are simulated correctly. Like in the proof of
Rouselakis and Waters [RW13], we get that the advantage of D must be 1

2
ε(η).

Since GBM satisfies the q-2 assumption, 1
2
ε(η) must be negligible. Hence ε(η) must

be negligible.

The ideas to proof the security of the extended construction of Rouselakis and
Waters are the same ideas as in the security proof for the construction of Goyal
et. al. However, we believe that it is not possible to proof the security of a generic
construction for KP-ABE like in Section 3.1.3 for CP-ABE. In the BlindKeyGen
oracle, we use the masking factor γ to cancel out parts of the unknown master
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secret α. Here, we used the same value for both security proofs but this might
not be true for other constructions. However, we believe that we can equip many
other KP-ABE constructions with PKX and proof the security in a similar way
that is shown here.

3.2.5 KP-ABE of Goyal et. al. with different target vector

In Section 3.2.3, we use the KP-ABE small universe MSP construction of Goyal
et. al. [GPSW06]. The authors use ε = (1, . . . , 1) as the target vector for MSPs.
We use ε = (1, 0, . . . , 0). However, the creation of private keys in the security
proof depends on the definition of the target vector. We therefore show here that
the small universe MSP construction is still secure with our target vector.

Lemma 3.28. Let Π be the small universe construction of Goyal et. al. [GPSW06]
and let A be an arbitrary ppt adversary in the selective set game from Definition
2.17 with advantage ε(η). Then, there exists a ppt distinguisher D for the DBDH
assumption from Definition 2.23 with advantage 1

2
ε(η).

Proof. Let A be a ppt adversary in the selective set game from Definition 2.11
with advantage ε(η). We construct a distinguisher D that simulates an encryption
scheme for A in the same way as Goyal et. al. describe in their paper [GPSW06].
Let ω∗ be the attribute set that A chooses in the Init phase. In Setup, D implicitly
sets the master key as α = a · b and for each x ∈ U , it chooses βx ← Zp and
implicitly sets

tx =

{
βx If x ∈ ω∗
b · βx otherwise.

(3.21)

a and b are fixed by the challenger in the DBDH game (Definition 2.22) and are
implicitly given to D. The other values and the correctness proofs for them can
be found in [GPSW06].

In Phase I and Phase II, D answers key queries as described in Algorithm 5.
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Algorithm 5 Simulation of Phase I and Phase II (KP-ABE of Goyal et. al.
without PKX)

When A queries KeyGen for an MSP M = (M,ρ), accepting access structure A
with M ∈ Zl×dp and ω∗ /∈ A:

1. For j = 1, . . . , d, choose σj ← Zp

2. Choose w ∈ Zdp such that Mω∗ ·w = 0 and ε ·w 6= 0.

3. For i = 1, . . . , l, set

Di =


B

∑d
j=1Mij · σj
βρ(i) if ρ(i) ∈ ω∗

A

∑d
j=1Mij · wj

w1

βρ(i) · g

∑d
j=1 Mij ·

(
σj − σ1wj

w1

)
βρ(i) otherwise

.

The terms A = ga, B = gb are taken from the challenge for D, hence D is able
to compute the components in Algorithm 5. Lemma 2.7 shows that a vector w
actually exists. Note that it is possible to compute w in polynomial time. We
now show that the algorithm creates key components Di of the form

Di = g

Mi · r
tρ(i)

where r is a random vector with r1 = α. We choose v ∈ Zdp such that vj = b ·σj
for 1 ≤ j ≤ d and set

ψ =
ab− b · σ1

w1

. (3.22)

It holds that w1 6= 0 since ε ·w 6= 0. Now, we fix r ∈ Zdp as

r = v + ψ ·w. (3.23)

We show that D implicitly uses r as the random vector in Algorithm 5. First
of all, the following equation shows that the first entry of r contains the master
secret:

r1
(3.23)
= v1 + ψ · w1

(3.22)
= b · σ1 +

ab− b · σ1

w1

· w1 = ab = α

It holds that r is correctly distributed by the choice of σj. We now show that the
components Di are correct.
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(i) ρ(i) ∈ ω∗

In that, case D implicitly sets tρ(i) = βρ(i). Furthermore, we know that
Mi ·w = 0. The following equation shows that Di is correct:

Di = g

Mi · r
ti

(3.23)
= g

∑d
j=1 Mij · (b · σj + ψ · wj)

βρ(i)

= g

b ·
∑d

j=1Mij · σj + ψ ·

=0︷ ︸︸ ︷
d∑
j=1

Mij · wj

βρ(i)

= B

∑d
j=1 Mij · σj
βρ(i)

(ii) ρ(i) /∈ ω∗

In that case, D implicitly sets tρ(i) = b · βρ(i). The following equation shows
that Di is correct:

Di = g

Mi · r
ti

(3.23),(3.22)
= g

∑d
j=1 Mij ·

(
b · σj + b · σ1 + ab−b·σ1

w1
· wj
)

b · βρ(i)

= g

∑d
j=1 Mij ·

(
σj + a−σ1

w1
· wj
)

βρ(i)

= g

∑d
j=1 Mij ·

(
σj +

a·wj

w1
− wj ·σ1

w1

)
βρ(i)

= A

∑d
j=1Mij · wj

w1

βρ(i) · g

∑d
j=1Mij ·

(
σj − σ1wj

w1

)
βρ(i)

We get that D computes correct private keys for A. All other phases are simu-
lated in the same way as in the original security proof of Goyal et. al. [GPSW06].
Hence the advantage of D is 1

2
ε(η).

If some BM parameter generator GBM satisfies the DBDH assumption, then
1
2
ε(η) must be negligible. Consequently, ε(η) is negligible as well. This proves the

security of the construction.
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4 Hiding software components

This section shows how we can encrypt a software component with Key-Policy
ABE to assure that a party does not see all parts of the software component. For
this, we first of all describe the basic scenario. Then we describe what we want to
achieve in Section 4.2. Section 4.3 then shows how the attributes and policies are
modeled. Finally, we evaluate, whether the goals of Section 4.2 have been fulfilled
with the strategy in Section 4.3.

4.1 Description

This section describes the scenario. We introduce software components and de-
scribe how software components are shared with other parties.

4.1.1 Software components

A software component (SWC) is a piece of a software. It for example contains
functions and classes that might be organized in libraries or packages. Each func-
tion, class library etc. is considered as a sub-component in the SWC. These sub-
components are structured hierarchically so we can picture the whole software
component as a rooted tree. The root represents the software component and
each sub-component is a node in the tree. A part A is the child of part B, if B
contains A. Such a tree is called software component tree. It follows an example
for a software component in Java:

Example 4.1 (Software components in Java). A software component in Java con-
tains one or more packages. These packages contain other packages and classes.
Each class has several functions. Figure 4.1 shows the tree structure of such an
SWC.

It is possible that some sub-components of the SWC depend on other sub-
component that are not connected in the software component tree. A Java function
might for example call another function but this function is clearly not the parent
of the other function. We say that the first function has a reference to the second
function.

Every sub-component of the SWC has some data. Java functions for example
contain the implementation of the function and Java classes have attributes. If
we look at a sub-component of the SWC, then we also consider the data of it.
The corresponding node in the tree therefore represents the sub-component and
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Figure 4.1: The tree structure of a software component in Java. It is also possible
that a package is the parent of another package.

its data. If desired, we can also interpret the data as one or more children of the
node.

A software component can be given as source code or as compiled object code.
In the latter case, we assume that it is possible to identify the sub-components of
the SWC properly.

4.1.2 Sharing a software component

Suppose there exists a party P that owns an SWC. We call P the owner of the
software component. Furthermore, there are several other parties that receive the
SWC from P and updates of it. These parties can for example be customers of
P that bought a license for the software component. Another example is that P
develops an application together with other parties. For this purpose, P provides
its SWC so that the other parties can debug their own software and build the
application. If P develops a new version of its software component, then it gives
the new version to the other parties.

4.2 Goals

Assume that a party P shares a software component with other parties. We want
to achieve that P is able to create a policy that states which sub-components are
visible to a certain party P ′. That means P selects the sub-components that P ′

is allowed to access. When P sends the SWC to P ′, then it is assured that P ′ can
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only see the selected sub-components. All other sub-components are hidden from
P ′. Figure 4.2 visualizes this process.

Figure 4.2: The party on the top gives a software component to the parties on the
bottom. The software components has four sub-components A, B, C,
D. No party on the bottom side gets all sub-components.

The motivation for this is that some parties might not have bought a license
for all functionalities of the SWC. Additionally, if P develops an application in
corporation with other parties, then it might also not be necessary that every
party can see or use all functions of the software component. Maybe only a few
of them are relevant for a certain party. It is not in the interest of P that the
other parties see sub-components if they are not relevant for them or if they did
not pay to use them. This holds especially, if the SWC is given in source code.

As mentioned in Section 4.1.1, the sub-components of the SWC are structured
as a tree so that a node B is the parent of a node A, if B contains A. It is
therefore important that if A is visible, then B is also visible. Otherwise, it would
for example be possible that a Java function is visible but not the owning class.
Consequently, this means that all nodes in the path from A to the root must be
visible.

We stated in Section 4.1.2 that sharing an SWC includes that the parties receive
updates. Obviously, if P distributes a new version of its SWC, then the other
parties shall still not be able to see other sub-components than the ones that P
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stated at the beginning. We therefore want to keep this information so that we
can efficiently apply it to the updated SWC.

Lastly, we consider the following aspect: P chooses in advance what sub-
components are visible. However, it might occur that some party shall get access
to more sub-components. This for example happens when P negotiates a new
contract with some party or some party needs access to a function for debugging.
We therefore want that P can efficiently unlock additional sub-components to a
certain party.

All in all, we have the following goals:

1. An owner of a software component can choose efficiently what sub-components
are provided to a certain party.

2. If a sub-component S is visible, then all sub-components that lie on the path
from S to the root in the software component tree must be visible.

3. The selection of the sub-components can easily be applied to new versions
of the SWC.

4. It is possible to unlock additional sub-components afterwards.

4.3 Realization

The simplest way to hide the sub-components that shall not be provided to a
party is to manually remove them before the SWC is delivered. But this would
have to be done for every update of the software component from scratch. We
therefore consider another approach here: Encrypting the SWC with Key-Policy
ABE.

4.3.1 General procedure and modeling strategy

Key-Policy ABE realizes a subset of functional encryption. We have a policy
that states, if a user is allowed to decrypt a ciphertext with a private key. If so,
the complete plaintext is revealed. Otherwise, the user learns nothing about the
plaintext.

The idea is that we encrypt each sub-component separately with attributes.
That way, we can unlock each sub-component on its own without revealing any-
thing about the other sub-components. The policy decides what sub-components
shall be unlocked. The encryption assures that the other party learns nothing
about the sub-components that he is not authorized for. The owner can therefore
send the whole software component to the other parties. He then gives a private
key to each party so that the sub-components that are described by the policy
can be decrypted.

We now list the steps that are done to share a software component. The process
itself is visualized in Figure 4.3.
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Figure 4.3: The procedure to share a software component with KP-ABE.

1. The owner of the software component calls the Setup algorithm of the KP-
ABE scheme to get the public parameters and the master key.

2. The owner chooses attributes for each sub-component of the SWC and en-
crypts it under these attributes.

3. The owner creates a policy for each party stating what sub-components of
the SWC shall be visible for the party. Then, he calls KeyGen to create the
private key for the policy.

4. The owner gives the encrypted software component, the public parameters
and the corresponding private key to every party.

5. Each party decrypts the software component with its private key.
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We distribute the public parameters in step 4 since they are required to run
the decryption algorithm. After the last step, every party has access to the sub-
components of the SWC that are chosen by P . The other sub-components are
hidden.

We now explain the modeling strategy in general. Details can be found in
Section 4.3.2. The idea is that if some sub-component is unlocked, then it is likely
that some children of the sub-component shall be visible as well. If for example a
java class is unlocked, then the owner will probably unlock some of its functions.
Furthermore, we assume that it is possible to identify groups of children so that
all children in one group will always be unlocked together. Our modeling strategy
allows the owner of the SWC to determine the groups of children and to model
the attributes with respect to these groups. The policy then allows to unlock a
sub-component together with one group of its children. It is also possible to create
a group that contains all or no children.

The sub-components that are located close to the root in the software compo-
nent tree are usually folders or packages that only contain other sub-components.
They do not have any own data. We say that such a sub-component is a trivial
sub-component. The owner can mark some of the sub-components in his SWC as
trivial. If some sub-component S is trivial, then all sub-components that lie on
the path from S to the root must be trivial as well. Figure 4.4 shows a software
component tree. Here, we identified all sub-components above the dashed line as
trivial components. Note that the remaining components below the line form a
sequence of four sub-trees.

Figure 4.4: A software component tree. All sub-components above the dashed line
are trivial sub-components.
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Trivial sub-components will be revealed to every party. Therefore, when we
encrypt the SWC, we either do not encrypt the trivial sub-components or only
encrypt them trivially so that they can be decrypted by every private key.

It is left to the owner of the SWC to mark sub-components as trivial. The
advantage is that the above modeling strategy will not be applied to all sub-
components. This simplifies the modeling process. We therefore refer to this
process as trade-off strategy.

We recommend to use the KP-ABE scheme of Rouselakis and Waters since it
does not impose any restriction on the attribute universe [RW13].

4.3.2 Details of the modeling strategy

This section explains how the modeling of the attributes and the policy works in
detail.

First of all, we explain the modeling strategy for an SWC where we did not
apply the trade-off strategy. For each node N in the tree, we consider N and
its children. We then determine the groups of children of N that are unlocked
together. Each group is a subset of N and its children. The result is that we have a
sequence of subsets for N . This process is called child group selection. We execute
the child group selection for all non-leaf nodes in the tree. The attributes are then
chosen and assigned so that it is possible to unlock the desired groups of children.
This step is called attribute selection. The attribute selection includes that we
determine how the policies look like. This can be done by creating example or
template policies. We use threshold trees to represent the policies. It follows a
small example for this strategy.

Example 4.2 (Modeling for software components 1). Let S1 be a software compo-
nent. S1 has three children A, B and C. We want to be able to unlock S1 together
with A and B, B and C or just B. This is the child group selection.

We choose two attributes G1 and G2. We assign G1 to A and B and the attribute
G2 to B and C. Both attributes are also assigned to S1. This is the attribute
selection. We can now use either G1 or G2 to create a policy that unlocks the
corresponding sub-components. If we want to unlock B, then we create a policy
that requires both attributes to be fulfilled. Figure 4.5 shows the software component
together with the attributes and the threshold trees of the described policies.

Note that the child group selection only considers a node and its direct children
in one step. We do not look at the children of the children.

As stated in Section 4.1.1, a sub-component A can have a reference to another
sub-component B. It is not necessary that B is unlocked, if A is unlocked. How-
ever, if, we want that B is always unlocked together with A, then we should state
this in the child group selection of A. In the attribute selection, we decide, whether
this reference is assured with attributes or with the policy.

We now consider an SWC where we applied the trade-off strategy. We only have
to choose attributes for all non-trivial sub-components. As already mentioned,
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Figure 4.5: The top shows the software component from Example 4.2 and the
assigned attributes. On the bottom, we can see the policies that unlock
the desired sub-components.

these components form a sequence of sub-tree. Figure 4.4 for example has four
sub-trees T1, T2, T3, T4. We apply the above strategy for each sub-tree separately
and not for the whole tree. For each non-leaf in a sub-tree, we perform the child
group selection. Afterwards, we perform the attribute selection for this sub-tree.
If some node A in the sub-tree references a node B in another sub-tree, then it
is allowed to assign attributes to B as well. If trivial sub-components shall be
encrypted, then we can for example simply choose an attribute Trivial that is
assigned to all trivial sub-components.

The attribute selection creates attributes and example or template policies for
each sub-tree. If we want to create a policy for the whole software component
tree, then we proceed as follows: Firstly, we choose a policy for each sub-tree.
Afterwards, we simply attach the created threshold trees to a threshold gate with
threshold 1. If the trivial sub-components have been encrypted, then we attach
the attribute Trivial as well. Figure 4.6 shows the threshold tree for the software
component tree in Figure 4.4.

It follows a second modeling example for an SWC where the trade-off strategy
is used.
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Figure 4.6: The structure of a policy where the trade-off strategy was used. Each
triangle represents a policy that was chosen for the corresponding sub-
tree in Figure 4.4. The attribute Trivial unlocks the trivial sub-
components.

Example 4.3 (Modeling for software components 2). Let S2 be a software com-
ponent. S2 is structured as follows:

• S2 has two children A1, A2.

• A1 has two children B1, B2.

• A2 has two children B3, B4.

• B3 has three children C1, C2, C3.

• B4 has two children C4, C5.

Figure 4.7 shows the software component tree of S2.

Figure 4.7: The software component tree from Example 4.3.
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We decide that S2 and A2 are trivial components. Hence, we have three sub-trees
with roots A1, B3, B4. Each sub-tree has depth 1, thus the child group selection
directly considers the whole sub-tree. For a better overview, we first of all perform
the child group selection for all sub-trees before we choose the attributes. We now
start with the child group selection:

• For A1: always unlock B2. The unlocking of B1 is optional.

• For B3: Unlock no child, C1 and C2 or solely C3. Furthermore, C3 references
C4 and we want that C4 is always unlocked if C3 is unlocked.

• For B4: Unlock all children individually i.e. no child, one child (C4 or C5)
or both childs.

The attributes are assigned as follows:

• A1 and B2 get an attribute GA,1 and B1 gets an attribute GA,2.

• B3 gets an attribute GB,1. An attribute GC,1 is assigned to C1 and C2. Finally,
C3 gets an attribute GC,2. This attribute is also assigned to B4 and C4.

• B4 gets three attributes GB,2, GC,3, GC,4. GC,3 is also assgined to C4 and C5

gets the attribute GC,4.

• The trivial sub-components S2 and A2 get an attribute T.

Figure 4.8 shows two examples for policies that can be constructed for this soft-
ware component. The dashed lines separate the policies that have been chosen
for each sub-tree. In the second policy, we did not unlock any sub-components
of the first sub-tree. Furthermore, we have that C3 references C4. The attribute
GC,2 therefore assures that the required sub-components of the third sub-tree are
unlocked.

In this example, we modeled the dependencies of sub-components in different
ways. For the sub-tree with root B4, all attributes that are assigned to the children
are also assigned to B4 itself. Here, we assure with the attributes that B4 is
unlocked, if some child is unlocked. In the first sub-tree however, the node B1 gets
an attribute that is not assigned to its parent. Here, the policy has to guarantee
that A1 can be unlocked. The reference from C3 to C4 is again modeled with
an attribute. Generally, we should always consider if a certain dependency is
preserved by the attributes or by the policy. More attributes lead to a larger
ciphertext while a larger policy leads to a larger private key. Finding a good
balance here is crucial for the efficiency of this strategy.

This finishes the modeling of attributes and policies. We are now able to equip
the software component tree with attributes so that the policies allow to reveal
the desired sub-components of the tree.
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Figure 4.8: Two policies that unlock sub-components of the software component
in Figure 4.7. The attributes were chosen in Example 4.3. The dashed
lines separate the policies for each sub-tree.

4.4 Evaluation

This section evaluates the approach from the previous section with respect to the
goals in Section 4.2. We consider each goal and check whether it is fulfilled.

1. An owner of a software component can choose efficiently what sub-components
are provided to a certain party.

The owner of the SWC must assign the attributes for its software component
in advance. Depending on the complexity of the SWC, this procedure might
be costly even with the trade-off strategy. However, it only has to be done
once. For each private key, we just need to create a policy that uses the
assigned attributes. It depends on the choice of the attributes whether the
policy can be created efficiently. That is why we determine how the policies
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look like in the attribute selection. This allows us to assure that creating a
policy does not get too complicated. The policies in the examples of Section
4.3.2 basically list the attributes that are attached to the sub-components
that shall be unlocked. This should be sufficient to assure that the private
keys can be created efficiently.

2. If a sub-component S is visible, then all sub-components that lie on the path
from S to the root in the software component tree must be visible.

As pointed out, this condition can either be preserved with attributes or with
the policy. It is left to the owner to decide how he wants to model a certain
dependency. That is why it is important to provide example policies. It is
also possible to create a verification algorithm that checks if a certain policy
fulfills this goal. Since the attributes are already assigned to the software
component, we can simply check what sub-components are unlocked by the
given policy and find out whether this condition is violated.

Since the path to the root becomes visible when a certain element is un-
locked, the data that is attached to the nodes of the sub-components in this
path also become visible. If we want to avoid this, then we can interpret the
data as a separate child node as mentioned in Section 4.1.1. In that case,
the node of the sub-component itself only represents a hull that contains the
data and the children. Now, we are able to encrypt the data separately and
therefore we can unlock sub-components of the SWC without the data of
the parent sub-components.

3. The selection of the sub-components can easily be applied to new versions
of the SWC.

A great advantage of the given approach is that we can simply perform the
encryption to a new version of the software component in the same way as
for the old version. We only have to store the decision what attributes are
assigned to a certain sub-component. If a new version shall be published,
then we encrypt the software component with the stored attributes and
deliver it to the parties. Each party then uses its private key to unlock the
same sub-components as for the old version.

This requires that no new sub-component is added to the SWC in the new
version. If the new version contains a sub-component that did not exist in
the old version, then we have to choose attributes for it. If it is possible to
only use attributes that have been used before, then we can simply encrypt
and transmit the software component as before. In the other case, we might
want that certain parties can access the new sub-component. Here, we can
use the private key extension method from Section 3 to create key extension
components that allow the additional access. These components can be
sent together with the encrypted update of the software component via an
insecure channel.
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4. It is possible to unlock additional sub-components afterwards.

We want to achieve that we can unlock a certain sub-component of the
SWC for a party after we already shared the SWC with this party. We
already sent the whole software component to this party, hence we only
have to adjust the private key so that it allows to additionally unlock the
desired sub-components. For this, we can use the private key extension
mechanism from Section 3. Note that we show here that PKX is possible for
the recommended scheme of Rouselakis and Waters (Section 3.2.4) [RW13].

All in all, we get that the encryption of a software component with a KP-ABE
scheme allows to separate the decision what sub-components shall be unlocked
from the SWC itself. That way, this decision can easily be applied to new ver-
sions of the software component. Furthermore, the owner can simply send the
whole software component to every party since it is encrypted and the private
key determines what sub-components can be seen by each party. Private key
extension furthermore assures that additional sub-components can be unlocked
easily. On the downside, encrypting and decrypting the software component is
time-consuming and expands the time between the completion of the software
component until a party is able to use it.
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5 Application scenario: Encryption
of V-ECUs

This section shows an application scenario for the hiding of a software component.
We introduce the problem of intellectual property protection for the software of
hardware devices in an automobile. We show that we can apply the method from
Section 4 to hide parts of the software that shall not be visible to a party.

In Section 5.1, we describe this scenario in detail. We introduce the most impor-
tant terms and present the AUTOSAR standard that standardizes the structure
of software for automobiles. Then, we explain what we want to achieve in Section
5.2. Section 5.3 shows how the hiding of a software component helps to hide the
software for automobiles to guarantee intellectual property protection. Finally,
we examine in Section 5.4, if the hiding method from Section 4 helps to achieve
the goals of Section 5.2.

5.1 Description

This section describes the scenario where software for cars is exchanged between
parties. We especially introduce a part of the AUTOSAR standard here (Section
5.1.3). Before that, we introduce hardware devices in automobiles in Section 5.1.1
and describe the exchange of these devices in Section 5.1.2.

5.1.1 ECUs and V-ECUs

An electronic control unit (ECU) is a specialized embedded computer in an auto-
mobile. It receives signals from sensors and other ECUs and sends output signals
to other devices and actuators [Ins09]. A modern automobile contains about 60
to 70 ECUs. It follows a small example:

Example 5.1 (Indicator ECU). The indicator ECU in a car controls the turn
lights of it. That means it receives signals of the turn switch and the warn lights
switch. It then sends commands to the left and the right blink light indicating that
they shall blink or not. Figure 5.1 shows the interconnection of the ECU and the
other mentioned components.

Another example for an ECU is the electronic stability program (ESP) which
avoids the breakaway of a car by activating the brakes of specific wheels.
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Figure 5.1: Structure of the indicator ECU and the components that it is con-
nected to.

The logic that decides which output signals shall be sent is simply a piece of
software, usually written in c. This software is then compiled and built for the
ECU that it shall run on. It it also possible to compile the software such that it
runs on a computer. This is for example useful to test the functionality of the
software. In that case, we speak of a virtual ECU (V-ECU).

5.1.2 ECU production chain

An original equipment manufacturer is a party that produces cars. Typically, the
ECUs are not completely developed by the OEM. Instead, they are delivered by
suppliers. A supplier is party that produces for example mechanical or electronic
components of a car. For this, scenario, we consider suppliers that develop ECU
software.

An ECU typically contains parts of more than one party. It follows a standard
that helps to exchange the software of an ECU.

5.1.3 AUTOSAR

The automotive open system architecture (AUTOSAR) is a standard that describes
how the software of an ECU shall be structured. That way, the exchange of ECUs
among suppliers and OEMs shall be standardized [AUT13d]. Figure 5.2 shows
the software architecture of an ECU in AUTOSAR.

The software components contain the actual functionality of the ECU. They
can interact with each other via the AUTOSAR Runtime Environment (RTE). All
parts that are below the RTE are hardware-dependent components. These parts
contain software that depends on the actual ECU hardware e.g. the operating
system or the drivers [AUT].
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5.1 Description

Figure 5.2: The architecture of an ECU in AUTOSAR [AUT]

For this scenario, we will focus on software components and their access to the
RTE. A supplier that develops ECU software according to AUTOSAR has to de-
velop software components. Therefore, these components contain the intellectual
property that he wants to protect. Furthermore, we want to consider virtual ECUs
in this scenario, hence the ECU hardware does not exist or is simulated by the
computer.

It is sufficient to only consider software components because the RTE guaran-
tees that the software components above the RTE have no direct connection to
the hardware-dependent components below. All hardware-specific functions are
abstracted from the software components or only accessible via standardized in-
terfaces. We can therefore be sure that software components only depend on each
other or on the RTE.

We now look at the AUTOSAR standard in detail. We refer to the specifcation
4.1 that was released in 2013. Since the AUTOSAR specification for software
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components is already very complex, we will limit the description of the standard
at some points.

5.1.3 - 1 Separation of application and infrastructure

AUTOSAR allows that an arbitrary number of software components can run on
a single ECU even if their tasks are completely different. This allows to use the
full capacity of the ECU.

A core feature of AUTOSAR is that the software application is separated from
the ECU infrastructure [AUT]. This means it is not relevant from the application’s
view on which ECU it runs on and where the software components that it wants
to communicate with are located. The RTE assures that the communication looks
always the same from the software component’s view, no matter whether the other
components are placed on the same ECU or on another ECU. This allows that the
decision, which software component shall be mapped to which ECU can be made
in a late development phase. This is part of the virtual functional BUS (VFB)
concept that is implemented by the RTE [AUT13f].

5.1.3 - 2 Organization of ECU software in AUTOSAR

The AUTOSAR standard provides a meta model that defines how software com-
ponents are structured. This meta model is stated in UML and is explained
by the Software Component Template document in the AUTOSAR specification
[AUT13e]. We will show several excerpts of the meta model in the next sections.

AUTOSAR software components are modeled as objects that can be re-used
arbitrarily often. This also applies to certain parts of the software components.
These objects are organized in AUTOSAR packages. The software of an AU-
TOSAR ECU is therefore simply a collection of packages [AUT13e]. This struc-
ture is shown in Figure 5.3. Every component that is a standalone object in
AUTOSAR derives from PackagableElement.

ARPackage as well as PackageableElement inherit from the Identifiable class.
This class provides a short name attribute. Therefore, we are able to identify each
standalone object and each package with a name [AUT13a].

AUTOSAR also provides an XML schema to share software components among
the different parties. This schema is directly derived from the AUTOSAR meta
model. The structure of Figure 5.3 for example implies that the root node of the
XML file is called AUTOSAR and this node contains arbitrarily many ARPackage
nodes. To emphasize that a certain XML is an AUTOSAR XML file, the file
extension is usually .arxml [AUT13c].
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Figure 5.3: The package structure of AUTOSAR [AUT13e].

5.1.3 - 3 Software components

An AUTOSAR software component (A-SWC) encapsulates a certain functionality
of the application. There exist several types of A-SWCs. In the meta model, the
classes AtomicSwComponentType, ParameterSwComponentType and Composi-
tionSwComponentType inherit from the class SwComponentType.

• An AtomicSwComponentType represents an atomic software component which
is the smallest possible software component that can not be separated fur-
ther.

• The CompositionSwComponentType on the other hand represents a com-
position software component that consists of A-SWCs. This establishes a
recursive structure where existing software components can be re-used arbi-
trarily often.

• The ParameterSwComponentType is used to share parameters among A-
SWCs. We call this a parameter SWC We will see later on that atomic
A-SWCs can hold parameters for their own usage. The parameter SWC
however can be used if parameters shall be accessible to more than one
A-SWC.

Atomic A-SWCs can once again be divided into several types. The Application-
SwComponentType is used to implement the logic of the software application. All
other classes allow access to certain ECU hardware functions and signals. This
assures that the hardware access is encapsulated into well-defined atomic A-SWCs
so that the rest of the implementation is separated from this. We refer to these
A-SWCs as hardware access A-SWCs. One example for such an A-SWC is the
SensorActuatorSwComoponentType that allows the access to a specific sensor or
actuator that is connected to the ECU [AUT13e]. We will not further examine
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the properties of the SensorActuatorSwComoponentType or of any other hardware
access A-SWC.

Figure 5.4: An excerpt of the A-SWC types that are defined in AUTOSAR
(Adapted from [AUT13e]).

Figure 5.4 shows an overview of the mentioned A-SWC types.
Every AUTOSAR software component can also contain a documentation, an

arbitrary number of so-called consistency needs and it can reference unit groups.
These elements will not be explained further here.

It follows an example that shows which A-SWCs are needed to model the indi-
cator application.

Example 5.2 (AUTOSAR software components for the indicator ECU). We
consider the indicator ECU from Example 5.1. This application accesses the turn
switch sensor, the warn lights sensor and the bulb actuators from the left and
the right blink light. Hence, we need four sensor actuator A-SWCs to model the
access to these devices. The left and the right bulb actuator are actuators of the
same kind, therefore it suffices to create one sensor acuator A-SWC for them
that is used twice. The logic of the turn switch application is encapsulated in
an application atomic A-SWC. Furthermore, we create one composition A-SWC
that contains the five mentioned A-SWCs. Figure 5.5 shows the A-SWCs of the
indicator application.

The description of an A-SWC can be divided into three layers. The first layer
describes the outward appearance of the A-SWC i.e. the ports that are used
to communicate with other A-SWCs. The second layer describes the internal
behaviour. Here, the procedures that run inside the A-SWC are modeled. The
third layer contains the actual implementantion for the A-SWC. Figure 5.6 shows
the representation of these layers in the meta model.
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Figure 5.5: The AUTOSAR software components of the indicator ECU.

Figure 5.6: The three description layers of an AUTOSAR software component
(Adapted from [AUT13e]).
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Every SwComponentType can have ports to describe the data that it requires
or provides. An internal behavior however is only defined for atomic A-SWCs
and the implementation refers to a specific internal behavior (See Figure 5.6).
However, the internal behaviors of the atomic A-SWCs and the data flow between
the ports imply the internal behavior of a composition A-SWC and the parameter
A-SWC does not need an internal behavior since it only provides parameters.

We now explain these three description layers in more detail, starting with the
outward appearance. Here, we look at the ports of an A-SWC that determine
how an A-SWC can communicate with other A-SWCs. We also show how ports
can be connected inside a composition and how the data that flows through a
port can be described. Here, we will also deal with the way how data types are
described in AUTOSAR. After that, we describe the internal behavior and the
implementations.

5.1.3 - 3.1 Ports The first description layer of an A-SWC describes its com-
munication points to other A-SWCs. These points are modeled as ports. A port
is an interaction point between the AUTOSAR software component that owns
the port and other A-SWCs. According to the AUTOSAR standard, A-SWCs
are only allowed to communicate with each other via ports [AUT13e]. Any other
communication among software components is forbidden. An A-SWC can have
an arbitrary number of ports. Note that this holds for atomic A-SWCs as well as
for composition and parameter A-SWCs.

There exist three kinds of ports [AUT13e]:

• A required port is a port that requires certain data.

• A provided port is a port that provides data.

• A required provided port can take both roles.

Figure 5.7 shows an excerpt of the meta model that shows the relationship
between A-SWCs and ports as well as the three mentioned port kinds.

A port can also be equipped with annotations or communication specifications.
These elements however, are not investigated further.

5.1.3 - 3.2 Connectors A composition A-SWC can have ports as well as the
A-SWCs that are contained in the composition. The ports can be connected to
model the data flow inside the composition A-SWC. For this, the composition has
connectors. A connector is an object that connects two ports inside a composition
A-SWC [AUT13e]. There exist several kinds of connectors but for our purposes,
it is sufficient to notice that a connector connects two ports.

We now show how the indicator application is equipped with ports and connec-
tors.

86



5.1 Description

Figure 5.7: The ports of an AUTOSAR software component [AUT13e].

Example 5.3 (Ports and connectors for the indicator software). We consider
the AUTOSAR software components of the indicator application from Example
5.2. We add a provided port out tss and out wls to the turn switch sensor and
warn lights sensor respectively to get the corresponding signal from the sensors.
The BulbActuator gets a required port bulb to send a new value to the blinking
light. Note that there only exists one BulbActuator component that is used twice
in the indicator composition component. The IndicatorLogic component receives
four ports tss, wls, bulb left and bulb right where tss and wls are required and
bulb left and bulb right are provided ports. These ports work as the counterpart of
the sensor actuator component ports.

In the next step, the ports of the sensor actuator A-SWCs are connected with
the corresponding ports of the IndicatorLogic. This is possible since all these A-
SWCs are located inside the IndicatorComposition A-SWC. Figure 5.8 shows the
AUTOSAR software components that have already been shown in Figure 5.5 with
ports and connectors.

5.1.3 - 3.3 Port interfaces The data that flows through a port is described by
a port interface. Every port references exactly one port interface that is stored as
a separate object. That way, it is possible to use the same port interface for two
ports that are connected by a connector.

There exist six kinds of port interface in AUTOSAR that inherit from the
abstract class PortInterface in the meta model. We now mention the three most
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Figure 5.8: The indicator application with A-SWCs, ports and connectors.

common kinds of port interfaces [AUT13e]:

• A sender receiver interface states that one or more data elements flow
through this ports. A single data element is called variable data prototype.
A provided port that is equipped with a sender receiver interface acts as the
sender. It sends values of the specified data elements to one or more ports
that it is connected to. These ports are the receivers. A sender receiver
interface can also have invalidation handlers that state what shall be done
if an invalid value is received. These handlers will however not be examined
further.

• A parameter interface lists one or more parameters that are exchanged over
this port. It is very similar to the sender receiver interface since it simply
lists signals that are exchanged and one sender can send values to many
receivers. A parameter interface however, can only be assigned to a provided
port if and only if this port belongs to a parameter A-SWC. That way, the
parameter A-SWC is able to provide parameters to other A-SWCs. A single
parameter inside a parameter interface is represented by a parameter data
prototype.

• A client server interface allows to state one or more operation. Every client
server operation consists of an arbitrary number of arguments. Such an
argument is represented by an argument data prototype.

A provided port with a client server interface acts a server that allows to
execute the operations at the software component that the port is attached
to. A required port acts as a client that wants to execute the operations at
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a corresponding server. It is possible that more than one client is connected
to the same server.

The classes for the port interfaces in the meta model are shown in Figure 5.9.
Every variable data prototype and every parameter data prototype furthermore
has an initial value. The assignment and representation of such a value will not
be discussed here.

Figure 5.9: The definition of port interface in the meta model (Adapted from
[AUT13e]).

5.1.3 - 3.4 Data types Each of the above mentioned port interfaces contain
some kind of data. In particular, each variable data prototype, each parameter
data prototype and each argument data prototype references a data type. We
therefore describe data types here in more detail.

AUTOSAR describes data types in three abstraction levels: The application
data level, the implementation data level and the base type level. The application
data level allows to specify data types that can be used in port interfaces and
parameters. The other two levels are closer related to the actual implementation
of an SWC. For our purposes, we concentrate on the application data level. It
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suffices to notice that there exist mapping objects that map application data types
to implementation data types.

An application data type offers the possibility to specify a data type indepen-
dently from the available data types in a certain programming language. Such a
data type has a property object that defines the characteristics of this data type.
We now name some examples for these properties [AUT13e]:

• A computation method converts a physical value to a certain representation
and vice versa. If for example a data type represents a finite number of
states, then this object can be used to convert the physical signal to a
textual representation of the state. It could for example define that 0 means
”off” and 1 means ”on”.

• The data constraint allows to define constraints that must apply for a certain
data type. We could for example define lower and upper limits for the value
of the data type. In the above example, it would be consequent to define
that the value of the data type must be 0 or 1.

• The unit property expresses a physical unit. The values of the data type
will always be expressed in this unit. If necessary, a received value will be
converted to the given unit.

All these objects are standalone objects and can therefore be re-used in other
data types. There are a lot more properties for an application data type but they
will not be further mentioned here.

In the AUTOSAR meta model, the variable data prototype, the parameter data
prototype and the argument data prototype class inherit from AutosarDataPro-
totype. This class references an AutosarDataType which is the superior class of
ApplicationDataType. AutosarDataType aggregates the SwDataDefProps class
that represents the properties of a data type. The classes for the three men-
tioned properties are CompuMethod, DataConstr, and Unit. Figure 5.10 shows
the hierarchy of the mentioned classes [AUT13e].

The following example shows how the ports of the indicator application are
equipped with port interfaces and data types:

Example 5.4 (Data types for indicator application). We consider the A-SWCs
of the indicator application and its ports from Example 5.3. It is easy to see that
the sensor actuator components expect or deliver exactly one signal:

• The TurnSwitchSensor delivers the position of the turn switch.

• The WarnLightsSensor delivers the current state of the warn light switch.

• The BulbActuator expects a signal that contains the state of the light bulb.
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Figure 5.10: The definition of data types in the meta model [AUT13e].

We therefore create three sender receiver interfaces if tss, if wls and if bulb.
Each interface gets a variable data prototype that is simply called signal. Further-
more, we create three application data types adt tss, adt wls and adt bulb that are
attached to the corresponding variable data prototypes. The data types are modeled
as follows:

• Application data type adt tss for the TurnSwitchSensor:

The data type shall represent the position of the turn switch. There are three
possible positions: The neutral position, left and right. We therefore create a
CompuMethod cm tss that converts the numbers −1, 0, and 1 to the textual
representations left, neutral and right. We also create a DataConstr dc tss
stating that the value must be between −1 and 1.

• Application data type adt wls for the WarnLightsSensor:

This data type holds the current state of the warn light switch. This switch
can be on or off, hence we assign a CompuMethod cm switch to adt wls that
maps 0 to off and 1 to on.

• Application data type adt bulb for the BulbActuator:

This data type states the current state of the blink light bulb. It can have the
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same state as the warn light switch. That is why we use the CompuMethod
cm switch from above for this data type as well.

Each interface is attached to the port of the corresponding sensor actuator com-
ponent and to the port at the IndicatorLogic component that is connected to the
other port.

If we talk about data types in the following sections, then we refer to application
data types.

This finishes the description of the outward appearance of an SWC. We now
proceed to the second description level:

5.1.3 - 3.5 Internal behavior of SWCs The internal behavior describes the be-
havior of an atomic A-SWC. Generally speaking, the internal behavior is denoted
by a number of functions. These functions can communicate with each other and
have access to certain parameters. Furthermore, we can specify certain events and
state when a function is triggered.

The meta model description of the internal behavior is shown in Figure 5.11.
We now describe the elements of the meta model that are used to describe the
internal behavior.

Figure 5.11: The internal behavior in the AUTOSAR meta model (Adapted
from[AUT13e]).

Interrunnable variables An interrunnable variable is a variable in the internal
behavior. The functions do not communicate directly with each other. Instead,
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each interrunnable variable can be accessed by one or more function. That way,
the functions can exchange data [AUT13e].

The interrunnable variable is represented as a variable data prototype. This
class has already been used for sender receiver interfaces in Section 5.1.3 - 3.3.

Parameters Similar to interrunnable variables, each function can access param-
eters of the internal behavior. A parameter is represented by a parameter data
prototype. This class is also used to describe the parameter interface in Section
5.1.3 - 3.3. Note that there exist two types of parameters: The parameters inside
the atomic SWC and parameters that come from ports that are equipped with
parameter interfaces [AUT13e].

Runnables A runnable is a function inside an atomic software component. Each
internal behavior has one or more runnables. Each runnable can access variable
data prototypes and parameters. These elements can either be part of the internal
behavior or part of a port interface that is attached to a port of the SWC. There
exists a VariableAccess class and a ParameterAccess class that specify the access
to a certain variable or parameter. For variables, we can also define if we have read
or write access and other things that are not described here. The RunnableEntity
class also provides more properties that we will not describe here [AUT13e].

RTE events For each runnable, we can specify when the runnable is executed.
This is achieved with an RTE event. There exist several sub-classes that inherit
from the RTEEvent class. Each class represents a certain event that can happen
during the execution of the ECU. These events for example occur when

• A new value is received at a required port with a sender receiver interface.

• An operation is called at a required port with a client server interface.

• A certain period of time is over. This means that the event occurs at a
reqular basis, e.g. every 10 milliseconds.

Each RTE event references a runnable that is executed when the event occurs
[AUT13e].

This finishes the description of the internal behavior. We now show the internal
behavior of the indicator application.

Example 5.5 (Internal behavior for indicator application). We take the indicator
ECU application from Example 5.4. We consider the IndicatorLogic ECU. We
create the following runnables for the internal behavior:

• TssPreprocessing

Receives the value from the tss port where the turn switch signal is received
and preprocesses it.

93



5. Application scenario: Encryption of V-ECUs

• WlsPreprocessing

Receives the value from the wls port where the warn lights signal is received
and preprocesses it.

• Logic

Gets the preprocessed values from the TssPreprocessing and WlsPreprocess-
ing runnables. Decides, whether the left, the right or both blink lights shall
blink.

• Toggle

Receives the decision from the logic runnable and periodically turns the blink
lights on and off.

TssPreprocessing accesses the tss port, WlsPreprocessing accesses the wls port
and Toggle accesses the ports bulb left and bulb right. Accesses here means that
the runnables get access to the variable data prototype of the corresponding port
interface. As seen in Example 5.4, every port interface has exactly one variable
data prototype. Furthermore, the following interrunnable variables and parameters
are created:

• An interrunnable variable tss status for the communication between TssPre-
processing and Logic.

• An interrunnable variable wls status for the communication between WlsPre-
processing and Logic.

• An interrunnable variable indicator status for the communication between
Logic and Toggle.

• A parameter blinkInterval that denotes how long the blink lights stay on or
off while blinking. This parameter is accessed by the Toggle runnable.

The data types for the variables and parameters are skipped. The resulting
internal behavior is shown in Figure 5.12. It remains to state the RTE events:

• Logic and Toggle are triggered every 10 milliseconds.

• TssPreprocessing and WlsPreprocessing are triggered when a new value ar-
rives at the corresponding port.

94



5.1 Description

Figure 5.12: The internal behavior of the IndicatorLogic SWC for the indicator
application. The arrow heads denote the data flow inside the SWC.

5.1.3 - 3.6 SWC implementations The implementations represent the third
and last description layer for an atomic A-SWC. Each implementation belongs to
one internal behavior (See Figure 5.6). The implementation consists of one or more
code and header files. The code files can be given as source code files or as compiled
object files. An implementation has to provide a function for each runnable of the
internal behavior [AUT13e]. An implementation that is given as source code is
called source code implementation and an implementation that is given as object
code is called object code implementation. If a party shares ECU software, then it
provides the AUTOSAR XML files together with the implementation files.

5.1.3 - 4 Variant management

An ECU might be used in different automobiles. Depending on the car, some
features of the ECU are not necessary or have to be slightly different. An engine
ECU might work differently for an engine with two or four cylinders. An ECU that
measures the speed of a certain wheel might also work slightly different depending
whether it is used for the front or rear wheels.

AUTOSAR distinguishes between two software models: The variant rich model
represents the software model with all possible variants. The bound model is the
software model for a specific variant. The AUTOSAR standard allows to define a
variation point at certain points in the variant rich model. There are four kinds
of locations where we can place a variation point. We focus here on the variation
point that is attached to a composition. Note that we talk about compositions
in the meta model and not about software compositions. A composition denotes
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that some object is part of another object. A port is for example a part of a
software component (See Figure 5.4). We say that the owned object is variable,
if a variation point is attached to the corresponding composition [AUT13b].

A variation point has a condition that states under which circumstances the
object exists. This condition is called binding expression. The syntax of the
binding expression is similar to the syntax of a boolean expression in C. It can
use certain variables that are called system constants.

If we want to choose a certain variant, then we have to assign values to the
system constants. Then, the binding expressions of these values are evaluated due
to the chosen values. If the expression yields 0, then the owned object is removed.
Otherwise, it stays and the variation point is removed. This process transforms a
variant rich model into a bound model and is called binding.

Every standalone object is a part of a package, hence we can make every object
variable. It furthermore holds that if an object is removed, then the parts and
references to this object are removed as well. We now introduce a variant for the
indicator application.

Example 5.6 (A variant for the indicator application). Consider the indicator
application from Example 5.5. Most automobiles today have a central locking
system that allows to lock or unlock a car by pressing a button on the key. The blink
lights indicate that the car has been locked or unlocked. We therefore introduce a
variant for our indicator application that supports a central locking system.

Similar to Example 5.2, we introduce a sensor actuator component Central-
LockingSensor that provides a signal indicating whether the car has been locked
or unlocked. For this, the component gets a provided port cl. We expand the
IndicatorLogic SWC with a required port cl and connect these two ports in the
IndicatorComposition. All these elements receive a variation point with the con-
dition

hasCentralLocking == true.

We omit port interfaces and data types for this variant. They would simply get
a variation point with the same condition. Figure 5.13 shows an excerpt of the
AUTOSAR software components with the given variant.

In the internal behavior, we define a runnable ClPreprocessing and an inter-
runnable variable cl status. Both get the condition from above. Depending on
the chosen variant, the Logic runnable only has to access the interrunnable vari-
ables tss status and wls status or additionally the interrunnable variable cl status.
We therefore introduce another runnable Logic cl that accesses all three variables.
Logic cl gets a variation with the above condition and the Logic runnable gets the
condition hasCentralLocking == false. For simplicity, we skip RTE events. An
excerpt of the new internal behavior with the variant is shown in Figure 5.14.
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Figure 5.13: Excerpt of the software components of the indicator application with
the central locking variant. The dotted frame indicates that the el-
ements inside it are variable. The other elements are explained in
Figure 5.8.

Figure 5.14: Excerpt of the internal behavior of the indicator application with the
central locking variant. The dotted frame indicates that the elements
inside it are variable. Furthermore, Logic cl and Logic are variable.
The condition is given in italic. The other elements are explained in
Figure 5.12.
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5.2 Goals

Suppose there exists a party that wants to exchange an ECU with other parties.
This party can be a supplier that delivers its ECU to OEMs and other suppliers.
It can also be an OEM that shares its ECU with other OEMs. This occurs for
example when OEMs develop ECUs for Car2X communication. Car2X communi-
cation enables automobiles to communicate with each other and also with other
devices like traffic jams [car07]. The OEMs might want to assure that their de-
vice communicates properly with the devices of another OEM, hence they have to
exchange their ECUs. For this section, we focus on the case that a supplier wants
share his ECU with one or more OEMs. However, the arguments also apply for
the other use case.

To exchange an ECU, the supplier can for example deliver an instance of the
ECU to each OEM. The OEM can then integrate this device in a car or test it.
This is possible as soon as the ECU hardware is produced and the ECU software
can be compiled for the desired hardware platform. The disadvantage is that an
OEM can not verify the functionality of an ECU until then. It is desirable that the
ECU can be tested earlier. For this, the supplier can exchange the ECU software
in an early development phase. The AUTOSAR standard helps to standardize
the exchange of ECU software. If we compile the ECU software to a V-ECU that
runs on a computer, then we are already able to test the software. Now, an OEM
is able to verify the ECU software in an early stage and can give feedback to the
supplier if it satisfies the requirements of the OEM.

However, exchanging the ECU software reveals a lot of information about the
ECU. We for example see the structure of the software or the values of all pa-
rameters. Furthermore, we are able to identify all functions of the ECU software.
This is more complicated if the ECU software is already installed on a hardware
device. For virtual ECUs, we need a method to protect the intellectual property
(IP) of the ECU owner i.e. the supplier efficiently. The goal is that the supplier
can choose in advance what parts of the ECU software shall be visible to a certain
party.

As seen in Section 5.1.3 - 2, AUTOSAR provides an XML schema that holds
the information about the ECU software. Hence, we want to achieve that some
elements from the .arxml files are hidden from a certain party. If an element
is visible, then the parent element must be visible as well. Otherwise the XML
schema of AUTOSAR is violated. Consequently, all elements that include the
unlocked element must be visible.

Obviously, the ECU owner would deliver the ECU software more than once to
the OEMs. If a new version of the ECU software shall be delivered to the OEMs,
we want to avoid that the selection of the parts that are visible must be done from
scratch.

An OEM uses the ECU software to evaluate whether it meets the requirements
of the OEM. In this process, the OEM might require access to some parts of the
ECU software that were hidden initially. We want to assure that the supplier can
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unlock additional parts of the ECU software efficiently.

5.3 Realization

The goals in Section 5.2 for IP protection of ECU software are the same goals
as in Section 4.2 for the hiding of a software component. We therefore apply the
method from Section 4.3 here.

We interpret the ECU software as a software component. Note that we refer
to the whole ECU software as the software component while AUTOSAR software
components will be a sub-component of the software component. The next section
shows how the software component tree looks like. We then model the attributes
and policies in Section 5.3.2. At the end of this section, we give an example that
shows how we can model attributes for the indicator application.

5.3.1 The software component tree for ECU software

The ECU software consists of one or more XML files and implementation files.
These files are the direct children of the root in the software component tree. If
the files are organized in folders, we also picture the structure of the folder in
the software component tree. In that case, the XML and implementation files are
children of folder nodes. The AUTOSAR XML files are structured hierarchically.
The structure of each XML file is represented in the software component tree
as well. Section 5.1.3 - 2 showed that the objects of AUTOSAR ECU software
are organized packages, hence the children of the XML files are ARPackages.
We omit the AUTOSAR element here which is the root element in the .arxml
file. The elements in the packages are standalone objects. In Section 5.1.3, we
named AUTOSAR software components, port interfaces, data types, computation
methods, data constraints and unit as examples. These objects and other packages
are considered as the children of one packages. Figure 5.15 shows the software
component tree for AUTOSAR ECU software.

For the standalone objects, it generally holds that some element A is the par-
ent of another element B in the software component tree, if A aggregates B in
the AUTOSAR standard. An aggregation is represented by a composition in the
AUTOSAR meta model. An AUTOSAR software component aggregates for ex-
ample a port (See Figure 5.7). Therefore, a port is a child of an A-SWC. This also
describes the structure of the XML files since the XML schema is directly derived
from the meta model.

Next to aggregations, the meta model of AUTOSAR also contained references.
A port for example references a port interface (See Figure 5.9). These references
are not shown in the tree. However, we stated in Section 4.1.1 that a software
component can have references outside the software component tree.
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Figure 5.15: The software component tree for AUTOSAR ECU software. It is
possible that an ARPackage element contains another ARPackage

5.3.2 Modeling of attributes and policies

This section describes how the attributes and policies can be modeled for the ECU
software. We start with the application of the trade-off strategy from Section 4.3.1.
Then, we consider the standalone objects and show how we can choose attributes
for them. In Section 5.3.2 - 5, we consider the variant management and we deal
with implementations in Section 5.3.2 - 6.

The strategy from Section 4.3.2 allows that the attributes and policies can be
created arbitrarily. The following sections therefore contain suggestions how the
attributes and policies can be modeled. None of these suggestions is mandatory.

5.3.2 - 1 Application of the trade-off strategy

The trade-off strategy from Section 4.3.1 suggests that some elements that do not
contain sensible information are encrypted trivially. This leads to smaller trees
that we consider in one step of the attribute selection.

We suggest here that folders, XML files and packages are seen as trivial sub-
components. These elements just contain other elements like implementations and
A-SWCs that contain the actual information about the ECU software. Hence, we
only reveal the folder structure and package structure of our ECU software. On
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the other hand, we are able to choose attributes for each standalone object and
implementation individually, hence the sub-trees are pretty small.

5.3.2 - 2 Data types and data type properties

According to Section 5.1.3 - 3.4, a data type aggregates a properties element.
This element holds the properties of the data type. We named the computation
method, the data constraint and the unit as examples. All these objects are
again standalone objects that are referenced by the properties element. The data
type element therefore only has one child: the properties element. However, a
data type basically contains no information. All information is stored in the
properties element. We therefore suggest that a properties element is always
unlocked together with the data type itself, hence we can interpret these elements
as one node in the software component tree.

We get that a data type as well as computation method, data constraint and
unit, is an individual element without any children. It is not necessary to perform
the child group selection to any of these elements. The attribute selection can
simply choose an attribute for each data type and data type property.

However, the ECU software might have a lot of data types and data type prop-
erties but each element on its own might not contain a lot of sensible information.
Currently, each data type and data type property can be unlocked individually.
This might be too fine-grained. We therefore suggest to have some attributes that
are assigned to more than one data type so that a group of data types and its
properties can be unlocked with only few attributes. This efficiently reduces the
policy size. Furthermore, we could provide template policies that allow to unlock
a group of data types. The decision what data types should be unlocked together
can for example depend on the environment where a data type is used. We can for
example assure that all data types of a port interface can efficiently be unlocked.

5.3.2 - 3 Port interfaces

According to Section 5.1.3 - 3.3, a port interface describes the data or operations
that are required or provided by a port of an A-SWC. All port interfaces reference
data types. The data types are standalone objects, hence they are not considered
as a child of the port interface.

A sender receiver interface aggregates variable data prototypes. Thus, in the
software component tree, the variable data prototypes are the children of the
sender receiver interface. A sub-tree that represents a sender receiver interface
therefore has a depth of 1. We can directly perform the child group selection for
the whole sender receiver interface.

The same arguments apply to the parameter interface. Here, the parameter
data prototypes are considered as the children.

For a client server interface, we have a tree of depth 2. The interface itself
consists of client server operations and each operation consists of argument data
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prototypes. We apply the child group selection as described in Section 4.3.2. Here,
we can for example first of all consider the operations and their arguments and
then perform the child group selection for the port interface itself.

Every port interface references data types. As described in Section 4.3.2, the
attribute selection for a port interface allows that we also assign attributes to
another sub-tree, for example to a data type. To model such a reference, we can
for example assign an attribute to all data types of the port interface or provide
a template policy that unlocks all desired data types.

For data types, we already described how to unlock many data types at once.
For port interfaces, we could do the same. We could for example assure that all
port interfaces for a certain A-SWC can be unlocked efficiently.

5.3.2 - 4 AUTOSAR software components

AUTOSAR software components were introduced in Section 5.1.3 - 3. There exist
atomic A-SWCs, parameter A-SWCs and composition A-SWCs. Each A-SWC
has ports and atomic A-SWCs have an internal behavior and can be referenced
by implementations. Implementations are covered later on since they are not a
part of an .arxml file.

5.3.2 - 4.1 Parameter A-SWC According to Section 5.1.3 - 3, every parameter
A-SWC has ports that represent the interaction points with other AUTOSAR
software components. Ports were described in Section 5.1.3 - 3.1. A port is
aggregated by the corresponding A-SWC, hence a port is a child of the A-SWC.
Furthermore, a port references a port interface. A parameter A-SWC however,
only references parameter interfaces.

A parameter A-SWC has no other sub-components, hence we can directly ap-
ply the child group selection and attribute selection. Again, we can assure with
attributes or the policy that the corresponding port interfaces can efficiently be
unlocked together with the parameter A-SWC.

5.3.2 - 4.2 Atomic A-SWC First of all, we consider the different types that
were mentioned in Section 5.1.3 - 3 for atomic A-SWCs: the application atomic
A-SWC and hardware access A-SWCs. The second group includes for example
the sensor acuator A-SWC. Each type in the hardware access group allows to
access a certain hardware entity. For this, hardware access A-SWCs aggregate
some additional elements. However, we assume that a hardware access A-SWCs
is unlocked if and only if the hardware entity shall be unlocked as well. We
therefore encrypt the hardware entity together with the atomic A-SWC. Now,
the software component tree of application atomic A-SWCs and hardware access
A-SWCs have the same structure.

An atomic A-SWC aggregates ports and an internal behavior. The internal
behavior aggregates one or more runnables that access interrunnable variables,
parameters and are triggered by RTE events. Furthermore, each runnable can
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access elements of the port interfaces that are attached to the ports of the atomic
A-SWC. The description for the internal behavior can be found in Section 5.1.3 -
3.5.

We get that the atomic A-SWC is represented as a tree with ports, runnables,
interrunnable variables, parameters and RTE events as children. We can now
apply the attribute selection strategy for this tree.

We now provide a way to simplify the software component tree of an atomic
A-SWC. Runnables reference all other elements from the atomic A-SWC, i.e.
ports, interrunnable variables, parameters and RTE events. If we require that all
referenced elements are unlocked together with the runnable, then it suffices to
perform the child group selection only for the atomic A-SWC and the runnables.
A group of runnables that is unlocked together immediately implies other sub-
components of the atomic A-SWC that shall also be unlocked. This simplifies the
structure of the software component tree and makes it easier to assign attributes
to it.

5.3.2 - 4.3 Composition A-SWC In Section 5.1.3 - 3, we have seen that a
composition A-SWC references other A-SWCs. To be precise, the composition
A-SWC aggregates SwComponentPrototypes and each SwComponentPrototype
references an A-SWC. According to Section 5.1.3 - 3.2, a composition A-SWC
also aggregates connectors that connect two ports.

We require that a referenced A-SWC must be visible, if a SwComponentProto-
type that references it is visible. That way, we can select the A-SWCs of a com-
position A-SWC that shall be unlocked by choosing the corresponding SwCom-
ponentPrototypes.

We now can perform the attribute selection on the ports, connectors and SwCom-
ponentPrototypes as usual. However, connectors do not reveal a lot of information.
Here, a connector only references the ports that it connects. We therefore suggest
that connectors are always revealed together with the composition A-SWC. This
can for example be achieved if the composition and the connectors are encrypted
together with the same attributes. The decryption then reveals all connectors.
However, if one port that the connector references is not visible, then the con-
nector should be removed. If we want to encrypt connectors separately, then we
should assure that the connected ports are unlocked, if the connector is unlocked.

5.3.2 - 5 Variant handling

As seen in Section 5.1.3 - 4, every standalone object and every sub-component of
it can be variable. That means the corresponding element and its children exist in
some variants of the ECU software but are removed in other variants. A boolean
expression states states the variants for a certain element.

For each child group selection, we should take the variant management into
account. It enables us to identify possible child groups. If two elements have for
example the same condition, then it is likely that they often shall be unlocked
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together. Furthermore, it should be possible to only unlock certain variants of the
ECU software.

5.3.2 - 6 Implementations

For every atomic A-SWC, there exist arbitrarily many implementations. As de-
scribed in Section 5.1.3 - 3.6, an implementation can be given in source code or
compiled object code. It provides a function for each runnable of the internal
behavior.

A source code implementation enables us to identify each function of the im-
plementation. We interpret a function as a child of the implementation in the
software component tree. This allows us to choose attributes such that only some
functions of a source code implementation are revealed. We could for example
only unlock the functions that correspond to the visible runnables.

Each implementation serves a specific purpose. There might exist object code
implementations that are compiled to run on a specific platform. In that case, we
might want to unlock the implementations for certain platforms to a party. For
this, we can do the following: We assign one or more attribute to an implementa-
tions that describes the referenced atomic A-SWC. We also assign attributes that
describe the purpose of the implementation. We now can state that a certain im-
plementation shall be unlocked by identifying the corresponding atomic A-SWC
and the purpose of the implementation. Furthermore, we can easily unlock im-
plementations of several atomic A-SWCs with the same purpose. The following
example shows how this strategy is working:

Example 5.7. Suppose there exist three atomic A-SWCs. For each A-SWC, there
exist four implementations for different platforms. We model the attributes for the
implementations as follows: We choose an SWC attribute SWC-1, SWC-2, SWC-3
for each atomic A-SWC and a platform attribute Pf-1, Pf-2, Pf-3, Pf-4. Each
implementation gets the corresponding SWC and platform attribute.

To unlock platforms for Atomic A-SWCs, we take the corresponding SWC and
platform attributes from the previous step. We attach all SWC attributes to a
threshold gate with threshold 1 and all all platform attributes to another threshold
gate with threshold 1. Finally, we attach both threshold gate to a new threshold
gate with threshold 2.

Figure 5.16 shows how the policy looks like, if the atomic A-SWCs 2 and 3 with
the platforms 1, 3 and 4 are unlocked.

The advantage of this strategy is that it is easy to unlock additional implemen-
tations. If we want to unlock the implementations for another atomic A-SWC,
then we just add the corresponding SWC attribute to the left threshold gate in
Figure 5.16. This immediately unlocks all stated platforms. If we add a platform
attribute to the right threshold gate, then we unlock an additional platform for
all atomic A-SWCs where implementations shall be visible.
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Figure 5.16: A threshold tree for a policy that unlocks the platforms 2, 3 and 4 for
the atomic A-SWCs 2 and 3.

An implementation consists of one or more files that are sub-components of the
ECU software. Additionally, an implementation can be listed in an AUTOSAR
XML file. This represents the reference of an implementation to the internal
behavior of an atomic A-SWC. When an implementation is encrypted, we have
to encrypt the implementation files as well as the corresponding element in the
.arxml file.

This finishes the modeling of attributes and policies for the ECU software. The
following example shows how we can choose attributes for the indicator applica-
tion:

Example 5.8 (Attributes for the indicator application). We take the indicator
application with the variant for a central locking system from Example 5.6. For
simplicity, we assume that there exists one .arxml file that contains a package with
the name Indicator. This package contains all elements from the ECU software.
We apply the trade-off strategy so that these elements are marked as trivial. We
do not encrypt these elements

We start with the IndicatorLogic SWC. We say that this SWC has three func-
tionalities:

1. Process the input signals.

2. Decide based on the values of the input signals whether the left, the right or
both blink lights shall blink

3. Propagate the blink command to the blink lights.

All runnables belong to exactly one functionality. TssPreprocessing, WlsPre-
processing and ClPreprocessing belong to the first one, the Logic and Logic cl
runnables to the second and the Toggle runnable belongs to the third functionality.
We choose an attribute Func-In, Func-Logic, Func-Out for each functionality.
Every runnable gets the corresponding functionality attribute. This attribute is
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propagated to the the ports, interrunnable variables, parameters and RTE events.
We also choose an attribute SWC-IL that is assigned to the IndicatorLogic SWC.
Hence, IndicatorLogic can be unlocked with each functionality individually.

The variant is treated as follows: We choose three variant attributes Var-Cl,
Var-NoCl and Var-Default. The first two attributes represent the variant with
or without the central locking system. Var-Default is an attribute for all ele-
ments that are not variable. We assign Var-Cl to all elements with the condi-
tion hasCentralLocking == true and the elements with hasCentralLocking ==
false get the attribute Var-NoCl. All elements of IndicatorLogic that are not
variable get the attribute Var-Default.

If we want to unlock the IndicatorLogic SWC, then we proceed as follows: We
choose the functionalities that we want to unlock. Then, we create a policy with
the attribute SWC-IL and the corresponding functionality attributes. Figure 5.17
shows how a policy looks that unlocks IndicatorLogic together with the first two
functionalities.

Figure 5.17: A policy that unlocks the IndicatorLogic SWC and two of its func-
tionalities.

If we want to restrict the access to a certain variant, then we choose the cor-
responding variant attribute. We take the policy that has been created for Indi-
catorLogic and attach it to a threshold gate with threshold 2. We also attach a
threshold gate with threshold 1 that contains the variant attributes. Figure 5.18
shows the previous policy where the access to IndicatorLogic is restricted to the
variant without a central locking system.

The attribute Var-Default assures that all elements that are not variable are
still unlocked.

All other atomic A-SWCs are sensor actuator components with one port. We
require that the port is always unlocked with the A-SWC. It suffices to choose
an attribute for each sensor actuator A-SWC. In particular, we assign SWC-Tss

to TurnSwitchSensor, SWC-Wls to WarnLightsSensor, SWC-Bulb to BulbActuator
and SWC-Cl to CentralLockingSensor. CentralLockingSensor also gets the attribute
Var-Cl. We do not assign variant attributes to the other A-SWCs, because these
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Figure 5.18: The policy from Figure 5.17. The access to IndicatorLogic is re-
stricted to the variant without a central locking system.

objects do not contain any variable elements.

Every port interface only has one sub-component i.e. the signal variable. Again,
we want to achieve that this sub-component is always unlocked. Therefore, if tss
gets an attribute If-Tss, if wls gets an attribute If-Wls and If-bulb is assigned
to if bulb. We also create an attribute If-Func-In that is assigned to if tss and
if wls to efficiently unlock all port interfaces of the first functionality.

The process for data types is similar to port interfaces: We create attributes
DT-Tss, Compu-Tss and Constr-Tss that are assigned to the application data
type adt tss, the computation method cm tss and the data constraint dc tss respec-
tively. The attributes DT-Wls, DT-bulb and Compu-Switch are assigned to the
data types adt wls, adt bulb and the computation method cm switch respectively.
Furthermore, we create attributes DT-Func-In and DT-Func-Out to unlock all
data types and properties of the corresponding functionality. DT-Func-In is as-
signed to adt tss, cm tss and dc tss and DT-Func-Out is attached to adt bulb and
cm switch.

We now want to unlock all elements that are required for the first two function-
alities. We use If-Func-In and DT-Func-In to unlock the port interfaces and
data types for the first functionality and add the attributes of the corresponding
sensor actuator A-SWCs to the policy. In this case, we want to unlock the vari-
ant with the central locking system. As described in Section 4.3.1, we attach the
chosen policies to a threshold gate with threshold 1. The result is shown in Figure
5.19.

Here, we restricted the IndicatorLogic and the CentralLockingSensor to the cen-
tral locking variant since they are the only objects with variable sub-components.
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Figure 5.19: A policy that unlocks the first two functionalities of the indicator
application together with the required elements. The dashed lines
separate the policies that were chosen for each standalone object.

If we wanted to switch to the variant without central locking, then we only have to
change the Var-Cl attribute to Var-NoCl.

5.4 Evaluation and outlook

We applied the method from Section 4 to AUTOSAR ECU software so that we
achieve IP protection. It was easy to identify the software component tree in the
ECU software since XML files are structured hierarchically. The trade-off strategy
allows to model the attributes for each standalone object individually. The sub-
tree that has to be considered in one step is therefore pretty small. Hence, the
child group selection and the attribute selection are not too complex. We also
listed the objects that we described in Section 5.1 and showed how we can model
these objects and their relationships. The aggregations are already covered by
the software component tree. The references point to other standalone objects i.e.
other sub-trees. As described in Section 4.3.2, the attribute selection can assign
attributes to other sub-trees as well, hence we are able to cover these references.
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An advantage of this strategy is that it does not impose any restriction on the
selection of sub-components that we want to unlock. According to Section 5.3.2
- 1, we mark packages and folders as trivial, so that they are revealed to every
party. A standalone object can not be the parent of another standalone object
in the software component tree, hence the revelation of such an object does not
imply that another object must be revealed. It is left to the ECU owner to model
such a dependency. The same holds for most sub-components of the standalone
objects. Nearly every sub-component is a direct child of the object, hence we can
choose the sub-components that shall be unlocked with the object itself in any
desired way. The owner of the ECU software has full control over the selection
of sub-components that shall be revealed. A minor exception is the client server
interface. Here, we have to unlock the corresponding operation, if we unlock an
argument data prototype. But this should be acceptable.

However, the attribute selection can still be very complex, even if one step
only considers a single standalone object. ECU software can be very complex,
thus there are a lot of standalone objects. Secondly, a standalone object might
reference a lot of other objects. This holds for example for the composition A-
SWC that references other A-SWCs. These A-SWCs can again be composition
A-SWCs that reference more objects. Here, we recommend two things: Firstly, we
should only consider the direct references of the composition A-SWC. Secondly,
not all references should be covered by the attributes. Instead, we should use the
policy to unlock the desired A-SWCs together with a composition A-SWCs. This
increases the policy size but it drastically simplifies the attribute selection.

Lastly, we point out that we only considered a subset of the AUTOSAR meta
model. It is left do decide how the remaining elements shall be modeled. We
believe that most elements can be modeled in a similar way that is shown here.
We can for example encrypt some of these elements together with its parent. This
has been done for hardware access SWCs in Section 5.3.2 - 4.2. The annotations
or communication specifications for a port could for example be handled in that
way. Furthermore, the other data type properties can easily be modeled in the
same way that is shown in Section 5.3.2 - 2. That way, it should be possible to
extend the modeling strategy that is shown here to the complete meta model.
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6 Conclusion

We introduced a method that allows the owner of a software component to encrypt
it with KP-ABE. We showed how the sharing of the software components works
and how the owner should select the attributes and policies so that a private key
allows partial access to the software component.

The advantage of this approach is that the owner has to encrypt his software
component only once and can give the same encryption to all parties. Only the
private key determines the sub-components that shall be visible. Another benefit
is that some sub-components can be unlocked after the private key has already
been created.

For this, we established a private key extension mechanism that allows CP-ABE
and KP-ABE schemes to equip a private key with more access rights without a
secure channel. For CP-ABE, we provide a generic construction that allows to
transform all CP-ABE schemes that fulfill some general requirements into secure
CP-ABE schemes with PKX. For KP-ABE, we equipped the small universe MSP
construction of Goyal et. al. and the KP-ABE construction of Rouselakis and
Waters with PKX. We believe that the ideas to extend these constructions can be
used to extend other KP-ABE schemes as well.

In Section 5, we applied the method to hide software components to ECU
software that is structured according to AUTOSAR. The result is that an owner
of ECU software is able to choose the parts of a software that shall be visible to
certain party while the other parts remain hidden. We showed for a subset of the
AUTOSAR meta model how we can model attributes and policies for them. It is
left to show how the remaining parts can be modeled but we believe that similar
methods can be used here.

In this thesis, we only considered the case that one party has a software compo-
nent that it wants to share. It might be interesting to extend this scenario so that
more than one party shares a software component. This is currently only possible,
if every party creates an encryption system and private keys for the other parties.
It would be beneficial, if all parties could use the same encryption system. Then,
each party has one private key that allows access to more than one software com-
ponent. But this raises the problem that there must exist some central trusted
authority that creates the public parameters and the private keys. It would be
interesting to examine whether this scenario can be realized without such a central
instance.
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