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die wörtlich oder sinngemäß übernommen worden sind, sind als solche gekenn-
zeichnet.

City, Date Signature

iii





Contents

1 Introduction 1

2 Notations and Background 5
2.1 Notations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
2.2 Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
2.3 Predicate and Predicate Family . . . . . . . . . . . . . . . . . . . 12
2.4 Predicate Encryption Scheme . . . . . . . . . . . . . . . . . . . . 18

3 Cryptographic Primitive Pair Encoding 21
3.1 Pair Encoding Scheme . . . . . . . . . . . . . . . . . . . . . . . . 21
3.2 Predicate Encryption Framework . . . . . . . . . . . . . . . . . . 24
3.3 Security Properties of the Pair Encoding Scheme . . . . . . . . . . 26

3.3.1 Perfect Master-Key Hiding . . . . . . . . . . . . . . . . . . 26
3.3.2 Doubly Selective Secure Master-Key Hiding . . . . . . . . 29

4 Perfect Master-Key Hiding Pair Encoding Schemes 33
4.1 Pair Encoding Scheme for RKPone−use . . . . . . . . . . . . . . . . 33

4.1.1 Construction . . . . . . . . . . . . . . . . . . . . . . . . . 34
4.1.2 Correctness Proof . . . . . . . . . . . . . . . . . . . . . . . 35
4.1.3 Security Proof . . . . . . . . . . . . . . . . . . . . . . . . . 37

4.2 Pair Encoding Conversion for Dual Predicate Families . . . . . . . 44
4.2.1 Construction . . . . . . . . . . . . . . . . . . . . . . . . . 44
4.2.2 Correctness Proof . . . . . . . . . . . . . . . . . . . . . . . 46
4.2.3 Security Proof . . . . . . . . . . . . . . . . . . . . . . . . . 48

5 Doubly Selective Secure Master-Key Hiding Pair Encoding Scheme 55
5.1 Pair Encoding Scheme for RKP . . . . . . . . . . . . . . . . . . . 55

5.1.1 Construction of E(RKP ) . . . . . . . . . . . . . . . . . . . 55
5.1.2 Concept of the Construction . . . . . . . . . . . . . . . . . 58
5.1.3 Correctness Proof . . . . . . . . . . . . . . . . . . . . . . . 59

5.2 Security Proof for E(RKP ) . . . . . . . . . . . . . . . . . . . . . . 62
5.2.1 Selective Secure Master-Key Hiding . . . . . . . . . . . . . 65
5.2.2 Co-Selective Secure Master-Key Hiding . . . . . . . . . . . 75

Bibliography 87

v





1 Introduction

With increasing demand to share personal information in the internet, security
and privacy become a major concern. To securely share information, it must be
possible to define fine-grained policies, which restrict the access to these informa-
tion. For example, a user wants to share the latest holiday photos with friends and
family, whereas its current location should only be visible for its closest friends.
Traditional encryption schemes are incapable of implementing this requirement,
instead they realize an all or nothing access restriction. In an instantiation of a tra-
ditional encryption scheme, every user is either capable of decrypting all data, or
this user does not gain any information about the content of the encrypted data.
A new type of encryption schemes called predicate encryption (PE) schemes is
introduced, which implements a fine-grained access restriction.

In predicate encryption schemes, binary predicates model the access restrictions,
where the two inputs of these predicates are called key index K and ciphertext index
C. The key index models the access rights of an user, whereas the ciphertext index
models the required access rights of data. Hence, every private key is associated
with a key index, and ciphertexts are associated with ciphertext indexes. In the
example given above, key indexes state amongst others whether an owner of a
private secret key is a family member, a close friend, or none of the two. And
every ciphertext index specifies the kind of data that is encrypted in the ciphertext
(e.g. holiday photos, location data, . . .). A user is able to decrypt a ciphertext if
and only if R(K, C) = 1, where K is the key index associated with its private secret
key, C is the ciphertext index associated with the ciphertext, and R denotes the
predicate realized by the PE scheme.

The first PE schemes, which were presented are so called identity-based encryp-
tion (IBE) schemes, and they base on Shamir’s idea introduced in 1984 [16]. One
construction of an IBE scheme is presented by Boneh and Franklin [5] in 2001. The
predicate R realized by IBE schemes maps a key index K and ciphertext index C to
1 if and only if K is equal to C (R(K, C) = 1⇔ K = C), thereby all key and cipher-
text indexes are strings. In 2005, Sahai and Waters [15] present a PE called fuzzy
IBE. Here, the key and ciphertext indexes are sets of so called attributes, and the
predicate that is realized maps a key index K and a ciphertext index C to 1 if and
only if K and C have at least d attributes in common (R(K, C) = 1⇔ |K ∩ C| ≥ d),
where d is a parameter of the setup algorithm of the fuzzy IBE scheme. Based on
the idea of fuzzy IBE, Goyal, Pandey, Sahai and Waters [6] present a key-policy
attribute-based encryption (ABE) scheme. In this scheme, the key indexes are
policies, whereas the ciphertext indexes are sets of attributes again. Each policy
splits all sets of attributes into two groups. One is the group of so called autho-
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1 Introduction

rized sets, whereas the other is the group of unauthorized sets. The predicate R
realized by a key-policy ABE scheme maps a key index K and a ciphertext index
C to 1 if and only if C belongs to the group of authorized sets of K. Several other
constructions for IBE and ABE schemes are introduced, e.g., [13], [18].

All these previously mentioned PE schemes have in common that they are
only proven secure under a weak security model called selective security. In this
security model, the adversary must announce the ciphertext index associated to
the ciphertext that it is going to attack, before the PE scheme is setup. Hence,
the selective security model is only a theoretical security model. Instead, we are
interested in full secure PE schemes. In the full security model, the adversary sets
the ciphertext index, that it is about to attack, whenever it likes. In 2009, a new
construction and proof technique for PE schemes called dual system encryption
technique is introduced by Waters [17]. Based on this technique several fully
secure PE schemes are constructed, e.g., [10], [11], [9].

All these different constructions of full secure PE schemes have many similari-
ties, which are independent of the realized predicates. Attrapadung [1] used this
fact, to develop a PE framework. This framework specifies how to construct a full
secure PE scheme for a given encoding of a predicate, which is called pair encod-
ing scheme. In order to develop a PE scheme for a predicate, it is sufficient to
develop a pair encoding scheme for a predicate instead of developing a complete
PE scheme for the same predicate. In addition, the PE framework guarantees
that every obtained PE scheme is fully secure as long as the given pair encoding
scheme satisfies certain properties.

The aim of this thesis is to present pair encoding schemes for different sets of
predicates, which are so called predicate families. First, we focus on a formal
introduction of predicates, predicate families and their properties, since these def-
initions are vague and sometimes implicitly formulated in related works. Further-
more, our main focus is on the pair encoding schemes. There exist two different
security properties for pair encoding schemes: one in an information theoretical
notion, and the other in a computational notion. In this thesis, we analyze a con-
struction presented by Attrapadung [1], which converts a pair encoding scheme
that is secure in the information theoretical notion into a pair encoding scheme
for a predicate, where the key index and ciphertext index are switched. It turns
out that the security proof provided by Attrapadung [1] is insufficient. Part of
this thesis is to prove this property. Moreover, we develop the missing correctness
proof. The last focus is on a pair encoding scheme that satisfies the security prop-
erty in the computational notion. Here, part of the thesis is to adapt the proof
of this property from a more general pair encoding scheme, which is proven to
satisfy this property. Furthermore, we extend the proof by a detailed probability
analysis.

We organized this master’s thesis as follows. First, our notation and the nec-
essary definitions and lemmas are provided in Chapter 2. Furthermore, we in-
troduce the definitions for predicate families and the PE schemes in this chapter.
In Chapter 3, pair encoding schemes and the PE framework are introduced. In

2



the following Chapter 4, we present a perfectly master-key hiding pair encoding
scheme and a construction which converts a pair encoding scheme into a pair en-
coding scheme for its dual predicate. Then, a doubly selective secure master-key
hiding pair encoding scheme is presented in Chapter 5.
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2 Notations and Background

In this chapter, we provide the foundations which are necessary to understand
predicate encryption schemes and pair encoding schemes. First, our notation
throughout this thesis is introduced in Section 2.1. Afterwards in Section 2.2, basic
definitions and lemmas are presented. In Section 2.3 predicates and predicate
families are introduced. And finally, in Section 2.4 the definition of predicate
encryption schemes is provided.

2.1 Notations

Sets

• The set {i | i ∈ N, 1 ≤ i ≤ N} is denoted by [1, N ].

• P denotes the set of all prime numbers.

• The ring of integers modulo N is denoted by ZN . If p ∈ P, then Zp is a field.

Assignment

• If S is a finite set, then x← S denotes that x is chosen uniformly at random
from S.

• If y is a value, and x is a variable, then x := y denotes that the value y is
assigned to variable x.

Algorithms

• If A is a probabilistic algorithm, then y ← A(x) denotes running A on input
x, and assigning the output to y.

• If A is a probabilistic algorithm, then [A(x)] denotes the set of all outputs,
which are obtained by running A on input x.

• If A is a deterministic algorithm, then y := A(x) denotes running A on
input x, and assigning the output to y.

• If λ ∈ N, then 1λ is the unary encoding of λ.
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2 Notations and Background

Vectors and Matrices

• The transpose of a vector v is denoted by v>.

• The i-th entry of a vector v is denoted by vi. Hence, v = (v1, . . . , vl)
>,

where l = |v|.

• A matrix A is also denoted by (Ai,j) i∈[1,l]
j∈[1,m]

(or just (Ai,j)), where l and m

are the number of rows and columns, respectively.

• The i-th row of matrix A is denoted by Ai.

• The transpose of a matrix A is denoted by A>.

Modulo

• [a mod b] denotes the remainder of a when it is divided by b. Hence,
0 ≤ [a mod b] < b.

• If v is a vector in ZlN , then [v mod p] denotes a vector in Zlp, where
[v mod p] = ([v1 mod p], . . . , [vl mod p])>.

• If A is a matrix in Zl×mN , then [A mod p] denotes the matrix in Zp, where
[A mod p] = ([Ai,j mod p]) i∈[1,l]

j∈[1,m]

.

• a ≡N b denotes that a is congruent to b modulo N .

Polynomials

• Variables are denoted by Xa, Xb, . . ..

• If Xa is a variable, then the value a denotes an assignment of this variable.

• Xh,Xr, . . . denote vectors of variables, for example, Xh = (Xh1 , . . . , Xhn).

• If q(Xh) is a polynomial in ZN [Xh] and h is an assignment of Xh, then q(h)
is the evaluation of q at h.

• If Xh is a vector of variables, and q(Xh) := (q1(Xh), . . . , qm(Xh))> is a vec-
tor of polynomials qi(Xh) ∈ ZN [Xh], then q(h) is the component-wise eval-
uation of the polynomials at h, and therefore q(h) = (q1(h), . . . , qm(h))> ∈
ZmN .
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2.2 Definitions

2.2 Definitions

In this section, we present the required definitions and lemmas for this thesis.
We assume that the reader is familiar with basic probability theory, the theory of
groups, rings and fields as well as the concept of public-key encryption schemes,
security models and security assumptions (see for example [8]).

First, we provide a few basic lemmas about probability theory.

Lemma 2.1 Let A,B and C be probabilistic events, and {Di}i∈I be a partition of
the event space. Then, it holds that:

Pr[A ∧B|C] = Pr[A | B ∧ C] Pr[B | C] (2.1)

Pr[A | B] =
∑
i∈I

(Pr[A | B ∧Di] Pr[Di|B]) . (2.2)

Proof. The Equation (2.1) holds, because

Pr[A ∧B|C] =
Pr[A ∧B ∧ C]

Pr[C]
=

Pr[A ∧B ∧ C]

Pr[C]

Pr[B ∧ C]

Pr[B ∧ C]

=
Pr[A ∧B ∧ C]

Pr[B ∧ C]

Pr[B ∧ C]

Pr[C]
= Pr[A | B ∧ C] Pr[B | C].

And Equation (2.2) holds due to the law of total probability.

Pr[A | B] =
Pr[A ∧B]

Pr[B]

=
∑
i∈I

(
Pr[A ∧B ∧Di]

Pr[B]

)
=
∑
i∈I

(
Pr[A ∧B ∧Di]

Pr[B]

Pr[Di ∧B]

Pr[B ∧Di]

)
=
∑
i∈I

(Pr[A | B ∧Di] Pr[Di|B]) .

Lemma 2.2 Let p ∈ P be a prime number. Then, it holds that:

∀x ∈ Zp : Pr
α←Zp

[α ≡p x] = Pr
α,β←Zp

[α + β ≡p x], (2.3)

∀x ∈ Zp : Pr
α←Zp

[α ≡p x] = Pr
α,β←Zp

[αβ ≡p x|β 6= 0]. (2.4)

Proof. First, we provide the proof for Equation (2.3). In the following, x is set
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2 Notations and Background

arbitrary but fixed in Zp.

Pr
α,β←Zp

[α + β ≡p x]
(2.2)
=
∑
y∈Zp

(
Pr

α,β←Zp
[α + β ≡p x | β = y] Pr

β←Zp
[β = y]

)

=
1

p

∑
y∈Zp

(
Pr
α←Zp

[α ≡p x− y]

)

=
1

p

∑
y∈Zp

(
1

p

)
=

1

p
p

1

p

= Pr
α←Zp

[α ≡p x]

Now, Equation (2.4) is proven.

Pr
α,β←Zp

[αβ ≡p x|β 6= 0]
(2.2)
=
∑
y∈Zp

(
Pr

α,β←Zp
[αβ ≡p x|β 6= 0 ∧ β = y] Pr

β←Zp
[β = y | β 6= 0]

)

=
∑
y∈Z∗p

(
Pr

α,β←Zp
[αβ ≡p x|β 6= 0 ∧ β = y] Pr

β←Zp
[β = y | β 6= 0]

)
+ Pr
α,β←Zp

[αβ ≡p x|β 6= 0 ∧ β = 0] Pr
β←Zp

[β = 0 | β 6= 0]

=
1

(p− 1)

∑
y∈Z∗p

(
Pr
α←Zp

[α ≡p x y−1]

)

=
1

(p− 1)

∑
y∈Z∗p

(
1

p

)
=

1

(p− 1)
(p− 1)

1

p

= Pr
α←Zp

[α ≡p x]

In step three we use that the probability of Prα,β←Zp [β = y | β 6= 0] is equal 1
p−1

,
since β is not equal 0, and therefore it is distributed uniformly in Z∗p.

Many security models for encryption schemes are defined in a computational no-
tion. In this notation, a scheme is called secure if every polynomial-time adversary
has only a small probability of breaking the confidentiality. This probability must
be so small that we can neglect it. In order to formally specify such a probability,
negligible functions are introduced.

Definition 2.3 (Negligible Function) A function negl : N → N is a negligible
function if for every c ∈ N, there exists a value N ∈ N such that for every n ≥ N
it holds:

negl(n) ≤ n−c.
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2.2 Definitions

An example for a negligible function is f : N → N, where f(n) := 2−n. For
this function and a security model in a computational notion follows that all
adversaries who break the confidentiality of an instance of an encryption scheme
with a probability less than 2−1024 can be neglected if the security parameter λ of
this instance is equal to 1024.

In many modern encryption schemes so called bilinear maps are used to con-
struct these schemes.

Definition 2.4 (Bilinear Map) Let G and GT be two cyclic groups of order N ∈ N,
and g be a generator of G. A map e : G × G → GT is a bilinear map if for all
u, v ∈ G and a, b ∈ ZN it holds that e(ua, vb) = e(u, v)ab. A bilinear map is called
non-degenerate if e(g, g) 6= 1.

In this thesis, only encryption schemes over bilinear groups with composite order
and an efficiently computable group operation are used. These bilinear maps and
groups are obtained from a so called bilinear group generator.

Definition 2.5 (Bilinear Group Generator) Let λ ∈ N be a positive integer. A
bilinear group generator G(1λ) is an probabilistic polynomial-time (in λ) algorithm:

1. G takes as input 1λ.

2. Two bilinear groups G, GT of order N = p1p2p3, where p1, p2, p3 ∈ P and
p1, p2, p3 > 2λ are generated. In addition, a non-degenerated bilinear map
e : G×G→ GT is generated, and a generator g for the group G is chosen.

3. G outputs (g,G,GT , e, N, p1, p2, p3).

Note that the group G and the bilinear map e are generated such that the group
operation and the map are computable in polynomial-time in λ.

One central property of a cyclic group G of order N = p1p2p3 is that G is
isomorph to Gp1 × Gp2 × Gp3 , where Gp1 ,Gp2 and Gp3 are cyclic subgroups of G
with order p1, p2 and p3, respectively. In this thesis, the group operation of G and
GT is always denoted by a multiplication.

In addition to group elements of G, we consider vectors of these group elements.
For a bilinear group G with order N , and a vector v ∈ ZnN , we define gv as follows:

gv := (gv1 , . . . , gvn)> ∈ Gn

On vectors in Gn vector addition and matrix multiplication in the exponent are
defined. If u,v are vectors in ZlN , and A is a matrix in Zl×mN , then

gugv = gu+v and (gu)A = g(u>·A)> .

For two vectors gv and gw in Gn the map en : Gn ×Gn → GT is defined as

en(gv, gw) =
n∏
i=1

en(gvi , gwi) = en(g, g)v
>·w.

9



2 Notations and Background

Definition 2.6 (Access Structure) Let U be a set. A non-empty subset A ⊆ 2U\∅
is an access structure over U . An access structure is called monotone if for every
set S1 ∈ A and every S2 ⊆ U with S1 ⊆ S2 it holds that S2 ∈ A. The sets in A are
called the authorized sets and all sets not in A are called the unauthorized sets.

Access structures are used to model access restrictions. Then, these access
structures are integrated in encryption schemes. Therefore, efficient realizations
of access structures are necessary. The set of all authorized sets A of an access
structure is a trivial realization. Since the size of this realization is exponential
in |U|, it is inefficient. In this context, all realizations of an access structure are
efficient whenever they have a size polynomial in |U|.

To realize access structures efficiently, we use so called monotone span programs,
which are introduced by Karchmer and Wigderson [7]. We are only considering
monotone access structures in this thesis, because these can be realized by mono-
tone span programs.

Definition 2.7 (Monotone Span Program) Let p be a prime number, and U be
a set. A monotone span program (MSP) over U is a labeled matrix (A, ρ), where
A ∈ Zl×mp , and ρ is a labeling function ρ : [1, l]→ U .

A subset S ⊆ U is called authorized set if there exists a vector µ ∈ Zlp such that
µ> ·A = (1, 0, . . . , 0), and for every i ∈ [1, l], where ρ(i) /∈ S, it holds that µi = 0.
Such a vector µ is called solving vector.

In this thesis, we use a second definition of authorized sets of a MSP, which is
equivalent to Definition 2.7. If S is a subset of U , and (A, ρ) is a MSP, then the
matrix AS ∈ Z l′×m

p denotes a matrix, that contains all rows of A labeled with an
element in S. A subset S of U is called authorized set, if there exists a vector
µS ∈ Zl′p such that

µ>S ·AS = (1, 0, . . . , 0).

Obviously, both definitions are equivalent, since µS can be easily converted into
µ, and vice versa.

Besides the existence of such solving vectors µ and µS for an authorized set
S, it is required that these vectors are computable in polynomial-time in log2(p).
Since Zp is a field, the Gaussian elimination can be applied on A>S

1
0
...
0

 ,

to compute a solving vector. Therefore, it is possible to compute it in polynomial-
time in log2(p).

The size of a monotone span program is the number of rows, because the number
of columns is bounded by the number of rows. Of course, there exist MSPs with
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2.2 Definitions

more columns than rows. But for each of these MSPs there exists another MSP of
the same size, which has as many columns as rows, and realizes the same access
structure. Furthermore, this other MSP is efficiently computable. The interested
reader finds the proof of this statement in [2, Observation 5.1].

Later, we use the fact that for every unauthorized set S of a MSP, there exist
vectors with special properties.

Lemma 2.8 Let p be a prime number, (A, ρ) be a MSP with A ∈ Zl×mp . If S is
an unauthorized set of (A, ρ), then there exists a vector ν ∈ Zmp such that

AS · ν = 0 and (1, 0, . . . , 0) · ν 6= 0.

Proof. We show the existence of such vectors with a dimension argument. There-
fore, the dimension of the kernels of AS and a matrix M are compared. The
matrix M is defined as follows:

M :=

(
1 0 · · · 0

AS

)
.

The rows of AS do not span the vector (1, 0, . . . , 0), because otherwise a solving
vector µS exists such that µ>S ·AS = (1, 0, . . . , 0), and S would be an authorized
set. Hence, the vector (1, 0, . . . , 0) is independent of all row vectors in AS. It
follows that

dim(ker(M)) + 1 = dim(ker(AS)).

Therefore, a vector ν exists in the kernel of AS, that is not an element of the
kernel of M. We conclude that this vector ν must have the properties specified in
Lemma 2.8.

Besides the existence of a vector ν, the vector is also computable in polynomial-
time in log2(p) by applying the Gaussian elimination on the following equation
system 

1 0 · · · 0 x

AS

0
...
0

 , where x 6= 0.

We are usually interested in a vector ν, where ν1 = 1. Therefore, we assume that
ν1 = 1, because ν ∈ Zp and (1, 0, . . . , 0) · ν 6= 0, so that the vector ν could be
multiplied with the scalar ν−1

1 .
Although MSPs are defined over fields Zp, where p ∈ P, we use MSPs over rings

ZN , where N = p1p2p3 and p1, p2, p3 ∈ P. The definition of authorized sets for
MSPs over rings stays the same, but some of our previous conclusions might not
hold for MSPs over rings. For example, a solving vector for an authorized set
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2 Notations and Background

might not be efficiently computable, because the Gaussian elimination could fail
due to the fact that zero divisors exist in rings. The additions and multiplications,
that are performed during the Gaussian elimination process, are still computable
in rings, but some elements in ZN do not have an inverse. Nevertheless, we must
compute the solving vector for MSPs, and therefore we assume that no zero divisor
occurs in the Gaussian elimination. If the Gaussian elimination should fail, then
we use the fact that a zero divisor z in ZN is found. Hence, a non-trivial factor
of N can be computed by gcd(z,N). This factor of N can be exploit to break the
security assumption in the particular situation. Moreover, the probability that this
event occurs is negligible due to the assumption that factoring is a hard problem.
If a zero divisor for ZN would be found with more than negligible probability, this
fact could be used to contradict the assumption that factoring is a hard problem.

2.3 Predicate and Predicate Family

In this section, we introduce predicates, predicate families and their properties.
We focus on the formal definition, whereas in other works these definitions are
vague and the properties are only briefly or implicitly mentioned. Furthermore,
we prove for two predicate families, which are used in attribute-based encryption
schemes, that these are domain-transferable, which is claimed in [1] but is not
proven.

In general, a predicate is a function with the image set {0, 1}, and a predicate
family is a set of predicates. For our purpose, we require more specific definitions.

Definition 2.9 (Predicate) Let X and Y be arbitrary sets. A predicate R is a
function

R : X× Y→ {0, 1},

where X and Y are called the key index space of R and the ciphertext index space
of R, respectively.

Definition 2.10 (Predicate Family) Let Ω and Λ be arbitrary sets. A predicate
family RΩ,Λ (or just R) is a set of predicates

R = {Rχ,σ | Rχ,σ : Xχ,σ × Yχ,σ → {0, 1}}χ∈Ω,σ∈Λ ,

where χ and σ are called description parameter and domain parameter, respec-
tively.

Each predicate Rχ,σ in a predicate family R is uniquely defined by its indexes
χ and σ. In our context, the description indexes χ ∈ Ω specify general properties
of the predicate, whereas every domain index σ ∈ Λ specifies the properties which
depend on a security parameter.

Example 2.11 Consider the following predicate family RKPone−use:

• Ω := N and Λ := {N | N ∈ P or N = p1p2p3, where p1, p2, p3 ∈ P}.

12



2.3 Predicate and Predicate Family

• Xu,N := {(A, ρ)|A ∈ Zl×mN , ρ : [1, l]→ [1, u], ρ is injectiv}.

• Yu,N := {S|S ⊆ [1, u]}.

• R(K, C) = 1 if and only if C is an authorized set of the MSP K.

This predicate family is used by some key-policy attribute-based encryption
scheme, for example, [10], [9]. It is a very restrictive predicate family. The de-
scription parameter u ∈ Ω specifies the maximal number of elements in U , while
the predicate family specifies that each row of a MSP in Xχ,σ is labeled with a
different element in U (this property is called one-use restriction). The domain
parameter N ∈ Ω specifies the domain of computation, and is generally chosen
with respect to a security parameter λ, usually N > 2λ.

Example 2.12 Consider the following predicate family RKP :

• Ω := N2 and Λ := {N | N ∈ P or N = p1p2p3, where p1, p2, p3 ∈ P}.

• X(lmax,smax),N :=
{

(A, ρ) | A ∈ Zl×mN ,m ≤ l ≤ lmax, ρ : [1, l]→ ZN
}

.

• Y(lmax,smax),N := {S | S ⊆ Zp, |S| ≤ smax}.

• Rχ,σ(K, C) = 1 if and only if C is an authorized set of the MSP K.

For this less restrictive predicate family, there exist predicate encryption schemes
as well, e.g., [14], [6]. Here, the description parameter (lmax, smax) ∈ Ω specifies
the maximal size of a MSP in the key index space and the maximal size of the
ciphertext index, whereas the domain parameter N ∈ Λ specifies the domain of
computation. In addition, this parameter N specifies the set U . As compared to
Example 2.11, this predicate family is less restrictive, since the domain of compu-
tation N is usually greater than 2λ, and therefore |U| > 2λ.1 Moreover, the one-use
restriction for the MSP in the key index space X(lmax,smax),N does not exists.

Definition 2.13 (Dual Predicate) Let R be a predicate, where R : X×Y→ {0, 1}.
Then, a predicate R : X × Y → {0, 1} , where X := Y and Y := X, is the dual
predicate to R if for every key index K ∈ X and ciphertext index C ∈ Y it holds
that

R(K, C) = R(C, K).

Definition 2.14 (Dual Predicate Family) LetR be a predicate family. A predicate
family R is the dual predicate family to R if a predicate R belongs to R if and
only if the dual predicate R belongs to R.

Furthermore, some technical properties of predicate families are needed in this
thesis.

1For this predicate family the set U can be assumed to be unbounded. In combination with a
collision-resistant hash function U is even equal to {0, 1}∗.
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2 Notations and Background

Definition 2.15 (Domain-Transferable Predicate) A predicate family R, where
Λ ⊆ N and P ⊆ Λ, is domain-transferable if for every description parameter χ ∈ Ω
and domain parameter N ∈ Λ, and every p ∈ P such that p divides N , there exist
projection maps2 f1 : Xχ,N → Xχ,p and f2 : Yχ,N → Yχ,p such that for every key
index K ∈ Xχ,σ and ciphertext index C ∈ Yχ,σ it holds that

Completeness.

If Rχ,N(K, C) = 1, then Rχ,p(f1(K), f2(C)) = 1.

Soundness.

If Rχ,N(K, C) = 0, then Rχ,p(f1(K), f2(C)) = 0,

or there exists a polynomial-time (in log2(N)) algorithm, which takes K

and C with Rχ,N(K, C) = 0 and Rχ,p(f1(K), f2(C)) = 1, and outputs a
non-trivial factor F of N (such that p divides F , and F divides N).

The projection maps f1 and f2 are called domain-transferable projection maps from
N to p for the predicate family R.

The predicate families presented in Example 2.11 and Example 2.12 are domain-
transferable.

Lemma 2.16 The predicate family RKPone−use is domain-transferable.

Proof. First, we define the projection maps f1 and f2. Afterwards, we show that
these maps satisfy the completeness and soundness properties. The projection
maps are defined as follows:

f1 : Xχ,N → Xχ,p with f1((A, ρ)) := (A′, ρ′),

f2 : Yχ,N → Yχ,p with f2(S) := S,

where

χ = u, A′ := [A mod p] ∈ Zl×mp and ρ′ : [1, l]→ [1, u] with ρ′(i) := ρ(i).

If p = N , then Rχ,N(K, C) = Rχ,p(K, C), and therefore the properties trivially hold.
For the rest of this proof, we assume that p is a non-trivial divisor of N , and the
MSP K and f1(K) are denoted by (A, ρ) and (A′, ρ′), respectively.

Completeness:

Let K ∈ Xχ,N be an arbitrary key index and C ∈ Yχ,N be an arbitrary ciphertext
index such that Rχ,N(K, C) = 1. Since C is an authorized set of the MSP K, there

2A projection map is a function f : S → ST , where ST ⊆ S. Furthermore, a projection map
must be idempotent (f(f(x))=f(x)).
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2.3 Predicate and Predicate Family

exists a solving vector µ. It follows that:

µ> ·A ≡N (1, 0, . . . , 0)

[µ mod p]> · [A mod p] ≡p (1, 0, . . . , 0)

[µ mod p]> ·A′ ≡p (1, 0, . . . , 0).

Hence, the vector [µ mod p] is a solving vector for the MSP f1(K). But we still
must prove that for every i ∈ [1, l], where ρ(i) /∈ f2(C), it holds that µi ≡p 0. Since
ρ(i)′ = ρ(i), f2(C) = C and µ is a solving vector for the authorized set C, it follows
that

∀i ∈ [1, l], ρ(i) /∈ C : µi ≡N 0 ⇔ ∀i ∈ [1, l], ρ′(i) /∈ f2(C) : [µi mod p] ≡p 0.

We conclude that [µ mod p] is a solving vector for the set f2(C) and the MSP
f1(K), and therefore f2(C) must be an authorized set of the MSP f1(K). Hence,
Rχ,p(f1(K), f2(C)) = 1, and the correctness property holds for the predicate family
RKPone−use.

Soundness:

To prove the soundness property, we provide an efficient algorithm computing a
non-trivial divisor of N on input K ∈ Xχ,N and C ∈ Yχ,N , whenever Rχ,N(K, C) = 0
and Rχ,p(f1(K), f2(C)) = 1.

1. The algorithm takes as input a MSP K = (A, ρ) and a set C.

2. The Gaussian elimination is applied on the equation system
1 0 · · · 0 x

AC

0
...
0

 , where x 6= 0,

to compute a vector ν in the solution set.

3. If the elimination fails, the algorithm finds a zero divisor z of ZN . The
algorithm computes F := gcd(z,N), and outputs F .

4. Otherwise, the algorithm computes F := gcd(x,N), and outputs F .

ZN is only a ring, since p is a non-trivial divisor of N . The Gaussian elimination
might only fail while it tries to invert a zero divisor (as mentioned in Section 2.2).
Hence, the output F in step three is a non-trivial divisor of N . If the Gaussian
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elimination succeeds, the algorithm finds a vector ν such that:

AC · ν ≡N 0 (1, 0, · · · , 0) · ν ≡N x

[AC mod p] · ν ≡p 0 and (1, 0, · · · , 0) · ν ≡p [x mod p].

A′C · ν ≡p 0

The last step follows from the fact that [AC mod p] = A′C, which holds due to the
fact that ρ′ = ρ and f2(C) = C. Since Rχ,N(f1(K), f2(C)) = 1, there exists a solving
vector µC for the authorized set f2(C) and the MSP f1(K). We conclude that

(µ>C · A′C) · ν ≡p µ>C · (A′C · ν)

(1, 0, . . . , 0) · ν ≡p µ>C · 0
[x mod p] ≡p 0.

Therefore, x ≡N cp with c ∈ [1, N
p
− 1], and gcd(x,N) is a non-trivial divisor.

Summing up the results, the algorithm outputs a non-trivial divisor of N . Finally,
we have proven that there exists an algorithm, which efficiently computes a non-
trivial divisor of N on input K and C, where Rχ,N(K, C) = 0 and Rχ,p(f1(K), f2(C)) =
1, and therefore the soundness property holds for RKPone−use as well.

Lemma 2.17 The predicate family RKP is domain-transferable.

Proof. Again, we first define the projection maps f1 and f2, and then show that
these maps satisfy the correctness and soundness properties.

f1 : Xχ,N → Xχ,p with f1((A, ρ)) := (A′, ρ′),

f2 : Yχ,N → Yχ,p with f2(S) := S ′,

where

A′ := [A mod p] ∈ Zl×mp ,

ρ′ : [1, l]→ Zp with ρ(i)′ := [ρ(i) mod p],

S ′ := {[y mod p] | y ∈ S}.

Due to the similarities between these projection maps and those in the proof of
Lemma 2.16, we conclude from the previous proof that the correctness property
is satisfied.

Soundness:

To prove the soundness property, we show that there exists an efficient algorithm
computing a non-trivial divisor of N on input K ∈ Xχ,N and C ∈ Yχ,N , whenever
Rχ,N(K, C) = 0 and Rχ,p(f1(K), f2(C)) = 1. This algorithm is identical with the
one in the proof of Lemma 2.16 but has an additional fifth step.

1. The algorithm takes as input a MSP K = (A, ρ) and a set C.
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2. The Gaussian elimination is applied on the equation system
1 0 · · · 0 x

AC

0
...
0

 , where x 6= 0,

to compute a vector ν in the solution set.

3. If the elimination fails, the algorithm finds a zero divisor z of ZN . The
algorithm computes F := gcd(z,N), and outputs F if F 6= 1.

4. Otherwise, the algorithm computes F := gcd(x,N), and outputs F is F 6= 1.

5. The algorithm computes Fi,j := gcd(|ρ(i)−ρ(j)|, N) for all i, j ∈ [1, l], where
l is the size of the MSP K. When one Fi,j is unequal to 1, then the algorithm
aborts, and outputs Fi,j.

In the following, we denote the MSP K by (A, ρ) and f1(K) is denoted by (A′, ρ′).
The labeling function ρ need not be equal to ρ′, and therefore we can no longer
conclude that [AC mod p] = A′C. Hence, the additional step is necessary. If
[AC mod p] = A′C still holds for the input K and C, then the algorithm finds a
non-trivial divisor of N in the first four steps. This is already proven in the proof
of Lemma 2.16.

In the case that the algorithm does not find a divisor during the first four steps,
it follows that [AC mod p] 6= A′C. Thus, A′C must have more rows than AC. So
there exists i, j ∈ [1, l] such that ρ(i) 6≡N ρ(j) and ρ(i) ≡p ρ(j). We conclude
that |ρ(i) − ρ(j)| ≡N cp with c ∈ [1, N

p
− 1]. Therefore, gcd(|ρ(i) − ρ(j)|, N) is a

non-trivial divisor of N , and the algorithm outputs this divisor in step five.

Summing up the results, the algorithm always finds a non-trivial divisor. Hence,
we have proven that there exists an algorithm, which efficiently computes a non-
trivial divisor of N on input K and C, if Rχ,N(K, C) = 0 and Rχ,p(f1(K), f2(C)) = 1.
Therefore, the soundness property also holds for RKP .

The domain-transferable property is inherited by every dual predicate family R
from the predicate family R.

Lemma 2.18 If R is a domain-transferable predicate family, then the dual pred-
icate family R to R is also domain-transferable.

If f̂1 and f̂2 are domain-transferable projection maps from N to p for R, then
f1 := f̂2 and f2 := f̂1 are domain-transferable projection maps from N to p for R.
Hence, R is domain-transferable whenever R is domain-transferable.
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2.4 Predicate Encryption Scheme

In this section, we present predicate encryption schemes, which are a new type of
encryption schemes. Predicate encryption schemes differ from traditional encryp-
tion schemes, because they additionally implement an fine-grained access restric-
tion. In such a scheme, different private secret keys have different access rights.
Therefore, one private key can be used to decrypt a ciphertext, whereas another
private key might not be able to decrypt this ciphertext. We begin by defining
the syntax of predicate encryption schemes.

Definition 2.19 (Predicate Encryption Scheme) Let R be a predicate family.
Then, a predicate encryption (PE) scheme ΠPE(R) for R is a quadruple of prob-
abilistic polynomial-time algorithms (Setup, KeyGen, Encrypt, Decrypt) such that:

• (PP, MSK)← Setup(1λ, χ)
The setup algorithm takes as input a security parameter λ and a description
parameter χ ∈ Ω. The algorithm chooses a domain parameter σ ∈ Λ with
respect to λ. Then, the public parameters PP and the master secret key
MSK are generated with respect to χ and σ, which become part of the public
parameters PP. Finally, the setup algorithm outputs the public parameters
PP and the master secret key MSK.

• CT← Encrypt(PP, M, C)
The encryption algorithm takes as input public parameters PP, a message M

and a ciphertext index C ∈ Yχ,σ, and outputs a ciphertext CT.

• SK← KeyGen(PP, MSK, K)
The key generation algorithm takes as input public parameters PP, a master
secret key MSK and a key index K ∈ Xχ,σ, and outputs a private secret key
SK.

• M← Decrypt(PP, CT, SK)
The decryption algorithm takes as input public parameters PP, a ciphertext
CT and a private secret key SK, and outputs a message M or a special symbol
⊥ denoting failure.

It is required that these algorithms satisfy the following correctness property:
For every reasonable security parameter λ, every description parameter χ ∈ Ω,
every (PP, MSK) ∈ [Setup(1λ, χ)], every message M, every key index K ∈ Xχ,σ and
ciphertext index C ∈ Yχ,σ with Rχ,σ(K, C) = 1 (Note that χ and σ are contained
in PP.), every CT ∈ [Encrypt(PP, M, C)] and every SK ∈ [KeyGen(PP, MSK, K)] it holds
that:

Decrypt(PP, CT, SK) = M.

A PE scheme is an encryption scheme, where additional information is used to
encrypt messages and generate private secret keys. This information is called ci-
phertext index and key index, respectively. Furthermore, these ciphertext indexes
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2.4 Predicate Encryption Scheme

and key indexes influence the ability of private secret keys to decrypt ciphertexts.
A private secret key, which is generated with respect to a key index K, is only able
to decrypt a ciphertext, which is encrypted with respect to a ciphertext index C

such that R(K, C) = 1. This new type of encryption schemes allows fine-grained ac-
cess restrictions, whereas in a traditional encryption schemes every private secret
key of one instance is able to decrypt all ciphertext of this instance.

The PE schemes for the predicate families presented in Example 2.11 and Ex-
ample 2.12 are an example for key-policy attribute-based encryption schemes. In
these schemes, private secret keys are generated with respect to MSPs modeling
the policy of users and messages are encrypted with respect to sets of so called
attributes, that describe the message. A decryption of a message with a private se-
cret key is only possible if the set of attributes belonging to the encrypted message
is an authorized set of the MSP associated to the private secret key.

The security model for PE schemes is defined by a probability experiment.
Let ΠPE(R)= (Setup, KeyGen, Encrypt, Decrypt) be a PE scheme and A be an
algorithm, we consider the following experiment:

The full security experiment ExpadpΠPE(R),A(λ, χ):

Setup.

1. The setup algorithm Setup(1λ, χ) is run to obtain (PP, MSK), and algorithm
A is given PP.

Phase 1.

2. Algorithm A is given access to a key generation oracle OKeyGen(·). A can
request private secret keys for arbitrary key indexes in Xχ,σ from this oracle.
(Note that A knows χ and σ, because they are contained in PP.) For each
request the oracle generates a private secret key SK ← KeyGen(PP, MSK, K),
where K ∈ Xχ,σ is obtained from A’s request, and returns SK to A.

Challenge.

3. The algorithm A submits two different messages of the same length M0, M1

and a ciphertext index C∗ ∈ Yχ,σ. The submitted ciphertext index must
satisfy the following property: For every key index K, that is obtained from
one of A’s requests during Phase 1, it holds that Rχ,σ(K, C∗) = 0. A uni-
form bit b ← {0, 1} is chosen. The ciphertext CT is computed by running
Encrypt(C∗, Mb, PP), and is given to A.

Phase 2.

4. A continues to request private secret keys from oracle OKeyGen(·), but may
not request a key for a key index K ∈ Xχ,σ such that Rχ,σ(K, C∗) = 1.

Guess.

5. The algorithm A outputs a guess b′ for the random bit b.
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Output.

6. The output of the experiment is 1 if b′ = b, and 0 otherwise.

Definition 2.20 Let ΠPE(R) be a PE scheme, λ be a security parameter, χ ∈ Ω be
a description parameter and A be an algorithm. Then, the advantage
AdvadpΠPE(R),A(λ, χ) of A in the adaptive security experiment ExpadpΠPE(R),A(λ, χ) is

AdvadpΠPE(R),A(λ, χ) :=

∣∣∣∣Pr[ExpadpΠPE(R),A(λ, χ) = 1]− 1

2

∣∣∣∣ .
Definition 2.21 (Full Security Model) A predicate encryption scheme ΠPE(R) is
fully secure if for any reasonable security parameter λ, every description parameter
χ ∈ Ω and every probabilistic polynomial-time (in λ) algorithm A, there exists a
negligible function negl(·) such that

AdvadpΠPE(R),A(λ, χ) ≤ negl(λ).

Full secure PE schemes are also called adaptively secure. This security model is
comparable to security against chosen-plaintext attacks in traditional encryption
schemes. The adversary in the fully security model is not allowed to request
any decryption of an arbitrary ciphertext. Since PE schemes implement access
restrictions, collusion attacks must be considered as well. By collusion we mean
that no efficient algorithm, which has access to several private secret keys, is able
to gain any information about a ciphertext, that can not be decrypted by any key
the algorithm has access to. Hence, algorithm A in experiment ExpadpΠPE(R),A(λ, χ)
has access to a key generation oracle, which generates all private secret keys for
every key index except those keys that can decrypt the challenge ciphertext.
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Waters introduced the dual system encryption techniques in [17], to construct
a full secure PE scheme. Until this publication most PE scheme constructions
were only selectively secure (which is a weaker theoretical security model). Most
full secure PE scheme constructions are developed by applying the dual system
encryption techniques. Those constructions of PE schemes, which are all based
on bilinear groups and maps, are analyzed by Attrapadung [1]. He identified that
the major difference between those constructions is the exponent structure of the
bilinear group elements in the private secret keys and the ciphertexts. Based on
this observation, Attrapadung introduces a new cryptographic primitive called
pair encoding [1], to formalize the exponent structures of full secure PE schemes.
Besides the pair encoding, Attrapadung also provides a framework that specifies
how to obtain a PE scheme for a given pair encoding scheme. This framework
is called PE framework and captures the concept of the dual system encryption
techniques. Furthermore, this framework is proven fully secure by Attrapadung.
Hence, all PE schemes obtained from this framework are fully secure as long as
the given pair encoding scheme satisfies certain sufficient security properties.

In this chapter, we introduce this new cryptographic primitive pair encoding in
Section 3.1 and the PE framework in Section 3.2. All definitions and construc-
tions in this chapter are adopted from [1]. Our contribution to those definitions
and constructions is the clear differentiation between the polynomials, which are
returned by the algorithms EncKey and EncCipher of the pair encoding scheme,
and their evaluations, whereas in the original definitions and constructions both
are identically denoted. Furthermore, we present the security properties in Sec-
tion 3.3, thereby we show that the perfect master-key hiding security property of
pair encoding schemes is stronger than the definition of perfect master-key hiding
indicates (Lemma 3.4). Despite the usual structure of introducing the security
properties of an encoding scheme directly after the syntax of this scheme, we
provide the construction of the PE framework in between, because the security
properties are designed for the security proof of the framework.

3.1 Pair Encoding Scheme

The pair encoding is a new cryptographic primitive introduced by Attrapadung
[1], and it is the central tool in the PE framework. This primitive is realized by a
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so called pair encoding scheme.

Definition 3.1 (Pair Encoding Scheme) Let R be a domain-transferable predi-
cate family, where Λ ⊆ N and P ⊆ Λ. Then, a pair encoding scheme E(R) for
a predicate family R is a quadruple of probabilistic polynomial-time algorithms
(EncSetup, EncKey, EncCipher, Pair) such that:

• n := EncSetup(χ,N)
This algorithm takes as input a description parameter χ ∈ Ω and a domain
parameter N ∈ Λ, and outputs the number n of common variables. Since
these common variables are used in the other algorithms of the encoding
scheme, they are denoted by Xh. (Note that no algorithm of the pair encoding
scheme assigns any value to variables.)

• (m2,k(Xα,Xr,Xh)) := EncKey(χ,N, K)
This algorithm takes as input a description parameter χ ∈ Ω, a domain
parameter N ∈ Λ and a key index K ∈ Xχ,N . It outputs the number m2 of
key specific variables Xr and a vector of m1 many polynomials

k(Xα,Xr,Xh) :=

 k1(Xα,Xr,Xh)
...

km1(Xα,Xr,Xh)

 ,

where the variable Xα is called key secret variable, and every polynomial
ki(Xα,Xr,Xh) ∈ ZN [Xα,Xr,Xh] is a linear combination of monomials Xα,
Xrς and XrςXh% with ς ∈ [1,m2] and % ∈ [1, n]. Hence, for every polynomial
ki(Xα,Xr,Xh) there exist ai ∈ ZN , ai ∈ Zm2

N and Ai ∈ Zn×m2
N such that:

ki(Xα,Xr,Xh) = aiXα + (ai
> + X>h ·Ai) ·Xr.

• (w2, c(Xβ,Xs,Xh)) := EncCipher(χ,N, C)
This algorithm takes as input a description parameter χ ∈ Ω, a domain
parameter N ∈ Λ and a ciphertext index C ∈ Yχ,N . It outputs the number
w2 of ciphertext specific variables Xs and a vector of w1 many polynomials

c(Xβ,Xs,Xh) :=

 c1(Xβ,Xs,Xh)
...

cw1(Xβ,Xs,Xh)

 ,

where the variable Xβ is called ciphertext secret variable, and every polyno-
mial ci(Xβ,Xs,Xh) ∈ ZN [Xβ,Xs,Xh] is a linear combination of monomials
Xβ, Xsς , XβXh% and XsςXh% with ς ∈ [1, w2] and % ∈ [1, n]. Thus, for every
polynomial ci(Xβ,Xs,Xh) there exist bi ∈ ZN , bi,bi

′ ∈ Zw2
N and Bi ∈ Zn×w2

N
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such that:

ci(Xβ,Xs,Xh) = (bi + X>h · bi
′)Xβ + (bi

> + X>h ·Bi) ·Xs.

• E← Pair(χ,N, K, C)
This algorithm takes as input a description parameter χ ∈ Ω, a domain
parameter N ∈ Λ, a key index K ∈ Xχ,N and a ciphertext index C ∈ Yχ,N ,
and outputs a matrix E ∈ Zm1×w1

N .

It is required that the algorithms satisfy the following two correctness properties:

1. For every description parameter χ ∈ Ω and domain parameter N ∈ Λ, every
key index K ∈ Xχ,N and ciphertext index C ∈ Yχ,N with Rχ,N(K, C) = 1, and
every E ∈ [Pair(χ,N, K, C)], it holds that:

k(Xα,Xr,Xh) · E · c(Xβ,Xs,Xh) = XαXβ,

where (m2,k(Xα,Xr,Xh)) = EncKey(χ,N, K) and (w2, c(Xβ,Xs,Xh)) =
EncCipher(χ,N, C).

2. For every description parameter χ ∈ Ω and domain parameter N ∈ Λ, and
every prime number p ∈ P such that p divides N , there exist projection maps
f1 : Xχ,N → Xχ,p and f2 : Yχ,N → Yχ,p, which are domain-transferable projec-
tion maps from N to p for the predicate family R, such that

a) for every key index K ∈ Xχ,N , it holds that:

k(Xα,Xr,Xh) ≡p k′(Xα,Xr,Xh),

where (m2,k(Xα,Xr,Xh)) = EncKey(χ,N, K) and (m′2,k
′(Xα,Xr,Xh)) =

EncKey(χ, p, f1(K)), and

b) for every ciphertext index C ∈ Yχ,N , it holds that:

c(Xβ,Xs,Xh) ≡p c′(Xβ,Xs,Xh),

where (w2, c(Xβ,Xs,Xh)) = EncCipher(χ,N, C) and (w′2, c
′(Xβ,Xs,Xh)) =

EncCipher(χ, p, f2(C)).

The first correctness property for pair encoding schemes is necessary to ensure
the correctness of a PE scheme, that is constructed from a pair encoding scheme
with the PE framework. The second correctness property is a technical property,
which has similarities to the domain-transferability for predicate families. It is
required for the security proof of the PE framework.
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3.2 Predicate Encryption Framework

The predicate encryption (PE) framework is constructed, to specify how a PE
scheme is obtained for a given pair encoding scheme, thereby the pair encoding
scheme is used to define the exponent structure of private secret keys and cipher-
texts.

Construction

Let G(·) be a bilinear group generator, and E(R) = (EncSetup, EncKey, EncCipher,
Pair) be a pair encoding scheme for the predicate family R. Then, the PE scheme
ΠPE(R) for R is a quadruple of probabilistic polynomial-time algorithms (Setup,
KeyGen, Encrypt, Decrypt) such that:

Setup(1λ, χ):

The generator G(1λ) is run to obtain (g,G,GT , e, N, p1, p2, p3). Then, generators
g1 and g3 for the groups Gp1 and Gp3 are chosen uniformly at random, and the
domain parameter is set to N . The algorithm EncSetup(χ,N) is run to obtain the
number of common variables n. Then, the algorithm chooses the common values
h ← ZnN and the key secret value α ← ZN uniformly at random, and sets the
public parameters PP and the master secret key MSK as follows:

PP := (χ,N,G,GT , e, g1, e(g1, g1)α, gh1 , g3) and MSK := α.

Encrypt(PP, M, C):

The algorithm EncCipher(χ,N, C) is run to obtain (w2, c(Xβ,Xs,Xh)). Then,
ciphertext specific values s ← Zw2

N and the ciphertext secret value β ← ZN are
chosen uniformly at random. The algorithm sets the ciphertext CT to (C,C0, C1),
where

C0 := g
c(β,s,h)
1 and C1 := (e(g1, g1)α)β M.

KeyGen(PP, MSK, K):

The algorithm EncKey(χ,N, K) is run to obtain (m2,k(Xα,Xr,Xh)). The key
specific values r ← Zm2

N and a vector t ← Zm1
N are chosen uniformly at random.

(m1 is the number of polynomials in k(Xα,Xr,Xh).) Then, the algorithm sets
the private secret key SK to (K,K0), where

K0 := g
k(α,r,h)
1 gt3.

Decrypt(PP, CT, SK):

If R(K, C) = 0, the algorithm outputs a special failure symbol ⊥. Otherwise, the
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algorithm Pair(χ,N, K, C) is run to obtain E. The message M is computed by

M =
C1

ew1(K
E
0 , C0)

.

Note that the algorithms Encrypt and KeyGen are able to efficiently compute the
values g

c(β,s,h)
1 and g

k(α,r,h)
1 , respectively. Both algorithms take as input the pub-

lic parameters, which contain gh1 . All other values that are necessary to compute
c(β, s,h) and k(α, r,h) are chosen by Encrypt and KeyGen, respectively. Since any
of the w1 many polynomials in c(Xβ,Xs,Xh) is a linear combination of monomials
Xβ, Xsς , XβXh% , and XsςXh% , where ς ∈ [1, w2] and % ∈ [1, n], gh1 is sufficient to ef-

ficiently compute g
c(β,s,h)
1 . The same follows for the polynomials in k(Xα,Xr,Xh)

and g
k(α,r,h)
1 .

Security Property of the Predicate Encryption Framework

If a pair encoding scheme E(R) satisfies one of the two sufficient security prop-
erties, which are defined in the next section, then the PE scheme for this pair
encoding scheme E(R) is fully secure. We will not prove the full security of
the PE framework, because our focus in this thesis is on pair encoding schemes.
The interested reader finds these proofs in [1], where under appropriate security
assumptions Theorem 1 states that every PE scheme constructed with the PE
framework is fully secure if the pair encoding scheme is doubly selectively secure
master-key hiding, and Theorem 2 states the same for perfect master-key hiding
pair encoding schemes. The perfect master-key hiding property and the doubly
selective secure master-key hiding property are the sufficient security properties
for pair encoding schemes.

For readers that are familiar with the dual system encryption technique, we
give the semi-functional algorithms for the setup, encryption and key generation.
These are identical for both theorems. All other readers may skip the rest of this
section or be referred to [17].

• (PP, MSK, ĥ, g2)← SFSetup(1λ, χ)
The algorithm is identical to Setup(1λ, χ) except that it additionally chooses
a generator g2 for the group G2, and chooses values ĥ ← ZnN uniformly at
random. Besides public parameters and the master secret key, the generator
g2 and the values ĥ are returned.

• CT← SFEncrypt(PP, M, C, ĥ, g2)
The algorithm runs (w2, c(Xβ,Xs,Xh)) ← EncCipher(χ,N, C), and chooses

β, β̂ ← ZN and s, ŝ← Zw1
N uniformly at random. Then, the ciphertext CT is
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set to (C,C
(1)
0 , C

(1)
1 ), where

C
(1)
0 := g

c(β,s,h)
1 g

c(β̂,ŝ,ĥ)
2 and C

(1)
1 := (e(g1, g1)α)β M.

• SK← SFKeyGen(PP, MSK, K, ĥ, g2, type), where type ∈ [1, 3]
The algorithm runs (m2,k(Xα,Xr,Xh)) ← EncKey(χ,N, K), and chooses
α̂← ZN and r, r̂← Zm1

N uniformly at random. Then, the private secret key

SK is set to (K, K
(type)
0 ), where

K
(1)
0 := g

k(α,r,h)
1 g

k(0,r̂,ĥ)
2 gt3,

K
(2)
0 := g

k(α,r,h)
1 g

k(α̂,r̂,ĥ)
2 gt3,

K
(3)
0 := g

k(α,r,h)
1 g

k(α̂,0,0)
2 gt3.

In the security proof for the PE framework the sufficient security property of
the pair encoding scheme is only used to prove the indistinguishability between
games, where the i-th key is a semi-functional key of type 1 or type 2. For all
other pairs of games the proof of indistinguishability does not require any security
property of the pair encoding scheme. We mention this here, to give an abstract
overview how this security property for the pair encoding scheme is applied in
the security proof, and to motivate the definition of the doubly selective secure
master-key hiding property in the following section.

3.3 Security Properties of the Pair Encoding
Scheme

In this section, we provide the sufficient security properties for pair encoding
schemes: the perfect master-key hiding and the doubly selective secure master-
key hiding. The former one is an information theoretical notion, whereas the other
is a computational notion.

3.3.1 Perfect Master-Key Hiding

We begin by introducing the information theoretical notion.

Definition 3.2 (Perfect Master-Key Hiding) A pair encoding scheme E(R) is
perfectly master-key hiding if for every description parameter χ ∈ Ω and domain
parameter p ∈ P (P ⊆ Λ), every key index K ∈ Xχ,p and ciphertext index C ∈ Yχ,p

with Rχ,p(K, C) = 0, every C ∈ Zm1
p , and every D ∈ Zw1

p , it holds that:

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D] = Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D],
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where (m2,k(Xα,Xr,Xh)) = EncKey(χ, p, K) and (w2, c(Xβ,Xs,Xh)) =
EncCipher(χ, p, C).

Remark 3.3 We remark that our definition of perfectly master-key hiding is
weaker than the original definition given by Attrapadung [1], since we restrict
the domain parameters in our definition to prime numbers, whereas in original
definition the property must hold for all domain parameters in Λ.

Nevertheless, our definition of perfect master-key hiding still guarantees that
every PE scheme constructed with the PE framework for a given pair encoding
scheme is adaptively secure if the pair encoding satisfies our definition of perfect
master-key hiding. This follows from the fact that in the proof of full security
in [1, Appendix A.2] the perfect master-key hiding property of the pair encoding
scheme is explicitly used for a domain parameter in P. We define this weaker
security property, because the pair encoding schemes that we are about to present
in Chapter 4 only satisfy this property.

The definition of perfectly master-key hiding seems to be a weaker security
property than usually expected from an information theoretical notion, because it
only requires the independence of the distribution of all pairs (k(α, r,h), c(β, s,h))
from the key secret value α under the condition that α ← Zp is chosen uni-
formly at random. But due to the definition of pair encoding schemes, all pairs
(k(α, r,h), c(β, s,h)) are still independently distributed from α if α is a fixed
value.

Lemma 3.4 If a pair encoding scheme E(R) is perfectly master-key hiding, then
for every description parameter χ ∈ Ω and domain parameter p ∈ P, every key
index K ∈ Xχ,p and ciphertext index C ∈ Yχ,p with Rχ,p(K, C) = 0, every C ∈ Zm1

p ,
every D ∈ Zw1

p and every α ∈ Zp, it holds that:

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D] = Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D],

where (m2,k(Xα,Xr,Xh)) = EncKey(χ, p, K) and (w2, c(Xβ,Xs,Xh)) =
EncCipher(χ, p, C).

Proof. Let χ ∈ Ω be an arbitrary description parameter, p ∈ P be an arbitrary
domain parameter, K ∈ Xχ,p be an arbitrary key index and C ∈ Yχ,p be an arbitrary
ciphertext index such that Rχ,p(K, C) = 0. Furthermore, let (m2,k(Xα,Xr,Xh)) =
EncKey(χ, p, K), (w2, c(Xβ,Xs,Xh)) = EncCipher(χ, p, C), and α be an arbitrary
but fixed value in Zp. We prove that:

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D] = Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D],

which implies the Lemma 3.4.
Due to the structure of all polynomials in k(Xα,Xr,Xh), we conclude that for
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every α1, α2 ∈ Zp, every r ∈ Zm2
p , and every h ∈ Znp , it holds that:

k(α1 + α2, r,h) ≡p k(α1, r,h) + k(α2, 0, 0). (3.1)

Therefore, we define a fixed vector C ′ ∈ Zm1
p as follows:

C ′ := C − k(α, 0, 0).

From the perfect master-key hiding property of the pair encoding scheme, it follows
that:

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D]

PMH
= Pr

α̂,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α̂, r,h) ≡p C ∧ c(β, s,h) ≡p D]

Lemma 2.2
= Pr
α̂,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α̂ + α, r,h) ≡p C ∧ c(β, s,h) ≡p D]

(3.1)
= Pr

α̂,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α̂, r,h) + k(α, 0, 0) ≡p C ∧ c(β, s,h) ≡p D]

= Pr
α̂,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α̂, r,h) ≡p C ′ ∧ c(β, s,h) ≡p D]

PMH
= Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ′ ∧ c(β, s,h) ≡p D]

= Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C − k(α, 0, 0) ∧ c(β, s,h) ≡p D]

(3.1)
= Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D],

where
PMH
= marks that the perfect master-key hiding property is applied. In step

two of this equation, we used the fact that for an uniformly distributed value α̂
the term α̂ + α, where α is an arbitrary value in Zp, is uniformly distributed as
well (see Lemma 2.2). Hence, we have proven Lemma 3.4.

This Lemma 3.4 can be seen as an alternative definition for the perfect master-
key hiding property, since it is trivially true for the other direction. Although
Definition 3.2 is useful for the proof of the full security property of the PE frame-
work, the alternative definition is more handy to prove further properties of perfect
master-key hiding pair encoding schemes.
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3.3.2 Doubly Selective Secure Master-Key Hiding

The security property in the information theoretical notion is adapted form the
dual system approach presented by Waters. But for some pair encoding schemes,
another security property becomes necessary, because these schemes are proven to
be not perfectly master-key hiding. For these schemes we define a security property
similar to the computational techniques used on the attribute-based encryption
scheme by Lewko and Waters [12].

To define this property, a generic probability experiment is needed. The ex-
periment is used to define two different types of security: The selective secure
master-key hiding (SMH) and the co-selective secure master-key hiding (CMH).
The oracles which are used in the experiment are defined with respect to the type
F . First, we describe the experiment, and afterwards specify the oracles.

Let E(R) be a pair encoding scheme, G(·) be a bilinear group generator, A
be an algorithm and F be a type in {SMH,CMH}, we consider the following
experiment:

The generic master-key hiding experiment ExpFG,E(R),A(λ, χ):

Setup.

1. The bilinear group generator G(1λ) is run to obtain (g,G,GT , e, N, p1, p2, p3).
Generators g1, g2 and g3 for the groups Gp1 , Gp2 and Gp3 are chosen uni-
formly at random. Additionally, a key secret value α ← Zp2 and a bit
b← {0, 1} are chosen uniformly at random.

2. The domain parameter is set to p2. The algorithm EncSetup(χ, p2) is run to
obtain n, and the common values h← Znp2 are chosen uniformly at random.

Challenge.

3. Algorithm A gets (χ, p2,G,GT , e, N, g1, g2, g3).

4. Algorithm A is given access to oracle O1,F
b,α,h,χ,p2

(·) for exactly one request.

5. Algorithm A is given access to oracle O2,F
b,α,h,χ,p2

(·).

Guess.

6. A outputs a guess b′ for the random bit b.

Output.

7. The output of the experiment is 1 if b′ = b, and 0 otherwise.

Note that this experiment also slightly differs from the original experiment
presented in [1]. In addition to the original experiment, the adversary is given
the domain parameter p2 in step three. Therefore, our experiment describes a
stronger property. Moreover, we choose the key secret value and the common
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values randomly in Zp2 instead of choosing it randomly in ZN . But this has no
impact on the experiment compared with the original. We also like to stress that
the common values h are not given to A, and therefore they could be chosen after
A’s first request to oracle O1,F

b,α,h,χ,p2
(·), but they must be chosen before the oracle

computes its response.

Definition 3.5 Let E(R) be a pair encoding scheme, G(·) be a bilinear group
generator, A be an algorithm and F be a type in {SMH,CMH}. Then, the
advantage AdvFG,E(R),A(λ, χ) of A in the generic master-key hiding experiment

ExpFG,E(R),A(λ, χ) is

AdvFG,E(R),A(λ, χ) :=

∣∣∣∣Pr[ExpFG,E(R),A(λ, χ) = 1]− 1

2

∣∣∣∣ .
Now, we give the specification of the oracles that are used to define the selective

secure master-key hiding (SMH) property.

The first selective secure master-key hiding oracle O1,SMH
b,α,h,χ,p2

(C∗):

1. The oracle takes as input a ciphertext index C∗ ∈ Yχ,p2 .

2. The algorithm EncCipher(C∗, χ, p2) is run to obtain (w2, c(Xβ,Xs,Xh)). The
ciphertext specific values s ← Zw2

p2
and the ciphertext secret value β ← Zp2

are chosen uniformly at random.

3. The oracle outputs C := g
c(β,s,h)
2 .

The second selective secure master-key hiding oracle O2,SMH
b,α,h,χ,p2

(K):

1. The oracle takes as input a key index K ∈ Xχ,p2 .

2. If R(K, C∗) = 1, then the oracle aborts.

3. The algorithm EncKey(χ, p2, K) is run to obtain (m2,k(Xα,Xr,Xh)). The
key specific values r← Zm2

p2
are chosen uniformly at random.

4. The oracle outputs K :=

{
g
k(0,r,h)
2 , if b = 0

g
k(α,r,h)
2 , if b = 1

.

Definition 3.6 (Selective Secure Master-Key Hiding) A pair encoding scheme
E(R) is selectively secure master-key hiding if for any reasonable security parame-
ter λ, every probabilistic polynomial-time (in λ) algorithm A and every description
parameter χ ∈ Ω, there exists a negligible function negl(·) such that:

AdvSMH
G,E(R),A(λ, χ) ≤ negl(λ).

Now, we provide the specification of the oracles used to define the co-selective
secure master-key hiding (CMH) property.
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The first co-selective secure master-key hiding oracle O1,CMH
b,α,h,χ,p2

(K∗):

1. The oracle takes as input a key index K∗ ∈ Xχ,p2 .

2. The algorithm EncKey(χ, p2, K
∗) is run to obtain (m2,k(Xα,Xr,Xh)). The

key specific values r← Zm2
p2

are chosen uniformly at random.

3. The oracle outputs K :=

{
g
k(0,r,h)
2 , if b = 0

g
k(α,r,h)
2 , if b = 1

.

The second co-selective secure master-key hiding oracle O2,CMH
b,α,h,χ,p2

(C):

1. The oracle takes as input a ciphertext index C ∈ Yχ,p2 .

2. If R(K∗, C) = 1, or if this oracle is requested more than once, then the oracle
aborts.

3. The algorithm EncCipher(χ, p2, C) is run to obtain (w2, c(Xβ,Xs,Xh)). The
ciphertext specific values s ← Zw2

p2
and the ciphertext secret value β ← Zp2

are chosen uniformly at random.

4. The oracle outputs C := g
c(β,s,h)
2 .

Definition 3.7 (Co-Selective Secure Master-Key Hiding) A pair encoding scheme
E(R) is co-selectively secure master-key hiding if for any reasonable security pa-
rameter λ, every probabilistic polynomial-time (in λ) algorithm A and every de-
scription parameter χ ∈ Ω, there exists a negligible function negl(·) such that:

AdvCMH
G,E(R),A(λ, χ) ≤ negl(λ).

From these two security properties, the second sufficient security property for
pair encoding schemes follows.

Definition 3.8 (Doubly Selective Secure Master-Key Hiding) A pair encoding
scheme E(R) is doubly selectively secure master-key hiding if E(R) is selectively
secure master-key hiding and co-selectively secure master-key hiding.

Since the doubly selective secure master-key hiding property is a computational
notion, it is usually proven by reduction to a security assumption, whereas the
perfect master-key hiding property is proven directly.
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4 Perfect Master-Key Hiding Pair
Encoding Schemes

In this chapter, we present a perfect master-key hiding pair encoding scheme for
the predicate family RKPone−use. The construction of this pair encoding scheme is
provided in Section 4.1. This pair encoding scheme is introduced by Attrapadung
[1], who adapted it from the PE scheme presented by Lewko, Okamoto, Sahai,
Takashima and Waters [10]. One improvement of the pair encoding scheme com-
pared to the original scheme is that the PE scheme, which is constructed from this
pair encoding scheme with the PE framework, has a significantly shorter private
secret key size (about half the size). In Section 4.2, we introduce a construction
which is shortly mentioned by Attrapadung [1], and which construction converts
a pair encoding scheme into a pair encoding scheme for its dual predicate. The
advantage of this construction is that the perfect master-key hiding property of
the original pair encoding scheme is transferred to the new pair encoding scheme.
The proof sketch given in the original work turns out to be insufficient, because
dependencies between probabilistic events are ignored. We provide a new proof
that considers this dependencies. Moreover, we add the proofs of the correctness
properties for the pair encoding scheme in Section 4.1 and the construction in
Section 4.2, which are left out in the original work.

4.1 Pair Encoding Scheme for RKPone−use

In this section, we provide the construction of the pair encoding scheme for
RKPone−use, which is introduced in Example 2.11, and the proofs of the correctness
properties and perfect master-key hiding property.

First, we introduce some special notations for this section to simplify the con-
struction and the following proofs. Since in the predicate family RKPone−use the
description parameter space is specified as Ω := N, we denote the description
parameter χ by u to indicate that χ ∈ N. The key index K, which is a MSP,
is denoted by (A, ρ), where A ∈ Zl×mN and ρ : [1, l] → [1, u], and the ciphertext
index C is a subset {y1, y2, . . .} of [1, u]. Furthermore, we use the indexes of the
elements in C as unique identifiers. Hence, each index i ∈ [1, |C|] uniquely identifies
an element yi in C.
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4.1.1 Construction

The pair encoding scheme E(RKPone−use) for the domain-transferable predicate
family RKPone−use is a quadruple of probabilistic polynomial-time algorithms
(EncSetup, EncKey, EncCipher, Pair) such that:

EncSetup(u,N):

The algorithm sets the number of common variables n to u.

EncKey(u,N, K):

The algorithm sets the number of key specific variables m2 to m, where m is the
number of columns of the MSP K. These key specific variables are denoted by

Xr = (Xr1 , Xv2 , . . . , Xvm).

To set the vector of polynomials k(Xα,Xr,Xh), a vector Xv of variables is defined
as follows:

Xv :=


Xα

Xv2
...

Xvm

 .

The vector of polynomials k(Xα,Xr,Xh) is set to

k(Xα,Xr,Xh) :=


k1,1(Xα,Xr,Xh)

...
k1,l(Xα,Xr,Xh)
k2(Xα,Xr,Xh)

 ,

where the polynomials are defined as follows:

k1,i(Xα,Xr,Xh) := Ai ·Xv +Xr1Xhρ(i) ,

k2(Xα,Xr,Xh) := Xr1 .

EncCipher(u,N, C):

The algorithm sets the number of ciphertext specific variables w2 to 0 and the
vector of polynomials c(Xβ,Xs,Xh) to

c(Xβ,Xs,Xh) :=


c1(Xβ,Xs,Xh)
c2,1(Xβ,Xs,Xh)

...
c2,|C|(Xβ,Xs,Xh)

 ,
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where the polynomials are defined as follows:

c1(Xβ,Xs,Xh) := Xβ,

c2,i(Xβ,Xs,Xh) := XβXhyi
.

Pair(u,N, K, C):

If R(K, C) = 1, then C must be an authorized set of the MSP K. The algorithm
computes a solving vector µ ∈ ZlN , and the matrix E is set to

E :=

(
µ 0
0 E′

)
,

where E′ ∈ Z1×|C|
N is defined as follows:

E ′1,i := −
∑
j∈[1,l]
ρ(j)=yi

µj.

If R(K, C) = 0, the matrix E is set to 0.

Note that it is implicitly assumed that the algorithm Pair can efficiently compute
the solving vector for MSP over ZN even if ZN is not a field. As mentioned in
Section 2.2, computing solving vectors is efficiently possible for MSP over fields,
but for MSP over rings it might fail. If it fails, then the algorithm has found
a zero vector while solving the equation system. The zero divisor of ZN can be
used to factorize N . Under the standard cryptographic security assumption that
factorization is a hard problem, we conclude that the probability of finding a zero
divisor during the computation of µ is negligible. Hence, our assumption that Pair
can efficiently compute µ is justified.

For the sake of clarity, the polynomials in k(Xα,Xr,Xh) and c(Xβ,Xs,Xh)
are not defined by specifying ai ∈ ZN , ai ∈ Zm2

N , Ai ∈ Zn×m2
N and bi ∈ ZN ,

bi,bi
′ ∈ Zw2

N , Bi ∈ Zn×w2
N as defined in Definition 3.1. Since ai, ai, Ai, bi, bi,bi

′

and Bi can be trivially determined, we will not provide them here.

4.1.2 Correctness Proof

An encoding scheme must satisfy the correctness properties to be a pair encoding
scheme. The presented encoding scheme E(RKPone−use) satisfies these properties,
which is proven in the following:

1. Let u ∈ Ω be an arbitrary description parameter, N ∈ Λ be an arbitrary
domain parameter, K ∈ Xu,N be an arbitrary key index and C ∈ Yu,N be
an arbitrary ciphertext index such that Ru,N(K, C) = 1. Furthermore, let
(m2,k(Xα,Xr,Xh)) = EncKey(u,N, K), (w2, c(Xβ,Xs,Xh)) =
EncCipher(u,N, C) and E be an arbitrary matrix in [Pair(u,N, K, C)]. To prove
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the first correctness property of the pair encoding scheme E(RKPone−use), it is
sufficient to show that:

k(Xα,Xr,Xh)> · E · c(Xβ,Xs,Xh) = XαXβ.

From the construction of E(RKPone−use), it follows that:

k(Xα,Xr,Xh)> · E · c(Xβ,Xs,Xh)

=
∑
i∈[1,l]

µik1,i(Xα,Xr,Xh)c1(Xβ,Xs,Xh)

+
∑

i∈[1,|C|]

E ′1,ik2(Xα,Xr,Xh)c2,i(Xβ,Xs,Xh)

=
∑
i∈[1,l]

µi

(
(Ai ·Xv)Xβ +Xr1Xhρ(i)Xβ

)
+
∑

i∈[1,|C|]

E ′1,iXr1XβXhyi

=
∑
i∈[1,l]

µi(Ai ·Xv)Xβ +

∑
i∈[1,l]

µiXhρ(i) −
∑

i∈[1,|C|]

∑
j∈[1,l]
ρ(j)=yi

µjXhyi

Xr1Xβ

= (µ> ·A ·Xv)Xβ +

∑
i∈[1,l]
ρ(i)∈C

µiXhρ(i) −
∑
j∈[1,l]
ρ(j)=yi

µjXhyi

Xr1Xβ

= ((1, 0, . . . , 0) ·Xv)Xβ

= XαXβ.

The fourth step is possible due to the fact that for all i ∈ [1, l], where ρ(i) 6= C,
it holds that µi = 0. Hence, the first correctness property holds for the pair
encoding scheme E(RKPone−use).

2. Let u ∈ Ω be an arbitrary description parameter, N ∈ Λ be an arbitrary
domain parameter and p be an arbitrary prime number such that p divides
N . We want two show that the correctness properties 2a and 2b hold for the
projection maps f1 and f2 that are defined in the proof of Lemma 2.16.

f1 : Xu,N → Xu,p with f1((A, ρ)) := (A′, ρ′),

f2 : Yu,N → Yu,p with f2(S) := S,

where

A′ := [A mod p] ∈ Zl×mp and ρ′ : [1, l]→ [1, u] with ρ′(i) := ρ(i).

a) Let K ∈ Xu,N be an arbitrary key index, (m2,k(Xα,Xr,Xh)) =
EncKey(u,N, K) and (m′2,k

′(Xα,Xr,Xh)) = EncKey(u, p, f1(K)). We con-
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clude that:

k1,i(Xα,Xr,Xh) ≡N Ai ·Xv +Xr1Xhρ(i)

≡p [Ai mod p] ·Xv +Xr1Xhρ(i)

≡p A′i ·Xv +Xr1Xhρ′(i)

≡p k′1,i(Xα,Xr,Xh),

k2(Xα,Xr,Xh) ≡N Xr1

≡p k′2(Xα,Xr,Xh).

Therefore, property 2a holds for the pair encoding scheme.

b) Let C ∈ Yu,N be an arbitrary ciphertext index. It follows that:

EncCipher(u,N, C) = EncCipher(u, p, f2(C)),

because C = f2(C), and every coefficient in every polynomial
ci(Xβ,Xs,Xh) is equal to 1.

Hence, the properties 2a and 2b are satisfied by the pair encoding scheme, and
therefore the second correctness property holds for E(RKPone−use) as well.

Finally, we have proven that E(RKPone−use) is a pair encoding scheme.

4.1.3 Security Proof

Until now, we know that E(RKPone−use) is a pair encoding scheme. Therefore,
the PE scheme which is obtained from the PE framework (Section 3.2) given this
pair encoding scheme is a correct PE scheme. To guarantee that the obtained PE
scheme is fully secure, we prove that the pair encoding scheme E(RKPone−use) is
perfectly master-key hiding.

Theorem 4.1 The pair encoding scheme E(RKPone−use) is a perfectly master-key
hiding.

Proof. Let u ∈ Ω be an arbitrary description parameter, p ∈ P be an arbitrary
domain parameter, K ∈ Xu,p be an arbitrary key index and C ∈ Yu,p be an arbitrary
ciphertext index such that Ru,p(K, C) = 0. Furthermore, let C be an arbitrary
vector in Zm1

p and D be an arbitrary vector in Zw1
p . We prove that:

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D],
(4.1)
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where (m2,k(Xα,Xr,Xh)) = EncKey(u, p, K), and (w2, c(Xβ,Xs,Xh)) =
EncCipher(u, p, C). We apply Lemma 2.1, and split the event space into r1 = 0
and r1 6= 0, where r1 is the first entry of r. It follows that:

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D]

= Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 = 0] Pr
r1←Zp

[r1 = 0]

+ Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0] Pr
r1←Zp

[r1 6= 0],

and

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 = 0] Pr
r1←Zp

[r1 = 0]

+ Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0] Pr
r1←Zp

[r1 6= 0].

Hence, it is sufficient to prove the following equations instead of proving Equation
4.1.

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 = 0] Pr
r1←Zp

[r1 = 0]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 = 0] Pr
r1←Zp

[r1 = 0],
(4.2)

and

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0] Pr
r1←Zp

[r1 6= 0]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0] Pr
r1←Zp

[r1 6= 0].
(4.3)

We prove that Equation (4.3) holds, whereas Equation (4.2) does not hold. We
conclude that in case r1 = 0 the distribution of the pairs (k(α, r,h), c(β, s,h))
taken over the random choices for α, β, r, s and h differs from the distribution,
where α is fixed to 0. Hence, there can exist a distinguisher, which distinguishes
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the distribution of the pairs (k(α, r,h), c(β, s,h)) and the pairs (k(0, r,h), c(β, s,h))
(which are both taken over the random choice of α, β, r, s and h without any re-
striction) with an probability of at most Prr1←Zp [r1 = 0]. Since this probability is
1
p
, and p is always picked with respect to a security parameter λ as p > 2λ, the

probability of the distinguisher is negligible, and we can ignore this case. Although
technically speaking, this construction is not perfectly master-key hiding, because
Definition 3.2 states that the distribution must be indistinguishable without any
exception.

Note that α, β, r, s and h are technically probabilistic variables, but we call them
values, to distinguish between the polynomial variables, which are called variables,
and their assignments, which are called values. The probabilistic events, which
we use, are:

Event
(0)
1 :=

∧
i∈[1,l]
ρ(i)/∈C

Ai · (0, v2, . . . , vm)> + r1hρ(i) ≡p Ci,

Event
(0)
2 :=

∧
i∈[1,l]
ρ(i)∈C

Ai · (0, v2, . . . , vm)> + r1hρ(i) ≡p Ci,

Event
(1)
1 :=

∧
i∈[1,l]
ρ(i)/∈C

Ai · (α, v2, . . . , vm)> + r1hρ(i) ≡p Ci,

Event
(1)
2 :=

∧
i∈[1,l]
ρ(i)∈C

Ai · (α, v2, . . . , vm)> + r1hρ(i) ≡p Ci,

Event3 := r1 ≡p Cm1 ,

Event4 := β ≡p D1 ∧
∧

j∈[1,|C|]

βhyj ≡p Dj+1.

Now, we show that Equation (4.3) holds. First, we express both sides by the
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events defined above. Hence, it follows that:

Pr
β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0]

= Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

 ∧
i∈[1,m1]

ki(0, r,h) ≡p Ci ∧
∧

j∈[1,w1]

cj(β, s,h) ≡p Dj

∣∣∣∣∣∣ r1 6= 0


= Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[Event
(0)
1 ∧ Event

(0)
2 ∧ Event3 ∧ Event4 | r1 6= 0]

Lemma 2.1
= Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[Event
(0)
1 | Event

(0)
2 ∧ Event3 ∧ Event4 ∧ r1 6= 0]

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[Event
(0)
2 | Event3 ∧ Event4 ∧ r1 6= 0] Pr

β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event3 ∧ Event4 | r1 6= 0],

and

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

 ∧
i∈[1,m1]

ki(α, r,h) ≡p Ci ∧
∧

j∈[1,w1]

cj(β, s,h) ≡p Dj

∣∣∣∣∣∣ r1 6= 0


= Pr

α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
1 ∧ Event

(1)
2 ∧ Event3 ∧ Event4 | r1 6= 0]

Lemma 2.1
= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
1 | Event

(1)
2 ∧ Event3 ∧ Event4 ∧ r1 6= 0]

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
2 | Event3 ∧ Event4 ∧ r1 6= 0] Pr

α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event3 ∧ Event4 | r1 6= 0].

Instead of proving Equation (4.3), we prove that:

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[Event
(0)
2 | Event3 ∧ Event4 ∧ r1 6= 0]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
2 | Event3 ∧ Event4 ∧ r1 6= 0]

(4.4)
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and

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[Event
(0)
1 | Event

(0)
2 ∧ Event3 ∧ Event4 ∧ r1 6= 0]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
1 | Event

(1)
2 ∧ Event3 ∧ Event4 ∧ r1 6= 0].

(4.5)

Pr[Event
(0)
2 | . . . ] = Pr[Event

(1)
2 | . . . ]:

Applying Lemma 2.1 on Equation (4.4) provides:

Pr
β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(0)
2 | Event3 ∧ Event4 ∧ r1 6= 0]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
2 | Event3 ∧ Event4 ∧ r1 6= 0]

Lemma 2.1⇔
∑
e∈Zp

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(0)
2 | Event3 ∧ Event4 ∧ r1 6= 0 ∧ α ≡p e] Pr

α←Zp
[α ≡p e]

=
∑
e∈Zp

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
2 | Event3 ∧ Event4 ∧ r1 6= 0 ∧ α ≡p e] Pr

α←Zp
[α ≡p e]

⇔ 1

p

∑
e∈Zp

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(0)
2 | Event3 ∧ Event4 ∧ r1 6= 0 ∧ α ≡p e]

=
1

p

∑
e∈Zp

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
2 | Event3 ∧ Event4 ∧ r1 6= 0 ∧ α ≡p e].

Since Ru,p(K, C) = 0, the set C is an unauthorized set of the MSP K. From Lemma
2.8 it follows that there exists a vector ν such that:

AC · ν = 0 and (1, 0, . . . , 0) · ν 6= 0,

where ν1 = 1 (see Section 2.2). Moreover, the events Event3 and Event4 are
independent of the choices for the values vi, where i ∈ [2,m1], because the values
β, r1 and hy with y ∈ C are the only values that occur in those events. It follows
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that:

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
2 | Event3 ∧ Event4 ∧ r1 6= 0 ∧ α ≡p e]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[
∧
i∈[1,l]
ρ(i)∈C

Ai · (α, v2, . . . , vm)> + r1hρ(i) ≡p Ci | . . . ]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[
∧
i∈[1,l]
ρ(i)∈C

Ai ·
(
(α, v2, . . . , vm)> − eν

)
+ r1hρ(i) ≡p Ci | . . . ]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[
∧
i∈[1,l]
ρ(i)∈C

Ai · (0, v2 − eν2, . . . , vm − eνm)> + r1hρ(i) ≡p Ci | . . . ]

Lemma 2.2
= Pr

α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[
∧
i∈[1,l]
ρ(i)∈C

Ai · (0, v2, . . . , vm)> + r1hρ(i) ≡p Ci | . . . ]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(0)
2 | Event3 ∧ Event4 ∧ r1 6= 0 ∧ α ≡p e].

In step two, we used that AC · ν = 0. And in step four, we apply Lemma 2.2,
which implies that:

Pr
vi←Zp

[vi ≡p z] = Pr
vi←Zp

[vi − eνi ≡p z],

where z ∈ Zp.

Pr[Event
(0)
1 | . . . ] = Pr[Event

(1)
1 | . . . ]:

Again, we show that

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(0)
1 | Event

(0)
2 ∧ Event3 ∧ Event4 ∧ α = e]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
1 | Event

(1)
2 ∧ Event3 ∧ Event4 ∧ α = e]

instead of

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[Event
(0)
1 | Event

(0)
2 ∧ Event3 ∧ Event4]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
1 | Event

(1)
2 ∧ Event3 ∧ Event4].
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The argument that this is sufficient is similar to the one above, and therefore not
shown here.

The events Event
(0)
2 , Event

(1)
2 , Event3 and Event4 are independent of the choice

of the values hy, where y /∈ C, because the values α, β, r1, vi and hy, where
i ∈ [2,m1] and y ∈ C, are the only values that occur in those events. We conclude
that:

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(1)
1 | Event

(1)
2 ∧ Event3 ∧ Event4 ∧ α = e]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[
∧
i∈[1,l]
ρ(i)/∈C

Ai · (α, v2, . . . , vm)> + r1hρ(i) ≡p Ci | . . . ∧ α = e]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[
∧
i∈[1,l]
ρ(i)/∈C

Ai · (0, v2, . . . , vm)> + Ai,1e+ r1hρ(i) ≡ Ci | . . . ∧ α = e]

Lemma 2.2
= Pr

α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[
∧
i∈[1,l]
ρ(i)/∈C

Ai · (0, v2, . . . , vm)> + r1hρ(i) ≡ Ci | . . . ∧ α = e]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[Event
(0)
1 | Event

(1)
2 ∧ Event3 ∧ Event4 ∧ α = e].

In step four we apply Lemma 2.2, which implies that:

Pr
hρ(i)←Zp

[Ai,1e+ r1hρ(i) ≡p z | r1 6= 0] = Pr
hρ(i)←Zp

[r1hρ(i) ≡p z | r1 6= 0],

where z ∈ Zp. Furthermore, we like to stress that the fourth step is only possible,
because the labeling function ρ is injective.

Summarizing the results above, we have proven Equation (4.3). Hence, the pair
encoding scheme E(RKPone−use) is perfectly master-key hiding.

Remark 4.2 We like to stress that the pair encoding scheme E(RKPone−use) does
not satisfy the perfect master-key hiding property as it is stated in Definition 3.2,
although this pair encoding scheme is claimed to have this property in [1]. Nev-
ertheless, the property of E(RKPone−use), which is proven above, is still sufficient
to obtain a full secure PE scheme from the PE framework for this pair encod-
ing scheme. But the negligible advantage of a distinguisher in distinguishing the
distributions of the pairs (k(α, r,h), c(β, s,h)) and the pairs (k(0, r,h), c(β, s,h))
must be considered in the security proof of the PE framework.
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4.2 Pair Encoding Conversion for Dual Predicate
Families

In this section, we present a construction that converts a pair encoding scheme
E(R) for a predicate family R into a pair encoding scheme E(R) for the dual
predicate family R. Furthermore, we prove that the constructed pair encoding
scheme is perfectly master-key hiding, whenever E(R) is perfectly master-key
hiding.

4.2.1 Construction

Let E(R) = (EncSetup, EncKey, EncCipher, Pair) be a pair encoding scheme for
the predicate family R, and R be the dual predicate family of R. Then, the
pair encoding scheme E(R) for R is a quadruple of probabilistic polynomial-time
algorithms (EncSetup, EncKey, EncCipher, Pair) such that:

EncSetup(χ,N):

The algorithm EncSetup(χ,N) is run to obtain n̂, thereby the common variables of
the pair encoding scheme E(R) are denoted by X̂h. Then, the number of common
variables n is set to n̂+ 1, and these common variables are denoted by

Xh := (Xφ, X̂h).

This notation indicates that the common variables X̂h of the pair encoding scheme
E(R) are substituted by the last n̂ common variables Xh2 , . . . , Xhn .

EncKey(χ,N, K):

The algorithm EncCipher(χ,N, K) is run to obtain (ŵ2, ĉ(X̂β, X̂s, X̂h)), where X̂s

denotes ciphertext specific variables of the pair encoding scheme E(R), which are
always substituted by the last ŵ2 key specific variables Xr2 , . . . , Xrm2

. The number
of key specific variables m2 is set to ŵ2 + 1, and these variables are denoted by

Xr := (Xγ, X̂s).

The algorithm sets the vector of polynomials k(Xα,Xr,Xh), where the polynomi-
als are defined as follows:

∀i ∈ [1, ŵ1] : ki(Xα,Xr,Xh) := ki

(
Xα, (Xγ, X̂s), (Xφ, X̂h)

)
= ĉi(Xγ, X̂s, X̂h),

kŵ1+1(Xα,Xr,Xh) := Xα +XφXγ.

Note that the ciphertext secret variable X̂β of every ĉi(X̂β, X̂s, X̂h) is substituted
by the key specific variable Xγ.
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EncCipher(χ,N, C):

The algorithm EncKey(χ,N, C) is run to obtain (m̂2, k̂(X̂α, X̂r, X̂h)). The number
of ciphertext specific variables w2 is set to m̂2. The key specific variables X̂r of
the pair encoding scheme E(R) are substituted by ciphertext specific variables Xs.
Therefore, these ciphertext specific variables are denoted by

Xs := X̂r.

The algorithm sets the vector of polynomials c(Xβ,Xs,Xh), where the polynomi-
als are defined as follows:

∀i ∈ [1, m̂1] : ci(Xβ,Xs,Xh) := ci

(
Xβ, X̂r, (Xφ, X̂h)

)
= k̂i((XφXβ), X̂r, X̂h),

cm̂1+1(Xβ,Xs,Xh) := Xβ.

Note that the key secret variable X̂α of every k̂i(X̂α, X̂r, X̂h) is substituted by
XφXβ.

Pair(χ,N, K, C):

The algorithm Pair(χ,N, C, K) is run to obtain Ê. Then, the matrix E is set to

E :=

((
(−1)Ê

)>
0

0 1

)
.

Before proving the correctness or the perfect master-key hiding property of
this construction, we show that every polynomial in the vectors k(Xα,Xr,Xh)
and c(Xβ,Xs,Xh) is only a linear combination of monomials that are stated in
Definition 3.1. Hence, we must prove that every polynomial ki(Xα,Xr,Xh) in
k(Xα,Xr,Xh) can be written as

ki(Xα,Xr,Xh) = aiXα + (ai
> + X>h ·Ai) ·Xr,

and every polynomial ci(Xβ,Xs,Xh) can be written as

ci(Xβ,Xs,Xh) = (bi + X>h · bi
′)Xβ + (bi

> + X>h ·Bi) ·Xs.

This trivially follows for the polynomials kŵ1+1(Xα,Xr,Xh) and cm̂1+1(Xβ,Xs,Xh).
The other polynomials are analyzed separately, beginning with the polynomials
ki(Xα,Xr,Xh), where i ∈ [1,m1 − 1]. Since E(R) is a pair encoding scheme, it
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follows that:

ki(Xα,Xr,Xh) = ĉi(Xγ, X̂s, X̂h)

= (b̂i + X̂>h · b̂i

′
)Xγ + (b̂i

>
+ X̂>h · B̂i) · X̂s

= 0Xα +

((
b̂i
b̂i

)>
+

(
Xφ

X̂h

)>
·
(

0 0>

b̂i

′
B̂i

))
·
(
Xγ

X̂s

)

= 0Xα +

((
b̂i
b̂i

)>
+ X>h ·

(
0 0>

b̂i

′
B̂i

))
·Xr,

and therefore the polynomials ki(Xα,Xr,Xh) are set correctly. We conclude for
ci(Xβ,Xs,Xh), where i ∈ [1, w1 − 1], that:

ci(Xβ,Xs,Xh) = k̂i((XφXβ), X̂r, X̂h)

= âi(XφXβ) + (âi
> + X̂>h · Âi) · X̂r

=

(
0 +

(
Xφ

X̂h

)>
·
(
âi
0

))
Xβ +

(
âi
> +

(
Xφ

X̂h

)>
·
(

0>

Âi

))
· X̂r

=

(
0 + X>h ·

(
âi
0

))
Xβ +

(
âi
> + X>h ·

(
0>

Âi

))
·Xs.

Finally, we have shown that all polynomials are correctly set by the construction
above.

4.2.2 Correctness Proof

A encoding scheme must satisfy two correctness properties to be a pair encoding
scheme. We show that E(R) is a pair encoding scheme if E(R) is a pair encoding
scheme.

1. Let χ ∈ Ω be an arbitrary description parameter, N ∈ Λ be an arbitrary
domain parameter, K ∈ Xχ,N be an arbitrary key index and C ∈ Yχ,N be an
arbitrary ciphertext index such that Rχ,N(K, C) = 1, and E be an arbitrary
matrix in [Pair(χ,N, K, C)]. To prove the first correctness property of the
pair encoding scheme E(R), it is sufficient to show that:

k(Xα,Xr,Xh)> · E · c(Xβ,Xs,Xh) = XαXβ,

where (m2,k(Xα,Xr,Xh)) = EncKey(χ,N, K), and (w2, c(Xβ,Xs,Xh)) =
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EncCipher(χ,N, C). From the construction of E(R), it follows that:

k(Xα,Xr,Xh)> · E · c(Xβ,Xs,Xh)

= ĉ(Xγ, X̂s, X̂h)> · ((−1)Ê)> · k̂((XφXβ), X̂r, X̂h) + (Xα +XφXγ)Xβ

= XαXβ +XφXγXβ − k̂((XφXβ), X̂r, X̂h)> · Ê · ĉ(Xγ, X̂s, X̂h).

Since E(R) is a pair encoding scheme, it holds that:

k̂((XφXβ), X̂r, X̂h)> · Ê · ĉ(Xγ, X̂s, X̂h) = XφXβXγ

We conclude that:

k(Xα,Xr,Xh)> · E · c(Xβ,Xs,Xh) = XαXβ.

Hence, the first correctness property holds for the pair encoding scheme
E(R).

2. Let χ ∈ Ω be an arbitrary description parameter, N ∈ Λ be an arbitrary
domain parameter and p be an arbitrary prime number such that p divides
N . Since E(R) satisfies the correctness properties, there exist two maps f̂1

and f̂2 that are domain-transferable projection maps from N to p for R such
that these maps satisfy the second correctness property for E(R). Then, the
maps

f1(K) := f̂2(K) and f2(C) := f̂1(C)

are domain-transferable projection maps from N to p for R due to Lemma
2.18. We show that the correctness properties 2a and 2b hold for these
projection maps.

a) Let K ∈ Xχ,N be an arbitrary key index, (m2,k(Xα,Xr,Xh)) =
EncKey(χ,N, K) and (m′2,k

′(Xα,Xr,Xh)) = EncKey(χ, p, f1(K)). From
the fact that E(R) satisfies the correctness property 2b, it follows that:

ĉi(Xγ, X̂s, X̂h) ≡p ĉ′i(Xγ, X̂s, X̂h).

We conclude that for all i ∈ [1,m1 − 1]:

ki(Xα,Xr,Xh) ≡N ĉi(Xγ, X̂s, X̂h)

≡p ĉ′i(Xγ, X̂s, X̂h)

≡p k′i(Xα,Xr,Xh)

For km1(Xα,Xr,Xh) and k′m1
(Xα,Xr,Xh) it trivially follows that they

are equal modulo p. Hence, property 2a holds for E(R).

b) Let C ∈ Yχ,N be an arbitrary ciphertext index, (w2, c(Xβ,Xs,Xh)) =
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EncCipher(χ,N, C) and (w′2, c
′(Xβ,Xs,Xh)) = EncCipher(χ, p, f2(C)).

Since E(R) satisfies the correctness property 2a, it holds that:

k̂i((XφXβ), X̂r, X̂h) ≡p k̂′i((XφXβ), X̂r, X̂h).

For all i ∈ [1, w1 − 1] it follows that:

ci(Xβ,Xs,Xh) ≡N k̂i((XφXβ), X̂r, X̂h)

≡p k̂′i((XφXβ), X̂r, X̂h)

≡p c′i(Xβ,Xs,Xh))

For cw1(Xβ,Xs,Xh) and c′w1
(Xβ,Xs,Xh) it trivially follows that they

are equal modulo p. Therefore, property 2b holds for E(R).

Hence, the properties 2a and 2b are satisfied by the pair encoding scheme
E(R), and thus the second correctness property is satisfied as well.

Finally, we have proven that E(R) satisfies all correctness properties, and is a pair
encoding scheme for the predicate family R.

4.2.3 Security Proof

We have already shown that every pair encoding scheme, which is constructed
with the construction in Subsection 4.2.1, satisfies the correctness properties as
long as the given pair encoding scheme satisfies these. Now, we prove that the
new pair encoding scheme also inherits the perfectly master-key hiding property
from the given pair encoding scheme.

Theorem 4.3 If the pair encoding scheme E(R) is perfectly master-key hiding,
then the pair encoding scheme E(R) is perfectly master-key hiding.

To proof this theorem, we need the following lemma.

Lemma 4.4 For every pair encoding scheme E(R) for the predicate family RΩ,Λ,
every description parameter χ ∈ Ω and domain parameter N ∈ Λ, and every
ciphertext index C ∈ Yχ,N such that a key index K ∈ Xχ,N exists with R(K, C) = 1,
there exists a function f : Zw1

N → ZN such that:

∀β ∈ ZN , ∀s ∈ Zw2
N ,∀h ∈ ZnN : f(c(β, s,h)) = β

where (w2, c(Xβ,Xs,Xh)) = EncCipher(χ,N, C).

Proof. Let E(R) be a pair encoding scheme, χ ∈ Ω be a description parameter,
N ∈ Λ be a domain parameter, C ∈ Yχ,N be a ciphertext index, and K ∈ Xχ,N

be a key index such that R(K, C) = 1. Furthermore, let (m2,k(Xα,Xr,Xh)) =
EncKey(χ,N, K), (w2, c(Xβ,Xs,Xh)) = EncCipher(χ,N, C), and E be an arbitrary
but fixed matrix in [Pair(χ,N, K, C)]. In the following proof, we show that the
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function f : Zw1
N → ZN with

f(C) := k(1,0,0)> · E · C

has the property which is stated in Lemma 4.4.

The definitions of pair encoding states that:

ki(Xα,Xr,Xh) = aiXα + (ai
> + X>h ·Ai) ·Xr.

For the evaluation of ki(Xα,Xr,Xh), where Xα is assigned with 1, Xr is assigned
with 0, and Xh is assigned with an arbitrary vector h ∈ ZnN , it follows that:

ki(1,0,h) ≡N aiXα + (ai
> + h> ·Ai) · 0

≡N aiXα

≡N aiXα + (ai
> + 0> ·Ai) · 0

≡N ki(1,0,0),

and therefore

k(1,0,h) ≡N k(1,0,0).

Since E(R) is a pair encoding scheme, it satisfies the first correctness property
which states that:

k(Xα,Xr,Xh) · E · c(Xβ,Xs,Xh) = XαXβ

We conclude that:

⇔ ki(1,0,h)> · E · c(β, s,h) ≡N β

⇔ ki(1,0,0)> · E · c(β, s,h) ≡N β

⇔ f(c(β, s,h)) ≡N β.

Hence, we have shown that the function f has the property stated in Lemma 4.4,
and therefore proven this lemma.

Now we can proof Theorem 4.3.

Proof of Theorem 4.3. Let χ ∈ Ω be an arbitrary description parameter, p ∈ P be
an arbitrary domain parameter, K ∈ Xχ,p be an arbitrary key index, and C ∈ Yχ,p

be an arbitrary ciphertext index such that Rχ,p(K, C) = 0. Furthermore, let C be
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an arbitrary vector in Zm1
p , and D be an arbitrary vector in Zw1

p . We prove that:

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D],
(4.6)

where (m2,k(Xα,Xr,Xh)) = EncKey(χ, p, K) and (w2, c(Xβ,Xs,Xh)) =
EncCipher(χ, p, C). We apply Lemma 2.1, and split the event space into r1 = 0
and r1 6= 0.

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D]

= Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 = 0] Pr
r1←Zp

[r1 = 0]

+ Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0] Pr
r1←Zp

[r1 6= 0],

and

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 = 0] Pr
r1←Zp

[r1 = 0]

+ Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0] Pr
r1←Zp

[r1 6= 0]

Hence, it is sufficient to proof the following equations instead of proving Equation
(4.6).

Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 = 0]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 = 0],
(4.7)
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Pr
β←Zp,h←Znp

r←Zm2
p ,s←Zw2

p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0]

= Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0]
(4.8)

We prove that Equation (4.8) holds, whereas Equation (4.7) does not hold. A
counter example for Equation (4.7) is the pair encoding scheme which is obtained
when the construction is applied on the pair encoding scheme E(RKPone−use)
(Section 4.1). We conclude that in case r1 = 0 the distribution of the pairs
(k(α, r,h), c(β, s,h)) taken over the random choices of α, β, r, s and h differs from
the distribution, where α is fixed to 0. Hence, there can exist a distinguisher,
which distinguishes the distribution of the pairs (k(α, r,h), c(β, s,h)) and the pairs
(k(0, r,h), c(β, s,h)) (which are both taken over the random choice over α, β, r, s
and h without any restriction) with a probability of at most Prr1←Zp [r1 = 0].
Since this probability is 1

p
, and p is always picked with respect to a security pa-

rameter λ as p > 2λ, the probability of the distinguisher is negligible, and we can
ignore this case. Although technically speaking, this construction is not perfectly
master-key hiding, because Definition 3.2 states that the distribution must be
indistinguishable without any exception.

Now, we prove that Equation (4.8) holds. In the following, the vectors C and
D are denoted by (C1, . . . , Cm1) and (D1, . . . , Dw1), respectively, and Ĉ and D̂ are
defined as

Ĉ := (C1, . . . , Cm1−1) and D̂ := (D1, . . . , Dw1−1).

Due to the construction of E(R), and Lemma 2.1, we deduce that:

Pr
β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(0, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0]

= Pr
β←Zp,(φ,ĥ)←Znp

(γ,ŝ)←Zm2
p ,r̂←Zw2

p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ φγ ≡p Cm1 ∧ k̂(φβ, r̂, ĥ) ≡p D̂ ∧ β ≡p Dw1 | γ 6= 0]

Lemma 2.1
= Pr

β←Zp,(φ,ĥ)←Znp
(γ,ŝ)←Zm2

p ,r̂←Zw2
p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂(φβ, r̂, ĥ) ≡p D̂ | φ ≡p Cm1γ
−1 ∧ β ≡p Dw1 ∧ γ 6= 0]

Pr
β,φ,γ←Zp

[φγ ≡p Cm1 ∧ β ≡p Dw1 | γ 6= 0]

= Pr
γ←Zp,ĥ←Zn̂p

ŝ←Zŵ2
p ,r̂←Zm̂2

p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂(Cm1γ
−1Dw1 , r̂, ĥ) ≡p D̂ | γ 6= 0]

Pr
β,φ,γ←Zp

[φγ ≡p Cm1 ∧ β ≡p Dw1 | γ 6= 0]
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and

Pr
α,β←Zp,h←Znp
r←Zm2

p ,s←Zw2
p

[k(α, r,h) ≡p C ∧ c(β, s,h) ≡p D | r1 6= 0]

= Pr
α,β←Zp,(φ,ĥ)←Znp
(γ,ŝ)←Zm2

p ,r̂←Zw2
p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ α + φγ ≡p Cm1 ∧ k̂(φβ, r̂, ĥ) ≡p D̂ ∧ β ≡p Dw1 | γ 6= 0]

Lemma 2.1
= Pr

α,β←Zp,(φ,ĥ)←Znp
(γ,ŝ)←Zm2

p ,r̂←Zw2
p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂(φβ, r̂, ĥ) ≡p D̂ | φ ≡p (Cm1 − α)γ−1 ∧ β ≡p Dw1 ∧ . . .]

Pr
α,β,φ,γ←Zp

[α + φγ ≡p Cm1 ∧ β ≡p Dw1 | γ 6= 0]

= Pr
α,γ←Zp,ĥ←Zn̂p
ŝ←Zŵ2

p ,r̂←Zm̂2
p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂((Cm1 − α)γ−1Dw1 , r̂, ĥ) ≡p D̂ | γ 6= 0]

Pr
α,β,φ,γ←Zp

[α + φγ ≡p Cm1 ∧ β ≡p Dw1 | γ 6= 0].

From Lemma 2.2, it follows that:

Pr
α,β,φ,γ←Zp

[α + φγ ≡p Cm1 ∧ β ≡p Dw1 | γ 6= 0] = Pr
δ,β←Zp

[δ ≡p Cm1 ∧ β ≡p Dw1 ]

= Pr
β,φ,γ←Zp

[φγ ≡p Cm1 ∧ β ≡p Dw1 | γ 6= 0].

So that, we have left to show that:

Pr
γ←Zp,ĥ←Zn̂p

ŝ←Zŵ2
p ,r̂←Zm̂2

p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂(Cm1Dw1γ
−1, r̂, ĥ) ≡p D̂ | γ 6= 0]

= Pr
α,γ←Zp,ĥ←Zn̂p
ŝ←Zŵ2

p ,r̂←Zm̂2
p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂((Cm1 − α)Dw1γ
−1, r̂, ĥ) ≡p D̂ | γ 6= 0].

(4.9)

We conclude that:

Pr
α,γ←Zp,ĥ←Zn̂p
ŝ←Zŵ2

p ,r̂←Zm̂2
p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂((Cm1 − α)Dw1γ
−1, r̂, ĥ) ≡p D̂ | γ 6= 0]

Lemma 2.2
= Pr
α,γ←Zp,ĥ←Zn̂p
ŝ←Zŵ2

p ,r̂←Zm̂2
p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂(α, r̂, ĥ) ≡p D̂ | γ 6= 0]

PMH
= Pr
γ←Zp,ĥ←Zn̂p

ŝ←Zŵ2
p ,r̂←Zm̂2

p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂(0, r̂, ĥ) ≡p D̂ | γ 6= 0].
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In these steps we used the fact that:

∀e ∈ Zp : Pr
α,γ←Zp

[(Cm1 − α)Dw1γ
−1 ≡p e | γ 6= 0] = Pr

α←Zp
[α ≡p e],

which follows from Lemma 2.2. Furthermore, we applied the perfect master-key
hiding property in the step marked with

PMH
= .

We also conclude that:

Pr
γ←Zp,ĥ←Zn̂p

ŝ←Zŵ2
p ,r̂←Zm̂2

p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂(Cm1Dw1γ
−1, r̂, ĥ) ≡p D̂ | γ 6= 0]

Lemma 2.2
= Pr
γ←Zp,ĥ←Zn̂p

ŝ←Zŵ2
p ,r̂←Zm̂2

p

[k̂(Cm1Dw1γ
−1, r̂, ĥ) ≡p D̂ | ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ γ 6= 0]

Pr
γ←Zp,ĥ←Zn̂p

ŝ←Zŵ2
p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ | γ 6= 0]

Lemma 4.4
= Pr
γ←Zp,ĥ←Zn̂p

ŝ←Zŵ2
p ,r̂←Zm̂2

p

[k̂(Cm1Dw1f(Ĉ), r̂, ĥ) ≡p D̂ | ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ γ 6= 0]

Pr
γ←Zp,ĥ←Zn̂p

ŝ←Zŵ2
p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ | γ 6= 0]

Lemma 2.2
= Pr
γ←Zp,ĥ←Zn̂p

ŝ←Zŵ2
p ,r̂←Zm̂2

p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂(Cm1Dw1f(Ĉ), r̂, ĥ) ≡p D̂ | γ 6= 0]

Lemma 3.4
= Pr
γ←Zp,ĥ←Zn̂p

ŝ←Zŵ2
p ,r̂←Zm̂2

p

[ĉ(γ, ŝ, ĥ) ≡p Ĉ ∧ k̂(0, r̂, ĥ) ≡p D̂ | γ 6= 0]

Note that we assume for the application of Lemma 4.4 that for every ciphertext
index C′ ∈ Yχ,p there exists a key index K′ ∈ Xχ,p such that R(K′, C′) = 1. If
there exists no K′ for a ciphertext index C′ such that R(K′, C′) = 1, then this
ciphertext index could be removed from the ciphertext index space without a
significant change of the predicate R. Since Cm1Dw1f(Ĉ) is a fixed value, we can
apply Lemma 3.4, which is an alternative definition of perfect master-key hiding
property.

Hence, we have shown that Equation (4.9) holds, and finally proven that the
pair encoding scheme E(R) is perfectly master-key hiding.

Remark 4.5 We like to remark that we ignored the case r1 = 0, and that the
construction is technically not perfectly master-key hiding. Although, the property
that we have shown here is sufficient for the security proof for the PE framework
presented by Attrapadung [1].
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5 Doubly Selective Secure
Master-Key Hiding Pair Encoding
Scheme

In this chapter, we present a pair encoding scheme for the predicate family RKP .
This scheme is introduced by Attrapadung [1], who adapted it from the PE scheme
presented by Rouselakis and Water [14]. The improvement of this pair encoding
scheme compared with the original PE scheme is that the PE scheme, which is
obtained from the PE framework given this pair encoding scheme, is fully secure,
whereas the original PE scheme is only selectively secure. Selective security is a
theoretical security model for PE schemes that is weaker than the full security
model. First, we present the construction of the pair encoding scheme in Section
5.1. Afterwards, we provide a security proof for the doubly selective secure master-
key hiding property in Section 5.2, which we adapted from the security proof for
doubly spatial pair encoding schemes presented by Attrapadung [1].

5.1 Pair Encoding Scheme for RKP

We provide the construction of the pair encoding scheme for RKP , which is intro-
duced in Example 2.12, and the proof of the correctness properties. But first, we
introduce some special notation for this section to simplify the construction and
the following proof. The key index K, which is a MSP, is denoted by (A, ρ), where
A ∈ Zl×mN and ρ : [1, l]→ [1, u], and the ciphertext index C is a subset {y1, y2, . . .}
of [1, u]. Furthermore, we use the indexes of the elements in C as unique identifiers.
Hence, each index i ∈ [1, |C|] uniquely identifies an element yi in C.

5.1.1 Construction of E(RKP )

The pair encoding scheme E(RKP ) for the domain-transferable predicate fam-
ily RKP is a quadruple of probabilistic polynomial-time algorithms (EncSetup,
EncKey, EncCipher, Pair) such that:

EncSetup(χ,N):

The algorithm sets the number of common variables n to 6. In this construction,
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these common variables are denoted by

Xh = (Xh0 , Xh1 , Xφ1 , Xφ2 , Xφ3 , Xη).

EncKey(χ,N, K):

The algorithm sets the number of key specific variables m2 to 1 + l + m. These
key specific variables are denoted by

Xr = (Xr, Xu, Xr1 , . . . , Xrl , Xv2 , . . . , Xvm).

To set the vector of polynomials k(Xα,Xr,Xh), a vector Xv of variables is defined
as follows:

Xv :=


XrXφ2

Xv2
...

Xvm

 .

The vector of polynomials k(Xα,Xr,Xh) is set to

k(Xα,Xr,Xh) :=



k1(Xα,Xr,Xh)
k2(Xα,Xr,Xh)
k3(Xα,Xr,Xh)
k4,1(Xα,Xr,Xh)
k5,1(Xα,Xr,Xh)
k6,1(Xα,Xr,Xh)

...
k4,l(Xα,Xr,Xh)
k5,l(Xα,Xr,Xh)
k6,l(Xα,Xr,Xh)


,

where the polynomials are defined as follows:

k1(Xα,Xr,Xh) := Xα +XrXφ1 +XuXη,

k2(Xα,Xr,Xh) := Xu,

k3(Xα,Xr,Xh) := Xr,

k4,i(Xα,Xr,Xh) := AiXv +XriXφ3 ,

k5,i(Xα,Xr,Xh) := Xri ,

k6,i(Xα,Xr,Xh) := Xri(Xh0 +Xh1ρ(i)).

EncCipher(χ,N, C):

The algorithm sets the number of ciphertext specific variables w2 to 2+ |C|. These
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ciphertext specific variables are denoted by

Xs = (Xw, Xs1 , . . . , Xs|C|).

The vector of polynomials c(Xβ,Xs,Xh) is set to

c(Xβ,Xs,Xh) :=



c1(Xβ,Xs,Xh)
c2(Xβ,Xs,Xh)
c3(Xβ,Xs,Xh)
c4(Xβ,Xs,Xh)
c5,1(Xβ,Xs,Xh)
c6,1(Xβ,Xs,Xh)

...
c5,|C|(Xβ,Xs,Xh)
c6,|C|(Xβ,Xs,Xh)


,

where the polynomials are defined as follows:

c1(Xβ,Xs,Xh) := Xβ,

c2(Xβ,Xs,Xh) := XβXη,

c3(Xβ,Xs,Xh) := XβXφ1 +XwXφ2 ,

c4(Xβ,Xs,Xh) := Xw,

c5,j(Xβ,Xs,Xh) := XwXφ3 +Xsj(Xh0 +Xh1yj),

c6,j(Xβ,Xs,Xh) := Xsj .

Pair(χ,N, K, C):

If Rχ,N(K, C) = 1, then C is an authorized set of the MSP K. The algorithm
computes a solving vector µ ∈ ZlN , and sets the matrix E to

E :=


1 0 0 0
0 −1 0 0
0 0 −1 0
0 0 0 E′

 ,

where matrix E′ = (Ei,j)i,j is defined as follows:

E ′ij :=


µd i

3
e ρ(d i

3
e) ∈ C, j = 1, [i mod 3] = 1

−µd i
3
e ρ(d i

3
e) = yd j−1

2
e, j 6= 1, [i mod 3] = 2, [j mod 2] = 0

µd i
3
e ρ(d i

3
e) = yd j−1

2
e, j 6= 1, [i mod 3] = 0, [j mod 2] = 1

0 otherwise.

If Rχ,N(K, C) = 0, then the matrix E is set to 0.
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Note that it is implicitly assumed that the algorithm Pair can efficiently compute
solving vectors for MSPs over ZN even if ZN is not a field. As mentioned in Section
2.2, computing solving vectors is efficiently possible for MSP over fields, but for
MSP over rings it might fail. If it fails, then the algorithm finds a zero vector
while solving the equation system. The zero divisor of ZN can be used to factorize
N . Under the standard cryptographic security assumption that factorization is a
hard problem. We conclude that the probability of finding a zero divisor during
the computation of µ is negligible. Hence, our assumption that Pair can efficiently
compute µ is justified.

For the sake of clarity, the polynomials in k(Xα,Xr,Xh) and c(Xβ,Xs,Xh)
are not defined by specifying ai ∈ ZN , ai ∈ Zm2

N , Ai ∈ Zn×m2
N and bi ∈ ZN ,

bi,bi
′ ∈ Zw2

N , Bi ∈ Zn×w2
N as defined in Definition 3.1. Since ai, ai, Ai, bi, bi,bi

′

and Bi can trivially be determined, we will not provide them here. In the following,
ki(Xα,Xr,Xh) and ci(Xβ,Xs,Xh) are denoted by ki and ci, respectively.

5.1.2 Concept of the Construction

Before we prove any properties of the presented pair encoding scheme E(RKP ), we
outline the concept behind this construction in order to develop a better under-
standing of this encoding scheme. The common variables are distinguished into
two types: the variables used to hash attributes in the Boneh-Boyen-style [3] and
the variables that ensure the involvement of K and C in computing XαXβ from
k(Xα,Xr,Xh) and c(Xβ,Xs,Xh). The variables of the former type are Xh0 and
Xh1 . An attribute y is hashed with these variables as follows Xh0 +Xh1y.

k1c1 = XαXβ +Xφ1XβXr +XηXβXu

k2c2 = XηXβXuk3c3 = Xφ1XβXr +Xφ2XrXw

k4,ic4 = Ai ·XvXw +Xφ3XriXw

k5,ic5,j = Xφ3XriXw +XriXsj(Xh0 +Xh1yj)

k6,ic6,j = XriXsj(Xh0 +Xh1ρ(i))

XηXφ1

Xφ2

Xφ3

yj = ρ(i)

Figure 5.1: Determining XαXβ from k(Xα,Xr,Xh) and c(Xβ,Xs,Xh).

The other common variables Xφ1 , Xφ2 , Xφ3 and Xη force every efficient algo-
rithm computing XαXβ to perform the computations illustrated in Figure 5.1.
First, this algorithm must compute k1c1, since k1 and c1 are the only polynomials
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containing the monomials Xα and Xβ. Due to Xφ1 and Xη, only k2c2 and k3c3

cancel the additional monomials in k1c1, thereby k2c2 is a necessary construction
for the security proof, and has no further function in determining XαXβ. However,
the common variable Xφ2 forces the algorithm to compute a solving vector µ in
order to cancel the additional monomial in k3c3, because

(µ> ·A) ·Xv = (1, 0, . . . , 0)> ·Xv = Xφ2Xr.

Therefore, the solving vector µ is multiplied with k4,ic4 to determine Xφ2XrXw.
Thus, it is ensured that the key index K is included in computing XαXβ. The
common variable Xφ3 binds an element yj in C to each row of the matrix A by
forcing the algorithm to compute k5,ic5,j, to cancel the additional monomials in
the polynomials k4,ic4. Finally, variables Xri with i ∈ [1, l] guarantee that only
rows of A, that are labeled with an element in C, are used to compute Xφ2Xr.
This follows from the fact that Xri is a variable belonging to row i of matrix A.
In order to cancel the additional monomial XriXsj(Xh0 + Xh1yj) in k5,ic5,j, the
element yj must be equal to ρ(i). Hence, the algorithm can only compute XαXβ

if the element that is bounded to a row i by Xφ3 is equal to the element ρ(i).
Therefore, the algorithm must use the fact that C is an authorized set of K.

5.1.3 Correctness Proof

An encoding scheme must satisfy the correctness properties to be a pair encoding
scheme. The presented encoding scheme E(RKP ) satisfies these properties, which
is proven in the following:

1. To prove the first property, let χ ∈ Ω be an arbitrary description parameter,
N ∈ Λ be an arbitrary domain parameter, K ∈ Xχ,N be an arbitrary key index,
and C ∈ Yχ,N be an arbitrary ciphertext index such that Rχ,N(K, C) = 1. Fur-
thermore, let (m2,k(Xα,Xr,Xh)) = EncKey(χ,N, K), (w2, c(Xβ,Xs,Xh)) =
EncCipher(χ,N, C), and E be an arbitrary matrix in [Pair(χ,N, K, C)]. Then, it
follows that:

k(Xα,Xr,Xh)> · E · c(Xβ,Xs,Xh)

= k1c1 − k2c2 − k3c3 + (k4,1, . . . , k6,l) · E′ · (c4, c5,1, . . . , c6,|C|)
>

= XαXβ +XrXφ1Xβ +XuXηXβ −XuXβXη −XrXβXφ1

−XrXwXφ2 + (k4,1, . . . , k6,l) · E′ · (c4, c5,1, . . . , c6,|C|)
>

= XαXβ −XrXwXφ2 + (k4,1, . . . , k6,l) · E′ · (c4, c5,1, . . . , c6,|C|)
>

= XαXβ.
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In the last step, we used the fact that:

(k4,1, . . . ,k6,l) · E′ · (c4, c5,1, . . . , c6,|C|)
>

=
∑

j∈[1,|C|]

 ∑
i∈[1,l]
ρ(i)=yj

µi (k4,ic4 − k5,ic5,j + k6,ic6,j)


=
∑

j∈[1,|C|]

∑
i∈[1,l]
ρ(i)=yj

µi

(
Ai ·XvXw +XriXφ3Xw −XriXwXφ3

−XriXsj(Xh0 +Xh1yj) +Xri(Xh0 +Xh1ρ(i))Xsj

)
=
∑

j∈[1,|C|]

∑
i∈[1,l]
ρ(i)=yj

µiAi ·XvXw

= Xw(µ>C ·AC) ·Xv

= Xw(1, 0, . . . , 0) ·Xv

= XwXrXφ2 .

Hence, the first correctness property holds for E(RKP ).

2. To prove the second property, let χ ∈ Ω be an arbitrary description parameter,
N ∈ Λ be an arbitrary domain parameter, and p ∈ P be an arbitrary prime
number such that p divides N . The projection maps f1 and f2 are defined like
those in the proof of domain-transferability of RKP (Lemma 2.17).

f1 : Xχ,N → Xχ,p with f1((A, ρ)) := (A′, ρ′),

f2 : Yχ,N → Yχ,p with f2(S) := S ′,

where

A′ := [A mod p] ∈ Zl×mp ,

ρ′ : [1, l]→ Zp with ρ(i)′ := [ρ(i) mod p]

S ′ := {[y mod p] | y ∈ S}.

a) Let K ∈ Xχ,N be an arbitrary key index, (m2,k(Xα,Xr,Xh)) =
EncKey(χ,N, K), and (m′2,k

′(Xα,Xr,Xh)) = EncKey(χ, p, f1(K)), where the
MSP K is denoted by (A, ρ) and f1(K) by (A′, ρ′). It trivially follows that
k1, k2, k3 and k5,i are equal to k′1, k′2, k′3 and k′5,i modulo p, respectively.
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For k4,i, k
′
4,i and k6,i, k

′
6,i, we conclude that:

k4,i(Xα,Xr,Xh) ≡N AiXv +XriXφ3

≡p [Ai mod p] ·Xv +XriXφ3

≡p A′i ·Xv +XriXφ3

≡p k′4,i(Xα,Xr,Xh),

k6,i(Xα,Xr,Xh) ≡N Xri(Xh0 +Xh1ρ(i))

≡p Xri(Xh0 +Xh1 [ρ(i) mod p])

≡p Xri(Xh0 +Xh1ρ
′(i))

≡p k′6,i(Xα,Xr,Xh).

b) Let C ∈ Yχ,N be an arbitrary ciphertext index, (w2, c(Xβ,Xs,Xh)) =
EncCipher(χ,N, C), and (w′2, c

′(Xβ,Xs,Xh)) = EncCipher(χ, p, f2(C)). It
trivially follows that c1, c2, c3, c4 and c6,i are equal to c′1, c′2, c′3, c′4 and c′6,i
modulo p, respectively. For c5,i and c′5,i, we conclude that:

c5,j(Xβ,Xs,Xh) ≡N XwXφ3 +Xsj(Xh0 +Xh1yj)

≡p XwXφ3 +Xsj(Xh0 +Xh1 [yj mod p])

≡p XwXφ3 +Xsj(Xh0 +Xh1y
′
j)

≡p c′5,j(Xβ,Xs,Xh).

Here, we implicitly assumed that for all i, j ∈ [1, |C|] such that i 6= j,
it holds that [yi mod p] 6≡p [yj mod p]. If this assumption does not hold,
then |f2(C)| ≤ |C|. Hence, the correctness property 2b is not satisfied, for
instance, c(Xβ,Xs,Xh) contains more polynomials than c′(Xβ,Xs,Xh),
but whenever there exist i, j ∈ [1, |C|], where i 6= j and [yi mod p] ≡p
[yj mod p], N can be efficiently factorized by computing gcd(|y − y′|, N)
for all pairwise disjunct elements y, y′ ∈ C. Obviously, this computation is
possible in polynomial-time. Furthermore, gcd(|yi− yj|, N) is a non-trivial
divisor of N , because yi ≡p yj and C is a set (and therefore yi 6≡N yj).
As mentioned before, factorization is assumed to be a hard problem. Due
to this assumption, the probability that this property does not hold is
negligible, and we ignore the case that there exist i, j ∈ [1, |C|] such that
i 6= j and [yi mod p] 6≡p [yj mod p].

Finally, we have proven that E(RKP ) is a correct pair encoding scheme for the
predicate family RKP , but the excluded case must be considered in the security
proof of the PE framework if this pair encoding scheme is used to construct a PE
scheme.

Note that despite this special case for property 2b, the pair encoding scheme
E(RKP ) is claimed to unconditionally satisfy the correctness properties in [1].
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5.2 Security Proof for E(RKP )

In this section, we provide the proof that the pair encoding scheme E(RKP ) is
doubly selectively secure master-key hiding. The scheme is proven to be doubly
selectively secure master-key hiding instead of perfectly master-key hiding, be-
cause it is already proven not to be perfect master-key hiding in [1, Lemma 9].
Our proof is adapted from the doubly selective secure master-key hiding proof
for key-policy doubly spatial pair encoding schemes presented in [1]. The original
proof is very brief, whereas our proof provides more details. Especially, the anal-
ysis of the indistinguishability between the expected outputs of the oracles and
the simulated outputs is only shortly discussed in the original proof.

Security Assumptions

The doubly selective secure master-key hiding property of a pair encoding scheme
is usually proven by reduction to a security assumption. That is the reason why we
begin by presenting the security assumptions, which are used in our proof. These
assumptions are that the t-Expanded Diffie-Hellman Exponent-1 problem and the
(t, k)-Expanded Diffie-Hellman Exponent-2 problem are hard to solve for every
polynomial-time algorithm. The corresponding assumptions in the original proof
are the (n, t)-EDHE [1, Definition 6] and the (n, t, k)-EDHE [1, Definition 7] (with
n = 1). These decisional problems are constructed with the framework introduced
by Boneh, Boyen and Goh [4], which is applicable to develop hard decisional
problems related to the decisional Diffie-Hellman problem in the generic group
model. Following their methodology, Attrapadung shows that the (n, t)-EDHE
and the (n, t, k)-EDHE are secure in the generic group model [1, Appendix E].

To define the problems mentioned above, we introduce two probability exper-
iments. Let G(·) be an bilinear group generator, and B be an algorithm. We
consider the following experiments.

The t-Expanded Diffie-Hellman Exponent-1 experiment ExpEDHE1
G,B (λ):

Setup.

1. The bilinear group generator G(1λ) is run to obtain (g,G,GT , e, N, p1, p2, p3).
Then, generators g1, g2 and g3 for the groups Gp1 , Gp2 and Gp3 are chosen
uniformly at random.

2. Values a, c, z, b1, . . . , bt, τ1 ← ZN are chosen uniformly at random and τ0 is
set to 0.
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Challenge.

3. D is set to the following tuple:

ga2 , g
c
2, g

c
z
2 ,

∀j ∈ [1, t] g
bj
2 , g

acbj
2 , g

a2cbj
2 , g

a 1

b2
j

2 , g
a2 1

b2
j

2 , g
ac 1
bj

2 ,

∀j, j′ ∈ [1, t], j 6= j′ g
a
bj

b2
j′

2 , g
ac

bj
bj′

2 , g
ac

bj

b2
j′

2 , g
a2c

bj

b2
j′

2 ,

∀j, j′ ∈ [1, t] g
a2c2

bj
bj′

2


.

4. A uniform bit ε← {0, 1} is chosen and Tε := ga
2z+τε

2 is computed.

5. Algorithm B is given (G,GT , e, N, p1, p2, p3, g1, g2, g3), D and Tε.

Guess.

6. Algorithm B outputs a guess ε′ for the uniform bit ε.

Output.

7. The output of the experiment is 1 if ε′ = ε, and 0 otherwise.

The (t, k)-Expanded Diffie-Hellman Exponent-2 experiment ExpEDHE2
G,B (λ):

Setup.

1. The bilinear group generator G(1λ) is run to obtain (g,G,GT , e, N, p1, p2, p3).
Then, generators g1, g2 and g3 for the groups Gp1 , Gp2 and Gp3 are chosen
uniformly at random.

2. Values a, x, c, z, b1, . . . , bt, τ1 ← ZN are chosen uniformly at random and τ0

is set to 0.

Challenge.

3. D is set to the following tuple:

gc2, g
a2xk 1

z
2 ,

∀j ∈ [1, k],∀l, l′ ∈ [1, t] gcbl2 , gx
j

2 , g
a2xj

2 , gax
jbl

2 , g
axj 1

b2
l

2 , g
axk+1 bl′

b2
l

2 ,

∀j ∈ [1, k],∀l, l′ ∈ [1, t], l 6= l′ g
a2xjc

bl′
bl

2 , g
axjc

bl′
b2
l

2 , g
a2xk+1 bl′

b2
l

2 ,

∀j ∈ [1, 2k]\{k + 1},∀l, l′ ∈ [1, t] g
axj

bl′
b2
l

2 , g
a2xj

bl′
b2
l

2


.
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4. A uniform bit ε← {0, 1} is chosen and Tε := gxcz+τε2 is computed.

5. Algorithm B is given (G,GT , e, N, p1, p2, p3, g1, g2, g3), D and Tε.

Guess.

6. Algorithm B outputs a guess ε′ for the uniform bit ε.

Output.

7. The output of the experiment is 1 if ε′ = ε, and 0 otherwise.

The t-Expanded Diffie-Hellman Exponent-1 problem is to determine the uni-
form bit ε given (G,GT , e, N, p1, p2, p3, g1, g2, g3), D and Tε, whereas the (t, k)-
Expanded Diffie-Hellman Exponent-2 problem is to determine the uniform bit ε
given (G,GT , e, N, p1, p2, p3, g1, g2, g3), D and Tε. We need to define hardness for
these problems, because our security assumption states that these two problems
are hard to solve.

Definition 5.1 Let G(·) be a bilinear group generator, B be an algorithm, and
F ∈ {EDHE1, EDHE2} be a type. Then, the advantage AdvFG,B(λ) of B in the

experiment ExpFG,B(λ) is

AdvFG,B(λ) :=

∣∣∣∣Pr[ExpFG,B(λ) = 1]− 1

2

∣∣∣∣ .
Now, we define hardness for these problems.

Definition 5.2 The t-Expanded Diffie-Hellman Exponent-1 problem is hard rel-
ative to a bilinear group generator G(·) if for any reasonable security parameter
λ, every probabilistic polynomial-time (in λ) algorithm B, there exists a negligible
function negl(·) such that

AdvEDHE1
G,B (λ) ≤ negl(λ).

Definition 5.3 The (t, k)-Expanded Diffie-Hellman Exponent-2 problem is hard
relative to a bilinear group generator G(·) if for any reasonable security parameter
λ, every probabilistic polynomial-time (in λ) algorithm B, there exists a negligible
function negl(·) such that

AdvEDHE2
G,B (λ) ≤ negl(λ).

Note that we have modified the experiments compared to those in [1]. We
additionally give algorithm B the factors p1, p2 and p3 of N , but the knowledge of
those does not increase its advantage to solve the challenge, because all elements
in tuple D as well as the challenge Tε are elements in Gp2 . Since p2 can only
be used to compute g0

2, and p1 and p3 contain no information about Gp2 , this
additional knowledge does not provide any new information about the problem.
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Proof Structure

Now, we can prove that E(RKP ) is doubly selectively secure master-key hiding.

Theorem 5.4 If the t-Expanded Diffie-Hellman Exponent-1 problem and the (t, k)-
Expanded Diffie-Hellman Exponent-2 problem are hard relative to a bilinear group
generator G, then the pair encoding scheme E(RKP ) is doubly selectively secure
master-key hiding.

Since a pair encoding is doubly selectively secure master-key hiding, whenever
it is selectively secure master-key hiding (SMH) as well as co-selectively secure
master-key hiding (CMH), we show the following two theorems, which imply The-
orem 5.4.

Theorem 5.5 If the t-Expanded Diffie-Hellman Exponent-1 problem is hard rel-
ative to a bilinear group generator G, then the pair encoding scheme E(RKP ) is
selectively secure master-key hiding.

Theorem 5.6 If the (t, k)-Expanded Diffie-Hellman Exponent-2 problem is hard
relative to a bilinear group generator G, then the pair encoding scheme E(RKP ) is
co-selectively secure master-key hiding.

These theorems are proven in the following subsections, but first the structure
of both proofs is outlined, which is identical. The basic concept is a reduction,
where the advantage of every efficient algorithm in the experiment ExpF1

G,E(RKP ),A(·)
with F1 ∈ {SMH,CMH} is reduced to the advantage of an efficient algorithm in
experiment ExpF2

G,B(·), where F2 is EDHE1 or EDHE2, respectively. The proofs
are structured as follows:

1. A simulator B is defined. B takes the role of the adversary in experiment
ExpF2

G,B(·) with F2 ∈ {EDHE1, EDHE2}, and simulates the experiment

ExpF1

G,E(RKP ),A(·), where F1 is SMH or CMH, respectively.

2. We show that simulator B is a polynomial-time algorithm in λ. Further-
more, it is proven that B can compute all outputs, that are specified in the
definition of simulator B.

3. We provide the proof of the indistinguishability between the experiment
simulated by B and the experiment ExpF1

G,E(RKP ),A(·).

4. We conclude that E(RKP ) is selectively secure master-key hiding or co-
selectively secure master-key hiding under the given security assumption.

5.2.1 Selective Secure Master-Key Hiding

In this section, Theorem 5.5 is proven. As mentioned above, we begin by defin-
ing the simulator, which reduces the problem of determining the bit ε in ex-
periment ExpEDHE1

G,B (·) to the problem of determining the bit b in experiment

ExpSMH
G,E(RKP ),A(·).
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Definition of Simulator B

Let λ ∈ N be a security parameter, χ ∈ Ω be a description parameter, where
χ = (lmax, smax)), and G(·) be a bilinear group generator. Furthermore, C is
a challenger, which runs the t-Expanded Diffie-Hellman Exponent-1 experiment
ExpEDHE1

G,B (λ) (with t ≥ smax), and A is a polynomial-time (in λ) algorithm. We
consider the following simulator.

The simulator B:

0. Simulator B takes its challenge (G,GT , e, N, p1, p2, p3, g1, g2, g3), D and Tε
from the challenger C. Then, B simulates the experiment ExpSMH

G,E(RKP ),A(λ, χ).

Setup.

1. Bit b and the key secret value α are implicitly set to

b := ε and α := τε ,

and the domain parameter is set to p2.

2. Values h′0, h
′
1, φ
′
1, φ
′
2, φ
′
3 ← Zp2 are chosen uniformly at random. Then, the

common values h are implicitly set to

φ1 := az + φ′1 , φ3 := −a+ φ′3 ,

φ2 := −a+ φ′2 , η := z ,

h0 :=
∑
j∈[1,t]

(
ac

1

bj
− a 1

b2
j

yj

)
+ h′0 , h1 :=

∑
j∈[1,t]

(
a

1

b2
j

)
+ h′1 .

Challenge.

3. Algorithm A is given (χ, p2,G,GT , e, N, g1, g2, g3).

4. When A requests oracle O1,SMH
b,α,h,χ,p2

(·) with a ciphertext index C∗ ∈ Yχ,p2 , then
a value w′ ← Zp2 is chosen uniformly at random. The simulator B implicitly
sets the ciphertext secret value β and the ciphertext specific values s to

β :=
c

z
, w := c+ w′ and ∀i ∈ [1, |C∗|] : si := bi ,

and outputs g
c(β,s,h)
2 to A. Note that B only responds to A’s first request to

O1,SMH
b,α,h,χ,p2

(·), and ignores all further requests.

5. When A requests the oracle O2,SMH
b,α,h,χ,p2

(·) with a key index K ∈ Xχ,p2 , where
the MSP K is denoted by (A, ρ), simulator B’s response depends onRχ,p2(K, C

∗).
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If Rχ,p2(K, C
∗) = 1, then the simulator outputs a failure symbol ⊥. Other-

wise, values r′, u′, r′1, . . . , r
′
l, v

′
2, . . . , v

′
m ← ZN are chosen uniformly at ran-

dom. Furthermore, the simulator computes the vector ν such that

AC∗ · ν = 0 and (1, 0, . . . , 0) · ν 6= 0.

Due to Lemma 2.8 such a vector must exist. As mentioned in Section 2.2,
we assume that ν1 = 1. Then, simulator B implicitly sets the key specific
values r to

r := a+ r′ ,

u :=
c

z
u′ − ar′,

∀i ∈ [1, l] : ri :=


r′i , ρ(i) ∈ C∗

(Ai · ν)

(
a+

∑
j∈[1,t]

(
acbj

1
yj−ρ(i)

))
+ r′i , ρ(i) /∈ C∗

,

∀i ∈ [2,m] : vi := a2νi + v′i ,

and outputs g
k(α,r,h)
2 to algorithm A.

Guess.

6. Simulator B obtains A’s guess b′, sets ε′ := b′, and outputs ε′ to the chal-
lenger C.

Note that values that are highlighted or circled have no special impact on the
definition of the simulator. These values are marked, to identify them easier, when
we talk about them in the following part.

Efficient Computability

The simulator must compute g
c(β,s,h)
2 in step four and g

k(α,r,h)
2 in step five. Here,

we prove that simulator B is able to compute these values with its knowledge, and
still runs in polynomial-time. The problem in computing g

c(β,s,h)
2 and g

k(α,r,h)
2 is

that some values are implicitly set, and might be unknown to B. The following
lemma is used to simplify this proof.

Lemma 5.7 Let G be a cyclic group of prime order p, g be a generator of G,
Xt = (Xt1 , . . . , Xtn) be a vector of variables, and D be a n-tuple (gt1 , . . . , gtn),
where ti ∈ Zp. If q(Xt) is a polynomial in Zp[Xt] such that

q(Xt) = c0 +
n∑
i=1

ciXti with ci ∈ Zp,
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then gq(t1,...,tn) is efficiently computable by an algorithm, which only takes as input
p, G, g, q(Xt) and D.

The proof for this Lemma 5.7 is trivial, since gq(t1,...,tn) = gc0
∏n

i=1 (gti)
ci . We

like to stress that the exponents ti are unknown to the algorithm. When this
lemma is applied to B’s challenge D and Tε, then the set of all exponents ti is the
following:

MEDHE1 :=


a, c, a2c2, τε + a2z, c

z
, bj,

acbj, ac
1
bj
, ac

bj
bj′
, ac

bj
bj′

2 , a
1
bj

2 , a
bj
bj′

2 ,

a2 1
bj

2 , a2cbj, a
2c

bj
bj′

2 , a2c2 bj
bj′

∣∣∣∣∣∣∣∣ j, j
′ ∈ [1, t], j 6= j′

 .

Simulator B can efficiently compute g
q(·)
2 for every evaluation of q(·), where the

assignment of every variable is a value in MEDHE1. Therefore, we prove that all
terms ki(α, r,h) and cj(β, s,h) in k(α, r,h) and c(β, s,h) can be interpreted as
polynomials, where the assignment of every variable is a value in MEDHE1 such
that the terms are of the following kind:

c0 +
∑
i

citi, where ci ∈ Zp, ti ∈MEDHE1.

A term that can be interpreted as such an evaluation of a polynomial is called
efficiently computable with respect to MEDHE1. All assignments of variables with
values in MEDHE1 are highlighted red. Furthermore, we also highlight terms that
are already proven to be efficient computable with respect to MEDHE1.

Since h0 and h1 are exclusively used to hash values in the Boneh-Boyes-style,
these values only occur in the term h0 + h1y. Hence, this term is analyzed here:

h0 + h1y =
∑
j∈[1,t]

(ac
1

bj
− a 1

bj
2yj) + h′0 +

∑
j∈[1,t]

(a
1

bj
2 )y + h′1y

=
∑
j∈[1,t]

(
ac

1

bj
+ a

1

bj
2 (y − yj)

)
+ h′0 + h′1y.

The term h0 +h1y is efficiently computable with respect to MEDHE1, because this
term can be interpreted as a polynomial q(·) of the form described in Lemma 5.7,
thereby y, yj, h

′
0 and h′1 are the coefficients, since they are known to B. And the

red highlighted terms are the variables which are assigned to values in MEDHE1.
Hence, simulator B can efficiently compute gh0+h1y

2 . The values φ2, φ3, β, w, sj, r, ri
and u, where j ∈ [1, |C∗|] and i ∈ [1, l], which are implicitly set by B, are efficiently
computable with respect to MEDHE1. In the following, we will not point out the
coefficients and assignments of variables for each term, since they are easy to
identify. Now, we show that B can efficiently compute c(β, s,h) and k(α, r,h)
with respect to MEDHE1.
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Terms in c(β, s,h):

From the observation that β, w and all si are efficiently computable, it follows
that c1, c4 and c6,i, where i ∈ [1, |C∗|], are efficiently computable, since

c1 = β, c4 = w and c6,i = si.

If the terms c2, c3 and c5,i are rewritten, it follows that these terms are efficiently
computable with respect to MEDHE1 as well.

c2 = βη =
c

z
z

= c,

c3 = βφ1 + wφ2 =
c

z
(az + φ′1) + c(−a+ φ′2)

=
c

z
φ′1 + cφ′2

c5,i = wφ3 + si(h0 + h1yi)

= c(−a+ φ′3) + bi

∑
j∈[1,t]

(
ac

1

bj
+ a

1

bj
2 (yi − yj)

)
+ h′0 + h′1yi


= −ac+ cφ′3 + ac+

∑
j∈[1,t]\{i}

(
ac
bi
bj

+ a
bi

bj
2 (yi − yj)

)
+ bi(h

′
0 + h′1yi)

= cφ′3 +
∑

j∈[1,t]\{i}

(
ac
bi
bj

+ a
bi

bj
2 (yi − yj)

)
+ bi(h

′
0 + h′1yi).

Hence, all terms in c(β, s,h) are efficiently computable with respect to MEDHE1.

Terms in k(α, r,h):

For term k1 it follows:

k1 = α + rφ1 + uη

= τε + a2z + aφ′1 + r′az + r′φ′1 + cu′ − zar′

= (τε + a2z) + aφ′1 + cu′ + r′φ′1

Thus, k1 is efficiently computable with respect to MEDHE1. From the observation
that u, r and ri, where i ∈ [1, l], are efficiently computable, it follows that k2 , k3

and k5,i are efficiently computable with respect to MEDHE1 as well, because

k2 = u, k3 = r and k5,i = ri.
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Before we show that k4,i and k6,i are computable, the vector v is analyzed:

v =


rφ2

v2
...
vm

 =


(a+ r′)(−a+ φ′2)

a2ν2 + v′2
...

a2νm + v′m

 =


−a2 + aφ′2 − ar′ + r′φ′2

a2ν2 + v′2
...

a2νm + v′m



= a2


−1
ν2
...
νm

+


aφ′2 − ar′ + r′φ′2

0
...
0

+


0
v′2
...
v′m


= a2ν + (aφ′2 − ar′ + r′φ′2, 0, . . . , 0)> + v′.

For k4,i and k6,i two cases must be distinguished: ρ(i) ∈ C∗ and ρ(i) /∈ C∗.
Beginning with ρ(i) ∈ C∗, the terms k4,i and k6,i can be rewritten as follows:

k4,i = (Ai · v) + riφ3

= (Ai · v) + r′i(−a+ φ′3)

= a2(Ai · ν) + Ai,1(aφ′2 − ar′ + r′φ′2) + (Ai · v′)− ar′i + φ′3r
′
i

= aAi,1φ
′
2 − aAi,1r

′ + Ai,1r
′φ′2 + (Ai · v′)− ar′i + φ′3r

′
i

k6,i = ri(h0 + h1ρ(i))

= r′i(h0 + h1ρ(i)).

Hence, k4,i and k6,i are efficiently computable with respect to MEDHE1 in this
case.

For the second case ρ(i) /∈ C∗, it follows that:

k4,i = (Ai · v) + riφ3

= (Ai · v) + r′i(−a+ φ′3)

= a2(Ai · ν) + Ai,1(aφ′2 − ar′ + r′φ′2) + (Ai · v′)− ria+ riφ
′
3

= aAi,1φ
′
2 − aAi,1r

′ + Ai,1r
′φ′2 + (Ai · v′) + riφ

′
3︸ ︷︷ ︸

q′:=

+a2(Ai · ν)− ria

= q′ + a2(Ai · ν)−

(Ai · ν)

a+
∑
j∈[1,t]

(
acbj

1

yj − ρ(i)

)+ r′i

 a

= q′ − (Ai · ν)
∑
j∈[1,t]

(
a2cbj

1

yj − ρ(i)

)
− (Ai · ν)ar′i
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and

k6,i = ri(h0 + h1ρ(i))

=

(Ai · ν)

a+
∑
j∈[1,t]

(
acbj

1

yj − ρ(i)

)+ r′i

 (h0 + h1ρ(i))

= (Ai · ν)a(h0 + h1ρ(i)) + (Ai · ν)
∑
j∈[1,t]

(
acbj

1

yj − ρ(i)

)
(h0 + h1ρ(i))

+ r′i(h0 + h1ρ(i))︸ ︷︷ ︸
q′1:=

= q′1 + (Ai · ν)a

∑
j∈[1,t]

(
ac

1

bj
+ a

1

bj
2 (ρ(i)− yj)

)
+ h′0 + h′1ρ(i)


+ (Ai · ν)

∑
j∈[1,t]

(
acbj

1

yj − ρ(i)

)∑
j∈[1,t]

(
ac

1

bj
+ a

1

bj
2 (ρ(i)− yj)

)
+ (Ai · ν)

∑
j∈[1,t]

(
acbj

1

yj − ρ(i)

)
(h′0 + h′1ρ(i))

= q′1 + (Ai · ν)

∑
j∈[1,t]

(
a2c

1

bj
+ a2 1

bj
2 (ρ(i)− yj)

)
+ h′0 + h′1ρ(i)


︸ ︷︷ ︸

q′2:=

+ (Ai · ν)
∑
j∈[1,t]

(
acbj

1

yj − ρ(i)

) ∑
j∈[1,t]

(
ac

1

bj
+ a

1

bj
2 (ρ(i)− yj)

)

+ (Ai · ν)
∑
j∈[1,t]

(
acbj

1

yj − ρ(i)

)
(h′0 + h′1ρ(i))

︸ ︷︷ ︸
q′3:=

= q′1 + q′2 + q′3 + (Ai · ν)
∑
j∈[1,t]

(
a2c2 1

yj − ρ(i)
− a2c

1

bj

)

+ (Ai · ν)

 ∑
j,j′∈[1,t]
j 6=j′

(
a2c2 bj

′

bj

1

(yj′ − ρ(i))
+ a2c

bj
′

bj
2

(ρ(i)− yj)
(yj′ − ρ(i))

) .

In both cases k4,i and k6,i are efficiently computable with respect to MEDHE1.

Until now, we have only proven that B is able to efficiently compute g
c(β,s,h)
2 and

g
k(α,r,h)
2 under the assumption that the vector ν is already computed and the val-
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ues h′0, h
′
1, φ
′
1, φ
′
2, φ
′
3, w

′, r′, u′, r′1, . . . , r
′
l, v

′
2, . . . , v

′
m are already chosen. Efficiently

means in this context, that B runs in polynomial-time in λ. Choosing a value
uniformly at random from Zp2 is obviously possible in polynomial-time in λ, as
well as computing the vector ν is, which is explained in section 2.2. We conclude
that the simulator B runs in polynomial-time in λ and B is able to compute all
outputs.

Indistinguishability

Now, we prove that B’s outputs during step four and five are indistinguishable
from the outputs of the oracles O1,SMH

b,α,h,χ,p2
(·) and O2,SMH

b,α,h,χ,p2
(·) in the selective secure

master-key hiding experiment ExpSMH
G,E(RKP ),A(·). Instead of directly comparing the

outputs, the distributions of all values that are randomly chosen by B are com-
pared with those in ExpSMH

G,E(RKP ),A(·). Note that these values are technically prob-
abilistic variables, but we call them values, to be consistent with our notation.
The compared values are

• the uniform random bit b,

• the key secret value α,

• the common values h,

• the ciphertext secret value β,

• the ciphertext specific values s and

• the key specific values r.

In experiment ExpSMH
G,E(RKP ),A(·) all these values are chosen uniformly at random

in Zp2 , so B should choose those values under the same distribution or at least
indistinguishably from the original distribution. Additionally, we show that the
simulator B performs the same computations which are performed by the oracles
O1,SMH
b,α,h,χ,p2

(·) and O2,SMH
b,α,h,χ,p2

(·), to determine the outputs.
First, we analyze the steps one, two, four and five of the simulator, because all

values are chosen and set in these steps. Here, the circled values are used to argue
that the distribution of the corresponding values in the simulated experiment are
indistinguishable or identical to those in the original experiment.

Step 1:

The simulator sets the uniform bit b and the key secret value α.

b = ε , α = τε .

Since ε is chosen uniformly at random in ExpEDHE1
G,B (·), bit b is also uniformly

distributed, which is identical to the distribution of b in ExpSMH
G,E(RKP ),A(·). If ε = 1,
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the key secret value α is identically chosen, because τ1 ← Zp2 is chosen uniformly
at random in ExpEDHE1

G,B (·). In case ε = 0, it follows b = 0 and α = 0, since τ0 = 0.

Therefore, α is not distributed uniformly at random as in ExpSMH
G,E(RKP ),A(·). But

for b = 0 the outputs in ExpSMH
G,E(RKP ),A(·) (especially the output of O2,SMH

b,α,h,χ,p2
(·))

are independent of the value α. Hence, we can ignore this case.

Step 2:

Simulator B chooses h′0, h
′
1, φ
′
1, φ
′
2, φ
′
3 ← Zp2 uniformly at random, and sets the

common values h.

φ1 = . . .+ φ′1 , φ3 = . . .+ φ′3 , h0 = . . .+ h′0 ,

φ2 = . . .+ φ′2 , η = z , h1 = . . .+ h′1 .

It follows that φ1, φ2, φ3, h0 and h1 are chosen uniformly at random due to the
values chosen by B. The value η is distributed uniformly at random in Z∗p2 , because

z ← Zp2 is chosen uniformly at random in ExpEDHE1
G,B (·), and z 6= 0. The value z

must be unequal to 0, since g
c/z
2 is part of D, but no probabilistic polynomial-time

(in λ) algorithm can distinguish whether a value is randomly picked out of Z∗p2 or
Zp2 , where p2 > 2λ (due to the bilinear group generator). Hence, the distribution
of the common values is indistinguishable from the distribution of these values in
ExpSMH

G,E(RKP ),A(·).

Step 4:

In step four, the ciphertext specific values s and the ciphertext secret value β are
set.

β =
c

z
, w = . . .+ w′ , si = bi ,

where w′ ← Zp2 is chosen uniformly at random by B, and c ← Zp2 is chosen
uniformly at random in ExpEDHE1

G,B (·). Since z 6= 0, it follows that β and w are

identically distributed to those in ExpSMH
G,E(RKP ),A(·). For bi it holds that bi ← Zp2

is chosen uniformly at random in ExpEDHE1
G,B (·), and bi is unequal to 0, because

g
(ac)/bi
2 is contained in D. As before, we conclude that the distribution of si ← Z∗p2

is indistinguishable from the distribution of that value in ExpSMH
G,E(RKP ),A(·). Hence,

the distributions of B’s ciphertext secret value and ciphertext specific values are
indistinguishable from the distribution in the original experiment.

Step 5:

The simulator chooses r′, u′, r′1, . . . , r
′
l, v
′
2, . . . , v

′
m ← Zp2 uniformly at random, and
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sets the key specific values.

r = . . .+ r′ , ri = r′i or ri = . . .+ r′i

u =
c

z
u′ − . . . , vi := . . .+ v′i .

From B’s choices, it follows that all key specific values are distributed uniformly.
Note that r′, u′, r′1, . . . , r

′
l, v
′
2, . . . , v

′
m are freshly chosen for every new request from

A. Therefore, the key specific values are distributed identically to the one in
ExpSMH

G,E(RKP ),A(·).

Additionally to the indistinguishability of the distributions of all values, we
must show that the outputs of B are computed identically to those of O1,SMH

b,α,h,χ,p2
(·)

and O2,SMH
b,α,h,χ,p2

(·). This is trivial to show for the first oracle O1,SMH
b,α,h,χ,p2

(·), since both

compute g
c(β,s,h)
2 . Oracle O2,SMH

b,α,h,χ,p2
(·) distinguishes between b equal 0 and 1, and

computes then g
k(0,r,h)
2 and g

k(α,r,h)
2 , respectively, whereas the simulator always

computes g
k(α,r,h)
2 . In case b = 1, simulator B obviously computes the correct

outputs. In case b = 0, its outputs are also correct, because the value of α is
not set randomly as mentioned before. From b = 0, it follows that ε must be 0.
Therefore, α is equal to 0, since τ0 = 0. Hence, the outputs of B and the oracles
are identically computed.

Summing up the previous results, simulator B computes the outputs identically
compared to the original experiment, and the distributions of all values set by
B are indistinguishable from the distributions in ExpSMH

G,E(RKP ),A(·). Therefore, the
simulated experiment is indistinguishable for every polynomial-time algorithm. In
other words, no efficient algorithm can distinguish the simulated experiment from
the original one by their outputs with more than a negligible probability.

Conclusion

From the previous proofs, it follows that the advantage AdvsimA (λ) of an probabilis-
tic polynomial-time (in λ) algorithm in the simulated experiment ExpSMH

G,E(RKP ),A(·)
is

AdvsimA (λ) ≥ AdvSMH
G,E(RKP ),A(λ, χ)− negl1(λ),

where negl1(λ) is an upper bound for the probability that A notices a difference
between the simulated outputs and the original ones.

Furthermore, we know that B participates in the experiment ExpEDHE1
G,B (·), and

uses its own challenge to simulate the other experiment. Since simulator B sets
b implicitly to ε, its guess for ε is correct if A guesses b correctly. Hence, the
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advantage of B is

AdvEDHE1
G,B (λ) ≥ AdvsimA (λ)

≥ AdvSMH
G,E(RKP ),A(λ, χ)− negl1(λ).

Finally, we prove Theorem 5.5. We assume that there exists a probabilistic
polynomial-time (in λ) algorithm A with a non-negligible advantage in
ExpSMH

G,E(RKP ),A(·). Then, simulator B uses A as a subroutine, which participates in
the simulated experiment. Since B and A are both polynomial-time algorithms,
the combination still runs in polynomial-time. From the security assumption in
Theorem 5.5, that every polynomial-time algorithm has a negligible advantage
in ExpEDHE1

G,B (·), it follows that the advantage of this combined algorithm BA in

experiment ExpEDHE1
G,BA (·) is

negl2(λ) ≥ AdvEDHE1
G,BA (λ)

≥ AdvSMH
G,E(RKP ),A(λ, χ)− negl1(λ)

negl2(λ) + negl1(λ) ≥ AdvSMH
G,E(RKP ),A(λ, χ).

This contradicts our initial assumption, that A has a non-negligible advantage in
ExpSMH

G,E(RKP ),A(·). We conclude that this assumption must be wrong, so that the

pair encoding scheme E(RKP ) is selectively secure master-key hiding.

5.2.2 Co-Selective Secure Master-Key Hiding

In this section, Theorem 5.6 is proven similar to the proof of Theorem 5.5. First,
we define the simulator, which reduces the problem of determining the bit ε in
experiment ExpEDHE2

G,B (·) to the problem of determining the bit b in experiment

ExpCMH
G,E(RKP ),A(·).

Definition of Simulator B

Let λ ∈ N be a security parameter, χ ∈ Ω be a description parameter, where
χ = (lmax, smax)), and G(·) be a bilinear group generator. Furthermore, C is a
challenger, which runs the (t, k)-Expanded Diffie-Hellman Exponent-2 experiment
ExpEDHE2

G,B (λ) (with t ≥ lmax and k ≥ lmax), and A is a polynomial-time (in λ)
algorithm. We consider the following simulator.

The simulator B:

0. Simulator B takes its challenge (G,GT , e, N, p1, p2, p3, g1, g2, g3), D and Tε
from the challenger C. Then, B simulates the experiment ExpCMH

G,E(RKP ),A(λ, χ).
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Setup.

1. Bit b and the key secret α are implicitly set to

b := ε and α := τε ,

and the domain parameter is set to p2.

Challenge.

2. Algorithm A is given (χ, p2,G,GT , e, N, g1, g2, g3).

3. When A requests oracle O1,CMH
b,α,h,χ,p2

(·) with a key index K∗ ∈ Xχ,p2 , where the
MSP K∗ is denoted by (A, ρ), values h′0, h

′
1, φ
′
1, φ
′
2, φ
′
3, η
′ ← Zp2 are chosen

uniformly at random. (Without limitation of generality, we assume that A
has k many columns, because simulator B could add column vectors 0 until
A has k many columns.) Simulator B implicitly sets vectors x and x to

x := (x, . . . , xk)> and x := (xk, . . . , x)>.

Further, the common values h are implicitly set to

φ1 := zx+ φ′1 , φ3 := −
∑
j∈[1,l]

(
(Aj · x)a2 1

bj

)
+ φ′3 ,

φ2 := a2x+ φ′2 , η := η′ ,

h0 := −
∑
j∈[1,l]

(
(Aj · x)a

1

b2
j

ρ(j)

)
+ h′0 , h1 :=

∑
j∈[1,l]

(
(Aj · x)a

1

b2
j

)
+ h′1 .

4. Simulator B chooses values u′, v′2, . . . , v
′
m ← Zp2 uniformly at random, and

implicitly sets the key specific values r to

r := c , ∀i ∈ [1, k] : ri := c bi ,

u := u′ , ∀i ∈ [2,m] : vi := a2cxi + v′i .

Then, B outputs g
k(α,r,h)
2 as a reply to A’s request in step three. All further

requests to oracle O1,CMH
b,α,h,χ,p2

(·) are ignored by the simulator.

5. When A requests the oracle O2,CMH
b,α,h,χ,p2

(·) with a ciphertext index C ∈ Yχ,p2 ,
simulator B’s response depends on Rχ,p2(K

∗, C). If Rχ,p2(K
∗, C) = 1, then

the simulator outputs a failure symbol ⊥. Otherwise, a value w′ is chosen
uniformly at random, and a set S is defined as

S := {i | i ∈ [1, l], ρ(i) ∈ C} ,
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where l is the size of the MSP (A, ρ) in step three. Furthermore, the simu-
lator computes the vector ν such that

AC · ν = 0 and (1, 0, . . . , 0) · ν 6= 0.

Due to Lemma 2.8 such a vector must exist. Again, we assume that ν1 = 1.
Then, simulator B implicitly sets the key specific values r to

β := a2xk
1

z
,

w := (ν> · x) + w′ ,

∀i ∈ [1, |C|] : si :=
∑
j∈[1,l]
j /∈S

(
(ν> · x)abj

1

yi − ρ(j)

)
+ s′i ,

and outputs g
c(β,s,h)
2 to A. Simulator B responds to the first request, and

ignores all further.

Guess.

6. Simulator B obtains A’s guess b′, sets ε′ := b′, and outputs ε′ to the chal-
lenger C.

Again, the values circled or highlighted have no special meaning in the definition
of the simulator. They are marked, since they take a special role in the following.

Note that compared to the selective secure master-key hiding proof and the
definition of experiment ExpCMH

G,E(RKP ),A(λ, χ) step two and three are swapped here.
This is possible due to the fact that the common values are not given to A and
only used to compute the outputs of step four and five.

Efficient Computability

The simulator must compute g
k(α,r,h)
2 in step four and g

c(β,s,h)
2 in step five. Here,

we prove that simulator B is able to compute these values with its knowledge, and
still runs in polynomial-time. Again, Lemma 5.7 is used to simplify this proof. The
explanation how this lemma is applied can be found in Subsection 5.2.1. The set
of all exponents ti for the (t, k)-Expanded Diffie-Hellman Exponent-2 experiment
is

MEDHE2 :=



c, a2xk 1
z
, τµ + xcz, cbl, x

j,

axjbl, ax
j 1
bl

2 , axjc
bl′
bl

2 , axi
1
bl
, axi

b′l
bl

2 ,

a2xj, a2xjc
bl′
bl
, a2xi 1

bl
, a2xi

b′l
bl

2 ,

axk+1 1
bl
, axk+1 bl′

bl
2 , a2xk+1 bl′

bl
2

∣∣∣∣∣∣∣∣∣∣∣
i ∈ [1, 2k]\{k + 1},

j ∈ [1, k],

l, l′ ∈ [1, t], l 6= l′


.
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Before we show B’s ability to efficiently compute all terms ki and cj in k(α, r,h)
and c(β, s,h) with respect to MEDHE2, we analyze a few terms that occur in some
other terms. We begin by analyzing the terms Ai · x and ν> · x:

Ai · x =
k∑
j=1

(
Ai,jx

j
)

and ν> · x =
k∑
j=1

(
νjx

k+1−j) .
Since B knows ν and the MSP (A, ρ), the terms Ai · x and ν> · x are efficiently
computable with respect to MEDHE2. It directly follows that:

(Ai · x)a
1

bj
, (Ai · x)ac

bj′

bj
2 , (Ai · x)a2 1

bj
, (Ai · x)a2c

bj′

bj
and (ν> · x)abj,

where j, j′ ∈ [1, t], are efficiently computable as well. The multiplication of (ν> ·x)
and (Ai · x) also occurs in some terms.

(ν> · x)(Ai · x) =
k∑
j=1

(
Ai,jx

j
) k∑
j=1

(
νjx

k+1−j)
=

2k∑
j=2

cjx
j,

where the coefficients cj are defined as follows:

cj =

min k,o−1∑
o=max(1,j−k)

(
Ai,oνk+1−(j−o)

)
.

Since a2xl
bj′

bj
2 ∈ MEDHE2, where l ∈ [1, 2k], j, j′ ∈ [1, t] and j 6= j′, and simulator

B knows A and ν, it follows that the terms

(ν · x)(Ai · x)a2 bj′

bj
2 ,

where j, j′ ∈ [1, t] and j 6= j′, are efficiently computable by B with respect to
MEDHE2. In case Ai · ν = 0, the coefficient ck+1 = 0, because

ck+1 =
k∑
o=1

(
Ai,oν(k+1)−(k+1−o)

)
=

k∑
o=1

(Ai,oνi)

= Aj · ν = 0.
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Hence, the following terms

(ν · x)(Ai · x)a2 1

bj
,

where j ∈ [1, t], are efficiently computable by B as well.

Since h0 and h1 are exclusively used to hash values in the Boneh-Boyes-style,
these values only occur in the term h0 + h1y. Hence, this term is also analyzed
here.

h0 + h1y = −
∑
j∈[1,l]

(
(Aj · x)a

1

bj
2ρ(j)

)
+ h′0 +

∑
j∈[1,l]

(
(Aj · x)a

1

bj
2

)
+ h′1y

=
∑
j∈[1,l]

(
(Ai · x)a

1

b2
j

(y − ρ(j))

)
+ h′0 + h′1y.

From the terms analyzed before, we conclude that simulator B can efficiently
compute h0 + h1y and the values φ2, φ3, η, r, ri, u, β, w, sj, where j ∈ [1, |C∗|] and
i ∈ [1, l], which are implicitly set.

Finally, we show that B can efficiently compute k(α, r,h) and c(β, s,h) with
respect to MEDHE2.

Terms in k(α, r,h):

For the term k1 it follows:

k1(α, r,h) = α + rφ1 + uη

= (τµ + czx) + cφ′1 + u′η′.

Hence, k1 is efficiently computable with respet to MEDHE2. From the observation
that u, r and ri are efficiently computable, where i ∈ [1, l], it follows that k2 , k3

and k5,i are efficiently computable with respect to MEDHE2 as well, since

k2 = u, k3 = r and k5,i = ri.

Before we show that k4,i and k6,i are computable, the vector v is analyzed:

v =


rφ2

v2
...
vk

 =


c(a2x+ φ′2)
a2cx2 + v′2

...
a2cxk + v′k

 =


a2cx+ cφ′2)
a2cx2 + v′2

...
a2cxk + v′k

 = a2c


x
x2

...
xk

+


cφ′2
0
...
0

+


0
v′2
...
v′m


= a2cx + (cφ′2, 0, . . . , 0)> + v′.
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Then, the terms k4,i and k6,i can be rewritten as follows:

k4,i = Ai · v + riφ3

= Ai · v + cbi

−∑
j∈[1,l]

(
(Aj · x)a2 1

bj

)
+ φ′3


= a2c(Ai · x) + Ai,1cφ

′
2 + Ai · v′ −

∑
j∈[1,l]

(
(Aj · x)a2c

bi
bj

)
+ cbiφ

′
3

= cAi,1φ
′
2 + Ai · v′ −

∑
j∈[1,l]\{i}

(
(Aj · x)a2c

bi
bj

)
+ cbiφ

′
3

k6,i = ri(h0 + h1ρ(i))

= cbi

∑
j∈[1,l]

(
(Ai · x)a

1

bj
2 (yi − ρ(j))

)
+ h′0 + h′1yi


=

∑
j∈[1,l]\{i}

(
(Aj · x)ac

bi

bj
2 (yi − ρ(j))

)
+ cbj(h

′
0 + h′1yi).

Hence, k4,i and k6,i are also efficiently computable with respect to MEDHE2, and
therefore all terms in k(α, r,h) are efficiently computable with respect to MEDHE2.

Terms in c(β, s,h) :

From the observation that β, w and all si are efficiently computable with respect
to MEDHE2, it follows that c1, c2, c4 and c6,i, where i ∈ [1, |C|], are efficiently
computable, because

c1 = β, c2 = βη = βη′, c4 = w and c6,i = si.

If term c3 is rewritten as follows:

c3 = βφ1 + wφ2

= xka2 1

z
(zx+ φ′1) +

(
ν> · x + w′

) (
a2x+ φ′2

)
= a2xk+1 + a2xν> · x + xka2 1

z
φ′1 + (ν> · x)φ′2 + w′

(
a2x+ φ′2

)
︸ ︷︷ ︸

q′:=

= q′ + a2xk+1 + a2x

k∑
i=1

νix
k−i

= q′ + a2xk+1 − a2xk+1 +
k∑
i=2

νia
2xk+1−i

= q′ +
k∑
i=2

νia
2xk+1−i,
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it follows that this term is efficiently computable with respect to MEDHE2, too.
Term c5,i can be computed efficiently with respect to MEDHE2, since c5,i can be
rewritten as follows:

c5,i = wφ3 + si(h0 + h1yi)

=
(
ν> · x + w′

)−∑
j∈[1,l]

(
(Aj · x)a2 1

bj

)
+ φ′3



+

∑
j∈[1,l]
j /∈S

(
(ν> · x)bja

1

yi − ρ(j)

)
+ s′i

 (h0 + h1yi)

= −
∑
j∈[1,l]

(
(ν> · x)(Aj · x)a2 1

bj

)
−w′

∑
j∈[1,l]

(
(Aj · x)a2 1

bj

)
+
(
ν> · x + w′

)
φ′3︸ ︷︷ ︸

q′1:=

+
∑
j∈[1,l]
j /∈S

(
(ν> · x)bja

1

yi − ρ(j)

)
(h0 + h1yi) + s′i(h0 + h1yi)︸ ︷︷ ︸

q′2:=

= q′1 + q′2 −
∑
j∈[1,l]

(
(ν> · x)(Aj · x)a2 1

bj

)

+
∑
j∈[1,l]
j /∈S

(
(ν> · x)bja

1

yi − ρ(j)

)∑
j∈[1,l]

(
(Ai · x)a

1

bj
2 (yi − ρ(j))

)
+ h′0 + h′1yi


= q′1 + q′2 −

∑
j∈[1,l]

(
(ν> · x)(Aj · x)a2 1

bj

)
+
∑

j∈[1,l]\S
o∈[1,l]\{j}

(
(ν> · x)(Ai · x)a2 bj

bo
2

yi − ρ(o)

yi − ρ(j)

)
︸ ︷︷ ︸

q′3:=

+
∑

j∈[1,l]\S

(
(ν> · x)(Ai · x)a2 1

bj

)
+
∑
j∈[1,l]
j /∈S

(
(ν> · x)abj

1

yi − ρ(j)

)
(h′0 + h′1y)

︸ ︷︷ ︸
q′4:=

= q′1 + q′2 + q′3 + q′4 −
∑
j∈S

(
(ν> · x)(Ai · x)a2 1

bj

)
.

We conclude from our previous analysis of (ν> · x)(Ai · x)a2 1
bj

that c5,i is efficiently

computable by B with respect to MEDHE2, because for every i ∈ S it holds that
Ai · ν = 0.

Similar to the selective secure master-key hiding proof, we must also show that
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simulator B can compute the vector ν, and choose the values h′0, h
′
1, φ
′
1, φ
′
2, φ
′
3, w

′, r′,
u′, r′1, . . . , r

′
l, v
′
2, . . . , v

′
m in polynomial-time. Obviously, B is able to choose values

in Zp2 uniformly at random in polynomial-time. As shown in Section 2.2, com-
puting ν in polynomial-time is possible as well. We conclude that the simulator
B runs in polynomial-time and B is able to compute all outputs.

Indistinguishability

Now, we prove that B’s outputs during step four and five are indistinguishable
from the outputs of oracles O1,CMH

b,α,h,χ,p2
(·) and O2,CMH

b,α,h,χ,p2
(·) in the co-selective secure

master-key hiding experiment ExpCMH
G,E(RKP ),A(·). As before in the selective secure

master-key hiding proof, the outputs are not directly compared, but instead the
distributions of all values that are randomly chosen by B are compared with those
in ExpCMH

G,E(RKP ),A(·). Note that these values are technically probabilistic variables,
but we call them values, to be consistent with our notation. These values, that
are compared, are

• the uniform random bit b,

• the key secret value α,

• the common values h,

• the ciphertext secret value β,

• the ciphertext specific values s and

• the key specific values r.

In experiment ExpCMH
G,E(RKP ),A(·) all these values are chosen uniformly at random

in Zp2 , so B should choose those values under the same distribution or at least
indistinguishable from the original distribution. Additionally, we show that the
simulator B performs the same computations performed by oracle O1,CMH

b,α,h,χ,p2
(·) and

oracle O2,CMH
b,α,h,χ,p2

(·), to determine those outputs.
First, we analyze the steps one, three, four and five of the simulator, because all

values are chosen and set in these steps. Here, the circled values are used to argue
that the distribution of the corresponding values in the simulated experiment are
indistinguishable or identical to the one in the original experiment.

Step 1:

The simulator sets the uniform bit b and the key secret value α:

b = ε , α = τε .

Since ε is chosen uniformly at random in ExpEDHE2
G,B (·), bit b is also uniformly

distributed, which is identical to the distribution of b in ExpCMH
G,E(RKP ),A(·). If ε = 1,
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then the key secret value α is identically chosen, because τ1 ← Zp2 is chosen uni-
formly at random in ExpEDHE2

G,B (·). In case ε = 0, it follows b = 0 and α = 0, since

τ0 = 0. Therefore, α is not distributed uniformly at random as in ExpCMH
G,E(RKP ),A(·),

but for b = 0 the outputs in ExpCMH
G,E(RKP ),A(·) (especially the output of O1,CMH

b,α,h,χ,p2
(·))

are independent of the value α. Hence, we can ignore this case.

Step 3:

Simulator B chooses h′0, h
′
1, φ
′
1, φ
′
2, φ
′
3, η
′ ← Zp2 uniformly at random, and sets the

common values h:

φ1 = . . .+ φ′1 , φ3 = . . .+ φ′3 , h0 = . . .+ h′0 ,

φ2 = . . .+ φ′2 , η = . . .+ η′ , h1 = . . .+ h′1 .

It follows that φ1, φ2, φ3, η, h0 and h1 are chosen uniformly at random due to the
values chosen by B.

Step 4:

The simulator chooses u′, v′2, . . . , v
′
m ← Zp2 uniformly at random, and sets the key

specific values:

r = c , ri = c bi ,

u = u′ , vi := . . .+ v′i .

From B’s choices, it follows that the values u and vi with i ∈ [2,m] are dis-
tributed uniformly. The value r is also distributed uniformly at random, because
c ← Zp2 is chosen uniformly at random in ExpEDHE2

G,B (·). Therefore, these values

are identically distributed as those in ExpCMH
G,E(RKP ),A(·). For the values bi it holds

that all bi ← Zp2 are distributed uniformly at random in ExpEDHE2
G,B (·), and bi 6= 0,

since g
a2xi(1/bl)
2 is part of the challenge. Therefore, the distribution of all bi ob-

tained from the challenge is uniformly at random over Z∗p2 . Furthermore, we must
consider the case c = 0, because the distribution of all values ri is not uniformly.
The probability that this case occurs is negligible due to the fact that p2 > 2λ.
Hence, the distribution of bi is indistinguishable from a uniform distribution over
Z∗p2 , and therefore also indistinguishable from a uniform distribution over Zp2 ,
since the uniform distributions over Zp2 and Z∗p2 are indistinguishable.

Step 5:

Simulator B sets the ciphertext specific values s and the ciphertext secret value
β:

β = a2xk
1

z
, w = . . .+ w′ , si = . . .+ s′i ,
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where w′, s′i ← Zp2 with i ∈ [1, |C|] are chosen uniformly at random by B.
Hence, the distributions of the values w and si are identical to those distribu-
tions in ExpCMH

G,E(RKP ),A(·). The value z ← Zp2 is chosen uniformly at random in

ExpEDHE2
G,B (·), but z is unequal to 0, since, for example, ga

2xk(1/z) is part of D. It
follows that z is distributed uniformly in Z∗p2 , and therefore β is at least distributed

indistinguishable compared to the distribution in ExpCMH
G,E(RKP ),A(·). We conclude

that all the distributions of B’s ciphertext specific values and ciphertext secret
value are indistinguishable from the distribution in the original experiment.

Additionally to the indistinguishability of the distributions of all values, we
must show that the outputs of B are computed identically to those of O1,CMH

b,α,h,χ,p2
(·)

and O2,CMH
b,α,h,χ,p2

(·). This is trivial to show for the second oracle O2,CMH
b,α,h,χ,p2

(·), since

both compute g
c(β,s,h)
2 . Oracle O1,CMH

b,α,h,χ,p2
(·) distinguishes between b equal 0 and

1, and computes then g
k(0,r,h)
2 and g

k(α,r,h)
2 , respectively, whereas the simulator

always computes g
k(α,r,h)
2 . In case b = 1, simulator B obviously computes the

correct outputs. In case b = 0, its outputs are also correct, because the value of
α is not set randomly. From b = 0, it follows that ε must be 0, and therefore α
is equal to 0, since τ0 = 0. Hence, the outputs of B are identically computed to
those in the original experiment.

Summing up the previous results, simulator B computes the outputs identically,
compared to the original experiment, and the distributions of all values set by B
are indistinguishable from the distributions in ExpCMH

G,E(RKP ),A(·). Therefore, the
simulated experiment is indistinguishable for every polynomial-time algorithm.
In other words, no efficient algorithm can distinguish the simulated experiment
from the original one by their outputs with more than a negligible probability.

Conclusion

It follows from the previous proofs that the advantage AdvsimA (λ) of an probabilistic
polynomial-time (in λ) algorithm in the simulated experiment ExpCMH

G,E(RKP ),A(·) is

AdvsimA (λ) ≥ AdvCMH
G,E(RKP ),A(λ, χ)− negl1(λ),

where negl1(λ) is an upper bound for the probability that A notices a difference
between the simulated outputs and the original ones.

Furthermore, we know that B participates in the experiment ExpEDHE2
G,B (·), and

uses its own challenge to simulate the other experiment. Since simulator B sets
b implicitly to ε, its guess for ε is correct if A guesses b correctly. Hence, the
advantage of B is

AdvEDHE2
G,B (λ) ≥ AdvsimA (λ)

≥ AdvCMH
G,E(RKP ),A(λ, χ)− negl1(λ).
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Finally, we prove Theorem 5.6. We assume that there exists a probabilistic
polynomial-time (in λ) algorithm A with a non-negligible advantage in
ExpCMH

G,E(RKP ),A(·). Then, simulator B uses A as a subroutine, which participates in
the simulated experiment. Since B and A are both polynomial-time algorithms,
the combination still runs in polynomial-time. From the security assumption in
Theorem 5.6, that every polynomial-time algorithm has a negligible advantage
in ExpEDHE2

G,B (·), it follows that the advantage of this combined algorithm BA in

experiment ExpEDHE2
G,BA (·) is

negl2(λ) ≥ AdvEDHE2
G,BA (λ)

≥ AdvCMH
G,E(RKP ),A(λ, χ)− negl1(λ)

negl2(λ) + negl1(λ) ≥ AdvCMH
G,E(RKP ),A(λ, χ).

But this contradicts to our initial assumption, that A has a non-negligible advan-
tage in ExpCMH

G,E(RKP ),A(·). We conclude that this assumption must be wrong. Hence,

the pair encoding scheme E(RKP ) is co-selectively secure master-key hiding.
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