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Abstract. We present group signature schemes that distribute group management
using threshold encryption. To our best knowledge, we are the first to construct and
analyze such schemes in detail. The threshold encryption schemes we employ to dis-
tribute group management are based on Shamir secret sharing and monotone span
programs. We analyze our schemes not only in a static scenario, but also under group
dynamics.
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Chapter 1

Introduction

“Many applications require messages to be exchanged.” — This simple statement comes with a
vast problem: how can any receiver of a message be sure an interaction with the creator of the
message is legitimate? A standard answer to this issue is message authentication.

An example application is inter-car communication: cars may inform other cars about emer-
gency brakes and obstacles. By sending messages indicating obstacles in front of every car in some
proximity, congestions may be caused. Malicious entities may abuse inter-car communication to
cause accidents.

These examples illustrate a need for message authentication and sender identification. But
the example also shows limitations of message authentication. The total number of cars rules
out message authentication codes to achieve authentication: as message authentication codes
are private key schemes, each car had to store the keys to communicate with any other car.
Besides, the use of message authentication codes also requires cars to know which cars are in
communication range.

Signature schemes can be considered the public key counterpart of message authentication
codes. Using certificates, cars would only need to store root certificates containing public keys of
certification authorities, thus reducing the number of keys each car needed to store. Signatures
and certificates also provide means of sender identification. The problem with certificates is that
they publicly establish a connection between a public key and an identifier, for example a serial
number. This gives rise to privacy concerns.

Group signature schemes allow a group of users to share a common public key. They provide
means to circumvent the public connection between keys and identifiers. Nevertheless, a connec-
tion between a group member and the signatures she created is established, though it requires a
special key, called open key, to extract the member’s identity from a signature.

The open key is given to a special entity — the group manager. Due to the ability to
extract user identities from signatures, group managers are a valuable target for attacks. The
group manager’s key can be distributed among several servers, such that multiple servers need
to cooperate to achieve user identification. Thus, distributing the group manager’s key increases
the number of parties an attacker has to corrupt in order to be able to extract user identities
from signatures.

A possible ingredient to achieve distributed group management is threshold encryption: a
signature must contain a cipher. Through threshold encryption, the cipher can be decrypted
and used to identify the signer. Of course, this requires the cipher to contain information that
can be used for singer identification.

1.1 Our Contribution

In this thesis, we develop group signature schemes that distribute the group manager’s task of
identifying signers. Three objectives are achieved:
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10 CHAPTER 1. INTRODUCTION

1. Only those authorized to identify signers can be capable of identifying signers (anonymity).

2. For every signature a signer can be identified by those authorized to identify signers (trace-
ability).

3. No signer can be framed with having produced a signature that he actually did not produce
(strong exculpability/non-frameability).

While it may not be surprising that group signature schemes with distributed group management
exist, to our best knowledge, we are first to actually construct and analyze such schemes in detail.

The first group signature scheme with distributed group management that we present is
DMGS. This scheme uses Shamir secret sharing as a key ingredient. It allows any combination and
number of management servers, beyond a reasonable threshold, to perform the group manager’s
task. We analyze the scheme in-depth.

Shamir secret sharing has its limits when it comes to giving more power to certain manage-
ment servers in certain combinations of management servers. Therefore, we present MAGS, a
generalization to DMGS. MAGS replaces Shamir secret sharing with monotone span programs.

Finally, we analyze our group signature schemes under group dynamics, i. e. how adding new
members to the group over time influences security. As our schemes make use of zero-knowledge
proofs, we must pay particular attention to the concurrent execution of such protocols which is,
in general, not zero-knowledge. Additionally, we illustrate means to achieve publicly verifiable
signer identification with our schemes, as required by the notion of group signature schemes
under group dynamics.

In the next section we provide a brief overview on related work. Chapter 2 provides formal
definitions of notions, models and basic cryptographic schemes. In Chapter 3 we transform a
simple group signature scheme (without distributed group management) from Section 2.3 to
provide distributed group management. Section 3.1 presents DMGS and its foundations, while
DMGS’s security is proven in Section 3.2. In Section 3.3, we introduce monotone span programs
and present the MAGS extension of DMGS. Section 3.4 focuses on group dynamics.

1.2 Related Work

While threshold cryptography is widely used in the field of signature schemes, only few group
signature schemes employ secret sharing to distribute the group manager’s task of revoking signer
anonymity. Secret sharing is preferred to be used in threshold (or group oriented) signature
schemes [13]. These schemes require several group members to sign a message on behalf of the
group. So, secret sharing is applied on the singers’ side instead of the group manager’s. There
are threshold variants of popular signature schemes like RSA [17], [1], [16] and DSS [12], but also
schemes based on Gap Diffie-Hellman groups [6].

Chen and Pedersen [10] have presented a general method to identify signers called double
signing. The group has two public keys and for one of those keys the corresponding private
keys are known to the group manager. A full signature then consists of two signatures with
respect to the two public keys. Using his knowledge of private keys, the group manager can
determine which key was used to create a signature. It is argued that for group signature
schemes employing double signing, secret sharing can be used to distribute the group manager’s
task among the group members.

Camenish [9] has presented a family of signature schemes that combine group signatures and
threshold signatures. The signatures are based on ElGamal encryption. Group membership is
proven by proving knowledge of an element xi such that gxi (for some group generator g) is
contained in the public key. Therefore, the public key must contain an ElGamal public key for
every group member. It is mentioned that the length of the public key can be reduced at the
cost of a trusted third party; furthermore, the extension allows a reasonably large coalition of
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group members to compute private keys of all group members. In addition, distributing the
group managers task is abstractly described, though some conditions must be met.
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Chapter 2

Foundations

This chapter features abstract definitions of cryptographic schemes and security notions used
throughout the thesis. Also, basic methodology, complexity assumptions and concrete crypto-
graphic schemes are described.

Please note, that we use the symbol “←−” to denote variable assignments. The only exception
is the assignment of variables according to uniform distribution, in which case we use “ R←−.”

2.1 Preliminaries

This section presents very basic concepts that we use throughout this thesis. That includes types
of cryptographic schemes, basic security models and techniques.

2.1.1 Types of Cryptographic Schemes

We now define what kinds of cryptographic schemes we deal with. In particular, we define
threshold encryption schemes and threshold group signature schemes. Basic knowledge on public
key encryption schemes is assumed.

A threshold encryption scheme (TE scheme) is a public key encryption scheme that, unlike
standard public key encryption schemes, requires multiple decryption servers to cooperate in
order to decrypt messages. A formal definition of TE schemes is given in Definition 2.1.

Definition 2.1. A k-out-of-n threshold encryption scheme (with k ≤ n) consists of five prob-
abilistic polynomial time algorithms Setup, Encrypt, ShareDecrypt, ShareVerify and
Combine.

• Setup takes as input a security parameter Λ, a number n of decryption servers and a
threshold k. It outputs a public key PK, a verification key VK and decryption server
private keys SK.

• Encrypt takes PK and a message M as input. It outputs a ciphertext C.

• ShareDecrypt takes as input PK, a decryption server private key ski ∈ SK and a ci-
phertext C. It outputs a decryption share θ.

• ShareVerify takes PK, VK, a ciphertext C and a decryption share θ as input and outputs
valid or invalid.

• Combine takes as input PK, VK, a ciphertext C and a set Θ of k decryption shares and
outputs a message M or an error symbol ⊥.

We require that, for keys PK,VK,SK = (sk1, . . . , skn) generated during Setup, the following
properties hold:

13



14 CHAPTER 2. FOUNDATIONS

• For every ciphertext C and θ ←− ShareDecrypt(PK, ski, C) for a decryption server
private key share ski

ShareVerify(PK,VK, C, θ) = valid.

• For every C ←− Encrypt(PK,M) for some message M and every set Θ = {θ1, . . . , θk}
of verifiable decryption shares for C containing k different server indices

Combine(PK,VK, C,Θ) = M.

A group signature scheme with distributed group management allows multiple users to sign
messages using a common public key, while, on the one hand, providing means to hide signer
identities and, on the other hand, providing means to revoke signer anonymity in a distributed
fashion. Disclosure of singer identities is a property used to identify misbehaving users. Defi-
nition 2.2 gives a formalization of the idea of group signature schemes with distributed group
management. It follows the definition of Bellare, Micciancio and Warinschi [4] extended by the
requirements of correct distributed opening.

Definition 2.2. A group signature scheme with k-out-of-n-distributed group management (k/n-
DMG; with k ≤ n) consists of six probabilistic polynomial time algorithms Setup, Sign, Signa-
tureVerify, ShareOpen, ShareVerify and ShareCombine, and, optionally, a protocol
Join.

• Setup takes as input a security parameter Λ, a number n of management servers, a thresh-
old k and, optionally, a number m of users. It outputs a public key PK, a verification key
VK, a set SK of management server private keys, and a set UK of user private keys or a
key issuer private key IK.

• Sign takes PK, a user private key uki and a message M as input. It outputs a signature
σ.

• SignatureVerify takes as input PK, a message M and a signature σ and outputs valid
or invalid.

• ShareOpen takes as input PK, a management server private key ski ∈ SK, a message M
and a signature σ. It outputs an open share θi or an error symbol ⊥.

• ShareVerify takes PK, VK, a messageM , a signature σ and an open share θi. It outputs
valid or invalid.

• ShareCombine takes as input PK, VK, a message M , a signature σ and a set Θ of k
open shares. It outputs a user identifier id or an error symbol ⊥.

• Join, jointly executed by the key issuer and a user. On the key issuers part, it takes PK
and IK as input. In the end, the user holds a user private key uk.

For consistency we require that, for keys PK,VK,SK = (sk1, . . . , skn) generated during Setup
and for every user private key ukid generated by Setup or Join for user identifier id, the
following properties hold:

• For every message M

SignatureVerify(PK,M,Sign(PK, uk,M)) = valid.

• For every message M , every verifiable signature σ on M and every open share θi ←−
ShareOpen(PK, ski,M, σ) for management server private key ski

ShareVerify(PK,VK,M, σ, θi) = valid.



2.1. PRELIMINARIES 15

• For every message M and every σ ←− Sign(PK,ukid,M) and every set Θ of k verifiable
open shares containing k different management server indices

ShareCombine(PK,VK,M, σ,Θ) = id.

Note that group signature schemes following the standard definition have 1/1-DMG and al-
gorithms ShareOpen, ShareVerify and ShareCombine constitute a single algorithm. Also,
group signature schemes with 1/1-DMG do not require verification keys, as they do not make
use of shares that need to be verified.

2.1.2 The Forking Lemma and the Random Oracle Model

The Forking Lemma due to Pointcheval and Stern [15], [14] is a popular argument that is used
in security proofs of signature schemes. Proofs of security for signature schemes usually rely on
number theoretic problems assumed to be computationally hard. That is, forger algorithms for
signatures can be turned into algorithms solving the number theoretic problem. Quite often,
solving the problem requires two closely related signatures: Signatures are assumed to be of the
form (σ0, h, σ1), where h is a hash depending on the messageM and σ0 and σ1 depends onM , σ0

and h. Computing a solution to the problem requires two signatures (σ0, h, σ1) and (σ0, h
′, σ′1)

on the same message M . In both signatures the σ0-component must be identical, but h 6= h′.
As the h-component represents a hash value only dependent on M and σ0, h 6= h′ means that
we apply different hash functions.

These hash functions can be modeled as random oracles: the function value of an argument
is drawn uniformly at random from the function’s image space and is then stored, so later queries
on the same argument can be answered identically. This property models that hash functions
look like they map values randomly onto their image space. Furthermore, this property allows us,
in theory, to ignore adversaries that rely on flaws in actual implementations of hash functions.
The usage of such random oracles that are controlled by some entity is called random oracle
model.

To obtain closely related signatures in the random oracle model, oracle replays are applied.
That means, we run a probabilistic forger algorithm multiple times with identical random bits.
With random bits being fixed, the forger is a deterministic algorithm, that behaves identical in
every run, as long as the random oracles, modelling the hash functions, answer queries identically.
These basic ideas lead to the Forking Lemma that reads as follows.

Lemma 2.3. Given a public key signature scheme Π = (Setup,Sign,SignatureVerify) with
security parameter Λ and a probabilistic polynomial time algorithm A (polynomially bounded by
Λ). Let A’s input consist of Π’s public data, a random oracle H(·), a signing oracle S(·) and
random bits ω. If A forges a verifiable signature (σ0, h, σ1) of Π on some message M with non-
negligible probability, a replay of A with the same random bits and the same signing oracle but
different random oracle H ′(·) yields a second verifiable signature (σ0, h

′, σ′1) on the same message
M with the same component σ0 with non-negligible probability.

Several variants of the Forking Lemma have been proposed. The variants differ in the un-
derlying security models that determine which type of forger we deal with. They also specify
in more detail what non-negligible probability means and what influence that probability has
on the number of replays we require to obtain the second signature. The variant of the Forking
Lemma we use is the following.

Lemma 2.4. Given a t-time forger A that has advantage ε in forging signatures and makes at
most qH queries to the random oracle, a single replay yields a second forgery with significant
probability. In total, the probability to obtain two signatures is (ε− 1/p)2/(16qH) and the overall
runtime is bounded by Θ(1) · t, where p represents the size of the oracle’s output space.
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We now sketch a proof of the Forking Lemma variant we use. The sketch is due to Boneh,
Boyen and Shacham ([8], p. 12) .

Proof. As stated before, a probabilistic forger with fixed random bits is deterministic and behaves
identically in every run for as long as the random oracle behaves identically. Now we assume
that the forger with random bits ω and random oracle H yields a forged signature (σ0, h, σ1) on
message M . Let Ind(ω,H) denote the index of oracle query H(M,σ0). We rerun the forger with
another random oracle H ′(·) that behaves identical to oracle H(·) up to the Ind(ω,H)-th query.
Thus, if the forger outputs a forgery on M containing σ0 in the replay, the hash contained in
the forged signature differs from the hash contained in the first forgery. Therefore, the pair of
signatures satisfies our requirements.

Let ν ←− ε − 1/p. Then ν is a lower bound on the probability of the forger to output a
valid signature, reduced by the probability to output the signature containing a hash that is
guessed rather than queried. The question remaining is what is the probability to obtain the
two forgeries: intuitively, not all successful runs of the forger are equally likely to produce a
second forgery when replayed. That intuition is confirmed by the Heavy-Rows Lemma that we
consider for several auspicious values j of Ind(ω,H). Then, for an arbitrary successful run of A,
the tuple (ω,H) used in the run is from a heavy row with probability at least 1/4. Furthermore,
if a successful run of the forger uses a tuple (ω,H) from a heavy row, a replay of the forger with
the same random bits but a different random oracle yields another signature with probability at
least ν/(4qH). In total, the probability that a run of the forger and its replay yield two signatures
that satisfy our requirements is at least ν2/(4 · 4qH) = (ε− 1/p)2/(16qH). We have only a single
replay and therefore the t-time algorithm runs twice. Hence, the total runtime to achieve two
closely related signatures with the aforementioned probability is Θ(1) · t.

2.1.3 Polynomial Interpolation

Polynomial interpolation is a means to approximate functions by polynomials. Given a set of k
tuples {(x1, y1), . . . (xk, yk)} with mutually exclusive x-values, polynomial interpolation yields a
polynomial f such that

∀i = 1, . . . , k : f(xi) = yi.

In particular, Lagrange interpolation gives us a degree k − 1 polynomial that satisfies the
above equation. Lagrange interpolation computes k degree k − 1 basis polynomials λi such that

λi(x) =

k∏
j=1,j 6=i

(x− xj)
(xi − xj)

.

Due to their construction, basis polynomials have an elegant property: for i, j = 1, . . . , k, i 6= j
they satisfy λi(xi) = 1 and λi(xj) = 0. The polynomial f then is simply the weighted sum of
the basis polynomials where the weights are the desired y-values. We thus have

f(x) =

k∑
i=1

yi · λi(x).

Lagrange interpolation is feasible on the Real numbers as well as with finite field arithmetic.
An important property of polynomial interpolation is the following. There is exactly one

degree k−1 polynomial that satisfies f(xi) = yi as above: assume another degree k−1 polynomial
f ′ with the same property. Then f − f ′ is a polynomial with degree at most k−1, so it can have
at most k − 1 roots. But, (f − f ′)(xi) = 0 for i = 1, . . . , k. So f − f ′ has at least k roots and
therefore f − f ′ = 0. Thus, f = f ′.



2.2. DEFINITIONS 17

2.2 Definitions

This section presents basic concepts of security of cryptographic schemes. In later sections we
construct cryptographic schemes that are proven secure in the security models from this section.
The proofs of security also rely on the computational hardness of some complexity theoretic
problems that this section also presents.

2.2.1 Complexity Assumptions

Complexity theoretic assumptions used in security proofs are presented in this subsection. We
start with variants of the q-Strong Diffie-Hellman problem and then continue presenting the
Decision Linear problem.

For the first part of this subsection we consider bilinear group pairs (G1,G2). Both groups are
of prime order p. Such a bilinear group pair also features a computable non-degenerate bilinear
map e : G1 × G2 → GT for some order p group GT and an efficiently computable isomorphism
ψ : G2 → G1. The description of a bilinear group pair also (implicitly) features generators
g1 ∈ G1 and g2 ∈ G2 that satisfy g1 = ψ(g2).

Definition 2.5. The q-Strong Diffie-Hellman problem (q-SDH, [8], p. 3) in a bilinear group
pair (G1,G2) with generators g1 ∈ G1, g2 ∈ G2 is: given a q + 2-tuple (g1, g

(γ0)
2 , . . . , g

(γq)
2 ) for

γ ∈ Z∗p, compute a pair (g
1/(x+γ)
1 , x), where x ∈ Z∗p.

We say that a probabilistic algorithm A has advantage ε in solving q-SDH in (G1,G2) if

Pr

[
A
(
g1, g

(γ0)
2 , . . . , g

(γq)
2

)
=

(
g

1
γ+x
1 , x

)]
≥ ε,

where the probability is taken over the random choices of generator g2 ∈ G2 with g1 ←− ψ(g2),
of γ ∈ Z∗p and of the random bits of A.

Definition 2.6. The (3, q)-Strong Diffie-Hellman problem ((3, q)-SDH) in a bilinear group pair
(G1,G2) with generators g1, h1 ∈ G1, g2 ∈ G2 is: given a (q+ 3)-tuple (g1, h1, g

(γ0)
2 , . . . , g

(γq)
2 ) for

γ ∈ Z∗p, compute a triple ((g1 · h−y1 )1/(x+γ), x, y), where x, y ∈ Z∗p.
We say that a probabilistic algorithm A has advantage ε in solving (3, q)-SDH in (G1,G2) if

Pr

[
A
(
g1, h1, g

(γ0)
2 , . . . , g

(γq)
2

)
=

((
g1 · h−y1

) 1
γ+x

, x, y

)]
≥ ε,

where the probability is taken over the random choices of the generators h1 ∈ G1 and g2 ∈ G2

with g1 ←− ψ(g2), of γ ∈ Z∗p and of the random bits of A.

Lemma 2.7. Problem (3, q)-SDH is at least as hard as q-SDH.

Proof. We distinguish two types of adversaries. Type I adversaries solve (3, q)-SDH by computing
y such that g1 = hy1. Type II adversaries solve (3, q)-SDH and do not always compute y such
that g1 = hy1. As we do not know what type of adversary we deal with, we guess and setup the
(3, q)-SDH instance accordingly.

Let A be a probabilistic t-time algorithm that solves (3, q)-SDH with advantage at least ε.
Construct an algorithm B that works as follows: choose a bit b R←− {0, 1}. If b = 0, we assume
a type I algorithm. If b = 1, we assume a type 2 algorithm. In either case, we denote by
(g1, g

(γ0)
2 , . . . , g

(γq)
2 ) the q-SDH instance we want to solve, where g2 is a generator of G2, γ is an

element from Z∗p and g1 ←− ψ(g2) is a generator of G1.
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Type I Pick an element z R←− Zp and set h1 ←− ψ(gγ2 )z. RunA on input (g1, h1, g
(γ0)
2 , . . . , g

(γq)
2 ),

which is a valid (3, q)-SDH instance. Eventually, A outputs a triple (A, x, y). If A 6= 1,
output failure and exit. Otherwise, we have g1 · h−y1 = 1 and thus, γ = 1/yz. As y and z
are known, we can compute γ and output (g

1/(γ+x)
1 , x).

Type II Pick an element z R←− Zp and set h1 ←− gz1 . Run A on input (g1, h1, g
(γ0)
2 , . . . , g

(γq)
2 ),

which is a valid (3, q)-SDH instance. Eventually, A outputs a triple (A, x, y). If zy = 1,
output failure and exit. Otherwise, output

(A1/(1−zy), x) = (((g1−zy
1 )1/(γ+x))1/(1−zy), x) = (g

1/(γ+x)
1 , x).

In both cases we output a valid solution to the q-SDH instance. For type I solvers, our setup
is correct with probability 1/2 and the solver has success probability ε. Thus, using type I solvers
we have total success probability 1/2 · ε. For type II solvers our setup is correct with probability
1/2 and the solver has success probability ε− 1/(|G1|− 1), where the term 1/(|G1|− 1) accounts
for the possibility that, incidentally, the output (A, x, y) satisfies zy = 1. This happens with
probability 1/(|G1| − 1) due to our random choice of z and the definition of type II solvers.
Hence, our success probability employing a type II solver is 1/2 · (ε− (1/(|G1| − 1)).

Note that solvers, that always output triples (A, x, y) that satisfy zy = 1 are type I solvers.
We conclude that every t-time algorithm that solves (3, q)-SDH on a bilinear group pair (G1,G2)
with probability at least ε can be turned into a Θ(1) · t+ θ(q)-time algorithm that solves q-SDH
on (G1,G2) with probability at least 1/2 · (ε− 1/(|G1| − 1)).

Definition 2.8. We say that the (q, t, ε)-SDH assumption and, similarly, the ((3, q), t, ε)-SDH
assumption, holds in (G1,G2) if no probabilistic t-time algorithm has advantage at least ε in
solving the q-SDH problem or the (3, q)-SDH problem in (G1,G2), respectively.

Definition 2.9. The Decision Linear problem in a group G1 is, given generators u, v, h ∈ G1

and elements ua, vb, hc, output yes if a+ b = c and no otherwise.

Definition 2.10. We say that the (t, ε)-Decision Linear assumption holds in a group G1, if for
every probabilistic t-time algorithm A∣∣∣∣∣∣

Pr
[
A
(
u, v, h, ua, vb, ha+b

)
= yes : u, v, h

R←− G1, a, b
R←− Zp

]
− Pr

[
A
(
u, v, h, ua, vb, η

)
= yes : u, v, h, η

R←− G1, a, b
R←− Zp

]
∣∣∣∣∣∣ < ε.

2.2.2 Security Notions

We now present some concepts of security that we use in later sections. We focus on security
notions that relate to the idea of distributing group management in a group signature scheme.
The notions of anonymity and traceability are inspired by Bellare, Micciancio and Warinschi [4],
while the definition of strong exculpability is due to Ateniese, Camenisch, Joye and Tsudik [2].

As our security notions for distributed schemes rely on indistinguishable encryptions under
chose-plaintext attacks, we first give the relevant definitions, both for public key encryption
schemes and threshold encryption schemes.

Definition 2.11. Given a public key encryption scheme (constituted by algorithms Setup, En-
crypt and Decrypt), consider the following chosen-plaintext game:

1. The challenger executes algorithm Setup to compute the key material. The public key is
given to the adversary A.

2. Eventually, A outputs two messages M0 and M1 of equal length.
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3. The challenger picks a bit b R←− {0, 1}, sets C ←− Encrypt(PK,Mb) and gives C to A.

4. Finally, A outputs a guess b′ ∈ {0, 1} on b.

The adversary wins the game if b′ = b. We define the adversary’s advantage in the chosen-
plaintext game as

|Pr [A(PK, C) = b]− 1/2| ,

where the probability is taken over the random choices of the public key PK, the bit b and the
random bits of A and Encrypt.

We call an encryption scheme (t, ε)-semantically secure against chosen-plaintext attacks if
no probabilistic t-time adversary has advantage at least ε in the chosen-plaintext game against
the scheme.

Definition 2.12. Given a k-out-of-n threshold encryption scheme, consider the following k-out-
of-n threshold chosen-plaintext (k/n-TCP) game.

1. The challenger C generates a list of all n decryption servers.

2. The adversary A chooses k − 1 different servers indices s1, . . . , sk−1 from C’s list.

3. The challenger C executes Algorithm Setup to compute the key material. The public key,
the verification key and the corrupted servers’ private keys are given to A.

4. Eventually, A outputs two messages M0 and M1 of equal length.

5. The challenger picks a bit b R←− {0, 1}, sets C ←− Encrypt(PK,Mb) and gives C to A.

6. Finally, A outputs a guess b′ ∈ {0, 1} on b.

The adversary wins the game if b′ = b. We define the adversary’s advantage in the k/n-TCP
game to be ∣∣Pr

[
A(PK,VK, sks1 , . . . sksk−1

, C) = b
]
− 1/2

∣∣ ,
where the probability is taken over the random choices of the public key PK, the verification key
VK and the private keys sks1 , . . . , sksk−1

, the bit b, and the random bits of A and Encrypt.
We say a k-out-of-n threshold encryption scheme provides (t, ε, n, k)-semantic security against

threshold chosen-plaintext attacks if no probabilistic t-time adversary has advantage at least ε in
the k/n-TCP game against the scheme.

Anonymity in the context of group signature schemes, as presented next, represents the notion
that no entity can identify signers, except for those entities that are authorized to do so.

Definition 2.13. Given a threshold group signature scheme with k-out-of-n-distributed group
management, consider the following k-out-of-n threshold-chosen-plaintext anonymity (k/n-TCP-
anonymity) game. Let m denote the number of users (group members).

1. The challenger C generates a list of all n management servers.

2. The adversary A chooses k − 1 different servers indices s1, . . . , sk−1 from C’s list.

3. C executes Algorithm Setup to compute the key material. The public key PK, the veri-
fication key VK and the corrupted management servers’ private keys sks1 , . . . , sksk−1

are
given to A. If the threshold group signature scheme features a Join protocol, the key issuer’s
private key IK is given to A, and C and A engage in m executions of protocol Join with
A playing the user’s role. Otherwise, user private keys computed by algorithm Setup are
given to A. After this step, A holds user private keys uk1, . . . ,ukm.
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4. Eventually, A outputs two indices i0, i1 of user keys and a message M upon which it wants
to be challenged.

5. The challenger picks a bit b R←− {0, 1} and signsM with user key ib. The resulting signature
σ is given to A.

6. Finally, A outputs a guess b′ ∈ {0, 1} on b.

The adversary wins the game if b′ = b. We define the adversary’s advantage in the k/n-TCP-
anonymity game to be∣∣Pr

[
A(PK,VK, IK, uk1, . . . ,ukm, sks1 , . . . , sksk−1

, σ) = b
]
− 1/2

∣∣ ,
where the probability is taken over the random choices of the public key, the verification key and
the private keys the adversary gets to know, the bit b, and the random bits of A and Sign.

We call a group signature scheme with k/n-DMG (t, ε, n, k)-TCP-anonymous if no proba-
bilistic t-time adversary has advantage at least ε in the k/n-TCP-anonymity game against the
scheme.

Traceability, as presented next, represents the notion that signers can be identified and that
identified signers cannot deny having created a signature. Our notion also includes a weak variant
exculpability, i. e. the property that users cannot be framed with having produced a signature.
A strong variant of this property is presented later on.

Definition 2.14. Given a group signature scheme with k-out-of-n-distributed group management,
consider the following (k, n,m)-full-traceability game, where m denotes the number of users.

1. The challenger executes Algorithm Setup to compute the key material. The public key
PK, the management server private keys SK = (sk1, . . . , skn) and verification key VK are
given to the adversary A.

2. A gets access to two oracles:

• a signature oracle S(·) returning signatures of a given message for a user with a given
user identity, and

• a user key oracle K(·) returning the user private key of a user with a given user
identity.

3. Eventually, A outputs a tuple (M,σ).

The adversary wins the game if, for a set Θ of k open shares containing k different management
server indices, one of the following conditions holds:

• SignatureVerify(PK,M, σ) = valid, but ShareCombine(PK,VK,M, σ,Θ) = ⊥, or

• SignatureVerify(PK,M, σ) = valid, ShareCombine(PK,VK,M, σ,Θ) = id, and nei-
ther was oracle S(·) queried on (id,M) nor was oracle K(·) queried on id.

We define the adversary’s advantage in the (k, n,m)-full-traceability game to be

Pr [A(PK,VK,SK, S(·),K(·)) wins] ,

where the probability is taken over the random choices of the keys A gets to see, the random
choices of the signing oracle and the random bits of A.

We call a group signature scheme with k/n-DMG (t, qS ,m, ε, n, k)-fully-traceable if no prob-
abilistic t-time adversary that queries S(·) at most qS times has advantage at least ε in the
(k, n,m)-full-traceability game against the scheme.
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Strong exculpability represents the notion that no user can be falsely accused of having
produced a signature. This property is stronger than our notion of traceability, as now adversaries
get to know all keys, except the user private keys, and controls all entities, except the users.

Definition 2.15. Given a group signature scheme with k-out-of-n-distributed group management
that features a Join protocol. Consider the following (k, n,m)-strong-exculpability game.

1. The challenger executes Algorithm Setup. The public key PK, the management server
private keys SK, the verification key VK and the key issuer private key IK are given to the
adversary A.

2. Jointly, the challenger and the adversary execute Protocol Join m times, such that in the
end the challenger holds user private keys uk1, . . . ,ukm.

3. A can query a signing oracle S(·) on arbitrary messages to get signatures under key uki
for i = 1, . . . ,m.

4. Eventually, A outputs a tuple (M,σ).

The adversary wins the game if

• σ is a valid signature on M ,

• σ traces to an identity associated to a user private key uk that the challenger holds, and

• A never requested a signature on M under the user private key to which the signature
traces.

We define the adversary’s advantage in the (k, n,m)-strong exculpability game to be

Pr [A(PK,VK, SK, IK, S(·)) wins] ,

where the probability is taken over the random choices of the keys, the random bits of the signing
oracle and the random bits of A.

We say that a group signature scheme with k/n-DMG provides (t, qS , ε, n, k,m)-strong ex-
culpability if no probabilistic t-time adversary that queries S(·) queries at most qS times has
advantage at most ε in the (k, n,m)-strong-exculpability game against the scheme.

2.2.3 Security Notions in the Random Oracle Model

The security games from the previous subsection can also be applied in the random oracle model.
What changes is that adversaries get access to a random oracle that models a hash function to
be used during signing. The number of queries to the random oracle becomes an additional
parameter qH in the hardness description, similar to the number qS of queries to the signing
oracle.

2.3 Basic Cryptographic Schemes

This section presents basic cryptographic schemes that underly the more advanced schemes we
develop in later sections. The schemes were presented by Boneh, Boyen and Shacham [8]. Here,
we see a simple public key encryption scheme and a zero-knowledge proof of knowledge that
uses that encryption scheme. Then we derive a group signature scheme with 1/1-DMG from the
zero-knowledge proof of knowledge.

The Linear Encryption scheme is a public key encryption scheme that generalizes the ElGa-
mal encryption scheme.
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Definition 2.16. Linear Encryption works as follows.

• Setup(Λ): Run some protocol GG(Λ) to generate a group G of prime order p, i. e. p is
a Λ-bit prime. Pick a generator h R←− G and elements ξ1, ξ2

R←− Z∗p. Define generators
u, v ∈ G such that u←− h1/ξ1 and v ←− h1/ξ2. Set the public key PK←− (u, v, h) and the
secret key SK←− (ξ1, ξ2).

• Encrypt(PK,M): Encrypt a message M ∈ G by picking α, β R←− Zp and computing the
ciphertext C ←− (uα, vβ,M · hα+β).

• Decrypt(PK,SK, C): Decrypt a ciphertext C = (T1, T2, T3) by computing a message
M ′ ←− (T3/(T

ξ1
1 · T

ξ2
2 ).

It is easy to see that the Linear Encryption scheme satisfies the consistency constraints for
public key encryption schemes.

Lemma 2.17. If the (t′, ε′)-Decision Linear assumption (Definition 2.10) holds in a group G of
prime order p, then the Linear Encryption scheme is (t, ε)-semantically secure against chosen-
plaintext attacks. Here, t = Θ(1) · t′ − logO(1) |G| and ε = ε′.

Proof. Let A be an algorithm that (t, ε)-breaks the Linear Encryption scheme’s semantic chosen-
plaintext security. Consider the algorithm B that, on input (u, v, h, uα, vβ, η), works as follows.

Simulate A with input (u, v, h). When A outputs two messages m0,m1, choose a random bit
b

R←− {0, 1} and set c = (T1, T2, T3)←− (ua, vb,mb ·η). Continue to simulate A on c. Eventually,
A outputs a guess b′ on b. If b′ equals b, output yes, otherwise output no.

For the analysis of algorithm B we distinguish two cases.

η = hα+β: If A outputs a correct guess on the bit b, then B’s output is correct. A wins with
probability at least 1/2 + ε, which is also B’s success probability in solving the Decision
Linear problem.

η 6= hα+β: Algorithm B wins if its output is no. It outputs no if A’s guess on b is wrong. As
η 6= hα+β , (T1, T2, T3) is not a valid encryption of mb. Thus, the probability of A to output
the correct guess is 1/2. Therefore, B wins with probability 1/2.

In total, we have∣∣∣∣∣∣
Pr
[
B
(
u, v, h, uα, vβ, hα+β

)
= yes : u, v, h

R←− G, α, β, R←− Zp
]

− Pr
[
B
(
u, v, h, uα, vβ, η

)
= yes : u, v, h, η

R←− G, α, β R←− Zp
]
∣∣∣∣∣∣ ≥ ε.

The time required by B to solve the Decision Linear problem is t′ = Θ(1) · t+ logO(1) |G|.

The Zero-Knowledge Protocol for SDH is a protocol that proves possession of a solution
(A, x) to a q-SDH instance (g1, g

γ0

2 , . . . , gγ
q

2 ) on a bilinear group pair (G1,G2). Values u, v, h
and g1 are generators from G1, g2 and w are generators of G2. These values are public and
satisfy g1 = ψ(g2) and w = gγ2 for a secret value of γ ∈ Zp. The tuple (A, x) satisfies Aγ+x = g1.
Knowledge of the tuple is proven via e(A,wgx2 ) = e(g1, g2).

Protocol 2.18. The Zero-Knowledge Protocol for SDH works as follows. First, the prover
computes a linear encryption (T1, T2, T3) of his A-value. He additionally computes helper values:

α, β
R←− Zp, T1 ←− uα, T2 ←− vβ, T3 ←− A · hα+β, δ1 ←− xα, δ2 ←− xβ.

Using blinding values rα, rβ, rx, rδ1 , rδ2
R←− Zp, the prover computes R1, R2, R3, R4, R5:

R1 ←− urα , R2 ←− vrβ ,
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R3 ←− e(T3, g2)rx · e(h,w)−rα−rβ · e(h, g2)−rδ1−rδ2 ,

R4 ←− T rx1 · u
−rδ1 , R5 ←− T rx2 · v

−rδ2 .

Values T1, T2, T3, R1, R2, R3, R4 and R5 are given to the verifier, who responds with a challenge
c. Based on the verifier’s challenge, the prover computes (sα, sβ, sx, sδ1 , sδ2):

sα ←− rα + cα, sβ ←− rβ + cβ, sx ←− rx + cx, sδ1 ←− rδ1 + cδ1, sδ2 ←− rδ2 + cδ2.

The s-values are sent to the verifier.
The verifier checks five equations

usα
?
= T c1 ·R1 (2.1)

vsβ
?
= T c2 ·R2 (2.2)

e(T3, g2)sx · e(h,w)−sα−sβ · e(h, g2)−sδ1−sδ2
?
= (e(g1, g2)/e(T3, w))c ·R3 (2.3)

T sx1 · u
−sδ1 ?

= R4 (2.4)

T sx2 · v
−sδ2 ?

= R5 (2.5)

and accepts the proof if all five equations hold.

Protocol 2.18 satisfies three properties that we are interested in. We use the protocol and its
properties in Chapter 3.

Lemma 2.19. The protocol is complete, zero-knowledge and a proof of knowledge under the
Decision Linear assumption.

Proof. For completeness, we need to show that a verifier accepts every interaction with an honest
prover. Equations (2.1) and (2.2) hold by definition of (T1, R1, sα) and (T2, R2, sβ), respectively:

usα = urα+cα = (uα)c · urα = T c1 ·R1, vsβ = vrβ+cβ = (vβ)c · vrα = T c2 ·R2.

For Equation (2.3) we have

e(T3,g2)sx · e(h,w)−sα−sβ · e(h, g2)−sδ1−sδ2

= e(T3, g2)rx+cx · e(h,w)−rα−rβ−cα−cβ · e(h, g2)−rδ1−rδ2−cxα−cxβ

= e(T3, g2)cx · e(h,w)−cα−cβ · e(h, g2)−cxα−cxβ · e(T3, g2)rx · e(h,w)−rα−rβ · e(h, g2)−rδ1−rδ2

= e(T3, g
x
2 )c · e(h−α−β, wgx2 )c ·

(
e(T3, g2)rx · e(h,w)−rα−rβ · e(h, g2)−rδ1−rδ2

)
= e(T3, g

x
2 )c · e(h−α−β, wgx2 )c · e(T3, w)c · e(T3, w)−c ·R3

= e(T3 · h−α−β, wgx2 )c · e(T3, w)−c ·R3

= (e(A,wgx2 )/e(T3, w)) ·R3

= (e(g1, g2)/e(T3, w))c ·R3,

where the last two lines show how the protocol proofs possession of the tuple (A, x). Equations
(2.4) and (2.5) hold due to the definition of (T2, sx, sδ1 , R4) and (T2, sx, sδ2 , R5), respectively:

T sx1 u−sδ1 = (uα)rx+cxu−rδ1−cxα = (uα)rxu−δ1 = T rx1 u−rδ1 = R4,

T sx2 v−sδ2 = (vβ)rx+cxv−rδ2−cxβ = (vβ)rxv−δ2 = T rx2 v−rδ2 = R5.

The zero-knowledge property of the protocol is proven by the existence of a simulator that out-
puts transcripts of executions of the protocol. Such transcripts feature all values a verifier gets to
see. The transcripts’ format is (T1, T2, T3, R1, R2, R3, R4, R5, c, sα, sβ, sx, sδ1 , sδ2). We can gener-
ate transcripts without knowledge of A, α, β or x. Thus, even for pre-specified values (T1, T2, T3)
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transcripts can be generated: choose a challenge c R←− Zp and values sα, sβ, sx, sδ1 , sδ2
R←− Zp.

Compute the missing values as

R1 ←− usα·T
c
1 , R2 ←− vsβ ·T

c
2 ,

R3 ←− e(T3, g2)sx · e(h,w)−sα−sβ · e(h, g2)−sδ1−sδ2 · (e(T3, w)/e(g1, G2))c ,

R4 ←− T sx1 · u
−sδ1 , R5 ←− T sx2 · v

−sδ2 .

If we are not given (T1, T2, T3), we pick A uniformly at random and compute a linear encryption
of A using values α and β chosen uniformly at random.

Transcripts obtained through the simulator satisfy equations (2.1) – (2.5). Under the Decision
Linear assumption, the choice of A does not matter: the distribution of encryption (T ′1, T

′
2, T

′
3) of

A is polynomially indistinguishable from the distribution of (T1, T2, T3) from the real protocol.
In particular, due to the Decision Linear assumption, for every adversary A we have∣∣∣∣∣∣

Pr
[
A
(
u, v, h, T ′1, T

′
2, T

′
3

)
= yes : u, v, h

R←− G1, T
′
1, T

′
2, T

′
3

R←− G1

]
− Pr

[
A (u, v, h, T1, T2, T3) = yes : u, v, h

R←− G1, T1, T2, T3
R←− G1

]
∣∣∣∣∣∣

=

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

Pr
[
A
(
u, v, h, T ′1, T

′
2, T

′
3

)
= yes : u, v, h

R←− G1, T
′
1, T

′
2, T

′
3

R←− G1

]
− Pr

[
A
(
u, v, h, ua, vb, ha+b

)
= yes : u, v, h

R←− G1, a, b
R←− Zp

]


−

Pr
[
A (u, v, h, T1, T2, T3) = yes : u, v, h

R←− G1, T1, T2, T3
R←− G1

]
− Pr

[
A
(
u, v, h, ua, vb, ha+b

)
= yes : u, v, h

R←− G1, a, b
R←− Zp

]


∣∣∣∣∣∣∣∣∣∣∣∣∣∣
≤

∣∣∣∣∣∣
Pr
[
A
(
u, v, h, T ′1, T

′
2, T

′
3

)
= yes : u, v, h

R←− G1, T
′
1, T

′
2, T

′
3

R←− G1

]
− Pr

[
A
(
u, v, h, ua, vb, ha+b

)
= yes : u, v, h

R←− G1, a, b
R←− Zp

]
∣∣∣∣∣∣

+

∣∣∣∣∣∣
Pr
[
A (u, v, h, T1, T2, T3) = yes : u, v, h

R←− G1, T1, T2, T3
R←− G1

]
− Pr

[
A
(
u, v, h, ua, vb, ha+b

)
= yes : u, v, h

R←− G1, a, b
R←− Zp

]
∣∣∣∣∣∣

≤ 2ε.

For the other values contained in the protocol, we have that the s-values are chosen uniformly
at random. Hence, they are distributed exactly as the s-values generated during a protocol
execution. The distributions of all other values from the transcripts are identical to the respective
distributions generated by the protocol. This is because otherwise the equations would not hold.

The protocol is a proof of knowledge: there is an extractor that can recover the tuple (A, x)
from closely related transcripts of protocol executions. These two transcripts must contain
the same T -values and the same R-values but must differ in the challenge c. Each tran-
script defines a set of instances of equations (2.1) – (2.5). We divide corresponding instances
of the equations defined by transcripts (T1, T2, T3, R1, R2, R3, R4, R5, c, sα, sβ, sx, sδ1 , sδ2) and
(T1, T2, T3, R1, R2, R3, R4, R5, c

′, s′α, s
′
β, s
′
x, s
′
δ1
, s′δ2). Let ∆c ←− c − c′, and define ∆sα, ∆sβ ,

∆sx, ∆sδ1 and ∆sδ2 likewise. Then we have u∆sα = T∆c
1 and v∆sβ = T∆c

2 . This yields T1 = uα̃

and T2 = vβ̃ for α̃ = ∆sα/∆c and β̃ = ∆sβ/∆c. We can divide by ∆c = c− c′ 6= 0 as we operate
on a group of prime order. Further computations yield ∆sδ1 = α̃∆sx and ∆sδ2 = β̃∆sx. From
dividing the instances of equation (2.3) and taking ∆c-th roots, we get

e(g1, g2)/e(T3, w) = e(T3, g2)x̃ · e(h,w)−α̃−β̃ · e(h, g2)−x̃(α̃+β̃)

for x̃ = ∆x/∆c. With Ã←− T3h
−α̃−β̃ we have

e(g1, g2) = e(T3h
−α̃−β̃, wgx̃2 ) = e(Ã, wgx̃2 )
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and, by definition, the tuple (Ã, x̃) equals the original tuple (A, x).

Protocol 2.18 implies a group signature scheme with 1/1-DMG: the tuple (u, v, h, g1, g2, w)
is the public key, the sole management server private key is the pair (ξ1, ξ2) that satisfies
uξ1 = h = vξ2 and the tuples (A, x) = (g11/(x+ γ), x) for some γ ∈ Z∗p are the user private
keys. As the scheme is 1-out-of-1, there is no need for open shares. Thus, the scheme neither
requires algorithms to compute or verify such shares, nor is there a need for a verification key.
The remaining algorithms are Setup, Sign, SignatureVerify and Open. Algorithm Setup
sets up the bilinear group pair and generates the keys. Users can sign messages by following
the computations of the protocol, but, instead of an interaction with a verifier the challenge
is a hash generated using a hash function H. The signature σ on a message M then is a tu-
ple (T1, T2, T3, c, sα, sβ, sx, sδ1 , sδ2), with c = H(M,T1, T2, T3, R1, R2, R3, R4, R5). For signature
verification, a verifier computes values R1, . . . , R5 from the signature using equations (2.1) –
(2.5) and then verifies that the challenge c contained in the signature equals the hash value that
the verifier computes using the recovered R-values. A group manager holding the management
server private key opens the signature by first verifying the signature and then recovering the
encryption of the user’s A-component from the signature’s (T1, T2, T3).

Definition 2.20. Let SGS be a group signature scheme that works as informally described above.

One easily checks that the scheme is indeed a group signature scheme with 1/1-DMG.
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Chapter 3

Transformation

In this chapter, we transform the basic cryptographic schemes from the previous chapter to a
group signature scheme with distributed group management. First, we see how the transforma-
tion works. Then we proof our construction’s security. Finally, we generalize our results to a
broader class of schemes and proof our schemes secure under group dynamics.

3.1 Distributing Group Management

In the previous chapter we have seen a group signature scheme with 1/1-distributed group
management. The scheme suffers from a major flaw: a single entity, the group manager, holds
the key to disclose a signer’s identity. That property makes group managers a valuable target
for attacks. In this section we present extensions to the cryptographic schemes we have seen
before. The extensions allow us to construct a group signature scheme with distributed group
management. Such a scheme does not have the flaw of the group signature scheme from the
previous section.

First, a k-out-of-n variant of the Linear Encryption scheme is presented. Then we present
how to compute user private keys such that, with the exception of the intended user, no entity
gets to know a user’s private key. Finally, a group signature scheme with k/n-DMG is derived
from an extension to the Zero-Knowledge Protocol for SDH.

3.1.1 Distributed Opening

A basic ingredient to distributing group management is to distribute the group managers task of
disclosing signer identities. In the original scheme disclosure is achieved by decrypting the Linear
Encryption of the signer’s identity using the group manager’s key (ξ1, ξ2). This process can be
distributed by transforming the Linear Encryption scheme to a Threshold Linear Encryption
(TLE) scheme. We present TLE below, but in order to define TLE we need a zero-knowledge
protocol that we use for decryption share verification.

We apply a protocol that combines elements from the Schnorr protocol with elements from
the Okamoto protocol. The protocol must achieve that secret values (s1, s2, r) that are only
known to the prover remain secret, while we proof that values (θ1, θ2, π1, π2) satisfy

θ1 = T s11 · h
r, θ2 = T s22 · h

−r, π1 = us1 , π2 = vs2

for some public values T1, T2, u, v, h. The protocol works as follows:

Protocol 3.1. The prover picks blinding values r1, r2, r3
R←− Zp and sets

R1 ←− T r11 · h
r3 , R2 ←− T r22 · h

−r3 , R3 ←− ur1 , R4 ←− vr2

27
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Elements R1, R2, R3 and R4 are given to the verifier who picks a challenge c R←− Zp and sends
it to the prover. The prover responds with values z1 ←− r1 + cs1, z2 ←− r2 + cs2, z3 ←− r3 + cr.
The verifier accepts if equations (3.1) – (3.4) hold.

T z11 · h
z3 ?

= θc1 ·R1 (3.1)

T z22 · h
−z3 ?

= θc2 ·R2 (3.2)

uz1
?
= πc1 ·R3 (3.3)

vz2
?
= πc2 ·R4 (3.4)

We proof some properties of Protocol 3.1.

Lemma 3.2. Protocol 3.1 is complete, zero-knowledge and a proof of knowledge.

Proof. For completeness we require that an honest verifier accepts every interaction with an
honest prover. By definition of R1, R2, R3, R4, z1, z2 and z3 we have

T z11 · h
z3 = T r1+cs1

1 · hr3+cr = T cs11 · hcr · T r11 · h
r3 = θc1 ·R1

T z22 · h
−z3 = T r2+cs2

2 · h−r3−cr = T cs22 · h−cr · T r22 · h
−r3 = θc2 ·R2

uz1 = ur1+cs1 = πc1 ·R3

vz2 = vr2+cs2 = πc2 ·R4.

A simulator that generates transcripts of protocol executions is required to proof the protocol’s
zero-knowledge property. Transcripts are of the form (θ1, θ2, π1, π2, R1, R2, R3, R4, c, z1, z2, z3).
We assume values θ1, θ2, π1 and π2 to be predefined. If they are not, we may pick values
of our choice, making sure the values are distributed indistinguishable from the distribution
a verifier accepts. We then pick values c, z1, z2, z3

R←− Zp and construct R1, R2, R3, R4 using
equations (3.1) – (3.4). With these choices, all values are distributed as expected and transcripts
re indistinguishable.

Finally, to proof the proof of knowledge property, let (θ1, θ2, π1, π2, R1, R2, R3, R4, c, z1, z2, z3)
and (θ1, θ2, π1, π2, R1, R2, R3, R4, c

′, z′1, z
′
2, z
′
3) be two transcripts of protocol executions. The

transcripts must contain two different challenge values. Each transcript defines a set instances
of equalities (3.1) – (3.4). We divide the corresponding instances and get

T
z1−z′1
1 · hz3−z′3 = θc−c

′

1

T
z2−z′2
2 · hz3−z′3 = θc−c

′

2

uz1−z
′
1 = πc−c

′

1

vz2−z
′
2 = πc−c

′

2 .

Using notation ∆c = c − c′,∆z1 = z1 − z′1,∆z2 = z2 − z′2,∆z3 = z3 − z′3 we can divide by ∆c,
as c 6= c′. From equation (3.3) and (3.4) we get s̃1 ←− ∆z1/∆c and s̃2 ←− ∆z2/∆c. From the
quotients of the instances of equations (3.1) and (3.2) we get r̃ ←− ∆z3/∆c. Values s̃1, s̃2 and
r̃ satisfy

T s̃11 · h
r̃ = θ1, T s̃22 · h

−r̃ = θ2, us̃1 = π1, vs̃2 = π2.

Thus, given two closely related transcripts, values s1, s2, r can be recovered from θ1, θ2, π1, π2,
proving the proof of knowledge property.

Using the Fiat-Shamir heuristic, Protocol 3.1 can be used for share verification in a threshold
encryption scheme. A threshold encryption scheme, as presented in Definition 2.1, consists of
five algorithms Setup, Encrypt, ShareDecrypt, ShareVerify and Combine.
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Definition 3.3. The Threshold Linear Encryption (TLE) scheme is constituted by algorithms
working as follows:

• Setup(n, k,Λ): Use some Protocol GG(Λ) to generate a group G1 of prime order p. Pick
a generator h R←− G1 and choose two degree k − 1 polynomials ξ1, ξ2

R←− Zp[X] such that
ξ1(0) 6= 0 6= ξ2(0). Set u←− h1/ξ1(0), v ←− h1/ξ2(0). Define keys

– PK←− (u, v, h),
– VK←− (vk1, . . . , vkn) with vki = (i, uξ1(i), vξ2(i)), and
– SK←− (sk1, . . . , skn) with ski = (i, ξ1(i), ξ2(i)).

Private key share ski is given to server i. Keys PK and VK are made public.

• Encrypt(PK,M): Parse the public key PK = (u, v, h). Pick values α, β R←− Zp and
encrypt M generating the ciphertext C ←− (uα, vβ,M · hα+β). Output C.

• ShareDecrypt(PK, i, ski, C): Parse the ciphertext C = (T1, T2, T3) and the management
server private key ski = (i, ξ1(i), ξ2(i)). Choose a blinding value ri,0

R←− Zp and compute
θi,1 ←− T ξ1(i)

1 · hri,0 , θi,2 ←− T ξ2(i)
2 · h−ri,0.

Sign (θi,1, θi,2) and proof correctness: pick blinding values ri,1, ri,2, ri,3
R←− Zp and compute

Ri,1 ←− T
ri,1
1 · hri,3 , Ri,2 ←− T

ri,2
2 · h−ri,3 , Ri,3 ←− uri,1 , Ri,4 ←− vri,2 .

Compute a hash ci ←− H(T1, T2, T3, Ri,1, Ri,2, Ri,3, Ri,4) and values

zi,1 ←− ri,1 + ciξ1(i), zi,2 ←− ri,2 + ciξ2(i), zi,3 ←− ri,3 + ciri,0.

Output θi ←− (i, θi,1, θi,2, ci, zi,1, zi,2, zi,3).

• ShareVerify(PK,VK, C, θ): Parse the ciphertext C = (T1, T2, T3), the verification key
VK = ((i, vki,1, vki,2) : i = 1, . . . , n) and the open share θ = (i, θi,1, θi,2, ci, zi,1, zi,2, zi,3).
Using equations (3.1) – (3.4) reconstruct values Ri,1, Ri,2, Ri,3, Ri,4. For the role of πi,1, πi,2
from Protocol 3.1 take verification keys vki,1 and vki,2, respectively. Output valid or invalid
depending on whether ci

?
= H(T1, T2, T3, Ri,1, Ri,2, Ri,3, Ri,4) holds.

• Combine(PK, C, θ1, . . . , θk): Parse the ciphertext C = (T1, T2, T3) and the given decryption
shares θi = (j, θj,1, θj,2, cj , zj,1, zj,2, zj,3) for i = 1, . . . , k. If two decryption shares θi, θi′
contain the same server index or a share verification fails for any of the given decryption
shares, output ⊥ and exit. Now assume, without loss of generality, that the used decryption
shares contain server indices 1, . . . , k. Compute the Lagrange basis polynomials λi(x) for
all server indices i. By λi denote λi(0). To decrypt, compute and output

M ′ ←−

(
T3/

k∏
i=1

(θi,1 · θi,2)λi

)
.

Lemma 3.4. The TLE scheme is correct.

Proof. We proof the two consistency properties individually.

• Let C = (T1, T2, T3) be a TLE-encryption of some message, let

θ = (i, θi,1, θi,2, ci, zi,1, zi,2, zi,3) = ShareDecrypt(PK, i, ski, C)

be a decryption share for some private key share ski and let vki = (i, vki) = (i, uξ1(i), vξ2(i))
be the verification key share for private key ski. Decryption share θ and parameters C,
PK and VK carry enough information to reconstruct values R1, R2, R3, R4 from equations
(3.1) – (3.4). Thus, we can successfully check whether ci

?
= H(T1, T2, T3, R1, R2, R3, R4).
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• Let C = (T1, T2, T3) = (uα, vβ,M · hα+β) be a cipher on a message M for α, β ∈ Zp and
let Θ = {θ1, . . . θk} be a set of k successfully verifiable decryption shares for ciphertext
C containing k different decryption server indices. As the decryption shares are verifiable
and contain k different server indices, Algorithm Combine does not abort decryption
with symbol ⊥. Without loss of generality, the decryption shares contain server indices
1, . . . , k. For decryption share θi = (i, θi,1, θi,2, ci, zi,1, zi,2, zi,3) we have θi,1 = T

ξ1(i)
1 · hri,0

and θi,2 = T
ξ2(i)
2 · h−ri,0 , as successful share verification ensures that property. Thus, with

Lagrange coefficients λ1, . . . , λk (Lagrange basis polynomials evaluated in 0):

T3/

k∏
i=1

(θi,1 · θi2)λi =T3/

k∏
i=1

(
T
ξ1(i)
1 · hri,0 · T ξ2(i)

2 · h−ri,0
)λi

=T3/

(
T
∑k
i=1 λi·ξ1(i)

1 · T
∑k
i=1 λi·ξ2(i)

2

)
=T3/

(
T
ξ1(0)
1 · T ξ2(0)

2

)
=
(
M · hα+β

)
/

((
uξ1(0)

)α
·
(
vξ2(0)

)β)
=
(
M · hα+β

)
/
(
hα · hβ

)
=M.

Hence, we can decrypt given at least k verifiable decryption shares containing k different
decryption server indices.

As TLE satisfies the consistency constraints imposed on threshold encryption schemes, TLE is
correct.

3.1.2 User Key Generation

A way to distribute group management, beyond distributing the group managers tasks of dis-
closing a signer’s identity, is to derive user private keys via an interactive protocol. The goal is
to achieve strong exculpability as described in Definition 2.15. The protocol aims to generate a
user private key in such a way that the key issuer can identify the user based on a part of the
key, but cannot sign messages on behalf of the user.

The next definition presents a simple mechanism to achieve user participation during user key
generation. Afterwards, we modify the Zero-Knowledge Protocol for SDH to proof possession of
the extended user private key.

The Join protocol is an adaption of the Join protocol due to Ateniese, Camenisch, Joye and
Tsudik ([2], p. 262f).

Protocol 3.5. The Join protocol (with public values g1, h1 ∈ G1) works as follows:

• User i: Pick yi
R←− Z∗p. Send h

yi
1 to key issuer.

• Key Issuer: Pick xi
R←− Z∗p, set Ai ←−

(
g1 · (hyi1 )

−1
)1/(γ+xi)

. Send (Ai, xi) to user.

• User i: Set user private key uki ←− (Ai, xi, yi).

As mentioned before, introducing the new y-component to user keys requires changes to the
signature scheme from the Zero-Knowledge Protocol for SDH, as the scheme now also has to
proof knowledge of y, besides possession of A and x. The protocol proofs knowledge of (A, x, y)
such that Aγ+x · hy1 = g1.

e(A,wgx2 ) · e(hy1, g2) = e(g1, g2). (3.5)
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The protocol for (3, q)-SDH looks much like the protocol for q-SDH. It proofs possession of
(A, x, y) as described below.

Protocol 3.6. First, a (threshold) linear encryption (T1, T2, T3) of A and helper values are
computed:

α, β
R←− Zp, T1 ←− uα, T2 ←− vβ, T3 ←− A · hα+β, δ1 ←− xα, δ2 ←− xβ.

We apply blinding values rα, rβ, rx, ry, rδ1 , rδ2
R←− Zp to compute values R1, R2, R3, R4, R5 that

the verifier uses to verify the prover’s answer to the verifier’s challenge. Set

R1 ←− urα , R2 ←− vrβ ,

R3 ←− e(T3, g2)rx · e(h,w)−rα−rβ · e(h, g2)−rδ1−rδ2 · e(h1, g2)ry ,

R4 ←− T rx1 · u
rδ1 , R5 ←− T rx2 · v

rδ2 .

Given R1, R2, R3, R4, R5, T1, T2, T3, the verifier responds with a challenge c. The prover computes
values

sα ←− rα + cα, sβ ←− rβ + cβ, sx ←− rx + cx

sy ←− ry + cy, sδ1 ←− rδ1 + cδ1, sδ2 ←− rδ2 + cδ2

and sends them to the verifier who then checks the following five equations

usα
?
= T c1 ·R1 (3.6)

vsβ
?
= T c2 ·R2 (3.7)

e(T3, g2)sx · e(h,w)−sα−sβ · e(h, g2)−sδ1−sδ2 · e(h1, g2)sy
?
= (e(g1, g2)/e(T3, w))c ·R3 (3.8)

T sx1 · u
−sδ1 ?

= R4 (3.9)

T sx2 · v
−sδ2 ?

= R5. (3.10)

The verifier accepts, if all five equations hold.

We now proof that the extended protocol basically has the same properties as the protocol
from Protocol 2.18. That is, the protocol is complete, zero knowledge and a proof of knowledge.
As the protocols are very similar, we restrict our proofs to the differences between the two
protocols. All changes are related to the new values y, ry and sy, and their use in the computation
of R3 and in Equation (3.8).

Lemma 3.7. Protocol 3.6 is complete, zero-knowledge and a proof of knowledge under the Deci-
sion Linear assumption.

Proof. Given an honest prover, R3 matches its definition and we have

e(T3,g2)sx · e(h,w)−sα−sβ · e(h, g2)−sδ1−sδ2 · e(h1, g2)sy

= e(T3, g2)rx+cx · e(h,w)−rα−rβ−cα−cβ · e(h, g2)−rδ1−rδ2−cxα−cxβ · e(h1, g2)ry+cy

= e(T3, g2)cx · e(h,w)−cα−cβ · e(h, g2)−cxα−cxβ · e(h1, g2)cy

·
(
e(T3, g2)rx · e(h,w)−rα−rβ · e(h, g2)−rδ1−rδ2 · e(h1, g2)ry

)
= e(T3, g2)cx · e(h,w)c(−α−β) · e(h, g2)cx(−α−β) · e(T3, w)c · e(T3, w)−c · e(h1, g2)cy ·R3

= e(T3, wg
x
2 )c · e(h−α−β, wgx2 )c · e(hy1, g2)c · e(T3, w)−c ·R3

=
(
e(T3 · h−α−β, wgx2 ) · e(h−α−β, wgx2 ) · e(hy1, g2)

)c
· e(T3, w)−c ·R3

=
(
e(T3 · h−α−β, wgx2 ) · e(hy1, g2)

)c
· e(T3, w)−c ·R3

(3.5)
= (e(g1, g2)/e(T3, w))c ·R3.
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Thus, the protocol is complete.
For the zero-knowledge property we need to construct a simulator for transcripts of the

protocol. Computations mostly follow the computations for the simulator for the original protocol
from the proof of Lemma 2.19. Additionally, we pick sy

R←− Zp and set

R3 ←− e(T3, g2)sx · e(h,w)−sα−sβ · e(h, g2)−sδ1−sδ2 · e(h1, g2)sy · (e(T3, w)/e(g1, g2))c.

As the protocol uses blinding values chosen uniformly at random, the element sy is distributed
as in the protocol. Thus, also R3 is distributed as in the protocol. For the other values from
the transcripts the distributions are as in the proof of Lemma 2.19. Hence, transcripts of the
form (T1, T2, T3, R1, R2, R3, R4, R5, c, sα, sβ, sx, sy, sδ1 , sδ2) generated by the simulator are indis-
tinguishable from transcripts obtained from a run of the protocol between an honest prover and
an honest verifier.

An extractor for the protocol proofs its proof of knowledge property. Such an extractor works
similar to the extractor for Protocol 2.18: given two closely related transcripts that share the
same T and R-values but differ in the challenges and the s-values, the extractor obtains values
α̃ = ∆sα/∆c, β̃ = ∆sβ/∆c, ∆sδ1 = α̃∆sx and ∆sδ2 = β̃∆sx. The two instances of equa-
tion (3.8) established by transcripts (T1, T2, T3, R1, R2, R3, R4, R5, c, sα, sβ, sx, sy, sδ1 , sδ2) and
(T1, T2, T3, R1, R2, R3, R4, R5, c

′, s′α, s
′
β, s
′
x, s
′
y, s
′
δ1
, s′δ2) are then divided by the extractor. That

gives us

(e(g1, g2)/e(T3, w))∆c = e(T3, g2)∆sx · e(h,w)−∆sα−∆sβ · e(h, g2)−∆sδ1−∆sδ2 · e(h1, g2)∆sy .

With notation x̃ = ∆sx/∆c, ỹ = ∆sy/∆c and Ã = T3 ·hα̃−β̃ , multiplying by e(T3, w) and taking
∆c-th roots, we get

e(g1, g2) = e(T3, g2)x̃ · e(h,w)−α̃−β̃ · e(h, g2)−α̃x̃−β̃x̃ · e(T3, w) · e(h1, g2)ỹ

= e(T3 · h−̃α−β̃, wgx̃2 ) · e(h1, g2)ỹ

= e(Ã, wgx̃2 ) · e(hỹ1, g2).

Hence, the extractor can reconstruct the tuple (Ã, x̃, ỹ) that is embedded in both transcripts.

3.1.3 A Group Signature Scheme with Distributed Group Management

In this subsection we present a group signature scheme with distributed group management built
from the building blocks introduced in the previous subsections. Our construction is related to
the SGS group signature scheme with 1/1-DMG from Definition 2.20.

Definition 3.8. The DMGS group signature scheme with k-out-of-n-distributed group manage-
ment works as follows:

• Setup(Λ, n, k): Execute some protocol GG(Λ) to generate a bilinear group pair (G1,G2)
with groups of prime order p, including an efficiently computable non-degenerate bilinear
map e : G1 ×G2 → GT and an efficiently computable isomorphism ψ : G2 → G1. Pick two
degree k− 1 polynomials ξ1, ξ2

R←− Z∗p that satisfy ξ1(0) 6= 0 6= ξ2(0), an element γ R←− Z∗p,
and generators g2

R←− G2 and h, h1
R←− G1. Set g1 ←− ψ(g2), w ←− gγ2 , u ←− h1/ξ1(0)

and v ←− h1/ξ2(0). Define keys PK ←− (u, v, h, g1, h1, g2, w), VK ←− (vk1, . . . , vkn) with
vki = (i, uξ1(i) · vξ2(i)) for i = 1, . . . , n, SK←− (sk1, . . . , skn) with ski = (i, uξ1(i), vξ2(i)) for
i = 1, . . . , n, and IK←− γ. Publish PK and VK. Give ski to the management server with
server index i and give IK to the key issuer.

• Sign(PK, uki,M): Compute values T1, T2, T3, R1, R2, R3, R4, R5 as in the first round of the
extended zero-knowledge protocol (Protocol 3.6). Based on these values, compute the hash
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c←− H(M,T1, T2, T3, R1, R2, R3, R4, R5) ∈ Zp. Continue to compute sα, sβ, sx, sy, sδ1 , sδ2,
using c as the challenge, as in the extended zero-knowledge protocol. Output the signature
σ ←− (T1, T2, T3, c, sα, sβ, sx, sy, sδ1 , sδ2).

• SignatureVerify(PK, (M,σ)): Based on Equations (3.6) – (3.10), reconstruct the R-
values from σ:

R̃1 ←− usα · T−c1 , R̃2 ←− vsβ · T−c2

R̃3 ←− e(T3, g2)sx · e(h,w)−sα−sβ · e(h, g2)−sδ1−sδ2 · e(h1, g2)sy/(e(g1, g2)/e(T3, w))c,

R̃4 ←− T sx1 · u
−sδ1 , R̃5 ←− T sx2 · v

−sδ2 .

Output valid if H(M,T1, T2, T3, R̃1, R̃2, R̃3, R̃4, R̃5) = c. Otherwise, output invalid.

• ShareOpen(PK, ski, (M,σ)): Verify that σ is a valid signature on M . If it is not, output
⊥ and exit. Otherwise, compute and output TLE–ShareDecrypt(PK, ski, (T1, T2, T3)).

• ShareVerify(PK,VK, θ, (M,σ)): Verify that σ is a valid signature on M and that θ is a
valid decryption share on (T1, T2, T3). If either of the tests fails, output invalid. Otherwise
output valid.

• ShareCombine(PK,VK, θ1, . . . , θk, (M,σ)): If σ is not a valid signature on M , output
⊥ and exit. Otherwise, let Ã ←− TLE–Combine(PK,VK, (T1, T2, T3), (θ1, . . . , θk))). The
key issuer looks up and outputs the user identity linked to Ã.

• Join(PK, IK), jointly executed by the user and the key issuer. Execute Protocol Join (Defi-
nition 3.5). Afterwards, the key issuer holds a partial user key (Ai, xi) that it permanently
links to the user. The user holds her private key uki = (Ai, xi, yi) such that Aγ+xi

i · hyi1

equals generator g1.

Lemma 3.9. DMGS is a correct threshold group signature scheme with k/n-DMG.

Proof. We proof the k-out-of-n property and the consistency properties individually.

• It is straightforward to see that DMGS is indeed a k-out-of-n scheme, if TLE is a k-out-of-n
threshold encryption scheme. This is, because identifying users requires open shares (TLE
decryption shares) containing k different management server private keys.

• Given a public key PK and a user key uk consistent with PK, let M be a message. For
the signature we have σ = Sign(PK, uk,M) = (T1, T2, T3, c, sα, sβ, sx, sy, sδ1 , sδ2) with
c = H(M,T1, T2, T3, R1, R2, R3, R4, R5) for some hash function H and R1, . . . , R5 as in the
extended zero-knowledge protocol. According to Equations (3.6) – (3.10), Algorithm Sig-
natureVerify correctly recovers the R-values from the signature σ. Therefore, c equals
the newly computed hash and the algorithm outputs valid.

• Let (M,σ) be a pair consisting of a messageM and a valid signature σ onM under a public
key PK and let θ = ShareOpen(PK, ski, (M,σ)) be an open share for some management
server private key ski consistent with PK. Then θ 6= ⊥, as Algorithm ShareOpen outputs
⊥ only if signature verification fails, which, according to the property proven before, cannot
happen here. As the open share is a TLE decryption share on (T1, T2, T3) contained in σ,
Algorithm TLE–ShareVerify accepts θ and outputs valid, which is also the output of
Algorithm DMGS–ShareVerify.

• Given a message M , a public key PK and a user private key uk consistent with PK, let
σ be a signature on M under PK and uk. Furthermore, let Θ be a set {θ1, . . . , θk} of
verifiable open shares for (M,σ) containing k different management server indices. Then
Algorithm DMGS–ShareCombine does not exit with symbol ⊥: as proven above, all
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verifications succeed. Hence, Algorithm TLE–ShareCombine applied to Θ outputs the
A-component of the user private key uk. That A-component is also the output of Al-
gorithm DMGS–ShareCombine. Then the key issuer can look up the A-component to
output the identity of the user who holds uk.

We conclude, that DMGS is a correct group signature scheme with k-out-of-n-distributed group
management.

3.2 Security of Transformation

The DMGS group signature scheme needs to be proven secure. In particular we proof that DMGS
provides TCP-anonymity, full-traceability and strong exculpability. The following subsections
proof one property each.

3.2.1 Anonymity

We begin our sequence of security proofs with a proof of DMGS’s threshold chosen-plaintext
anonymity. In order to proof that property, we need that TLE is secure against threshold chosen-
plaintext attacks. Thus, we first give a proof of TLE’s TCP security and then we proof that
DMGS provides TCP-anonymous.

Lemma 3.10. If the Linear Encryption scheme (Definition 2.16) is (t′, ε′)-semantically secure
against chosen-plaintext attacks on a group G of prime order p, then the Threshold Linear En-
cryption scheme (TLE) is (t, ε, n, k)-semantically secure against threshold chosen-plaintext attacks
on group G, where ε = ε′ and t = t′ − (n · k · log |G|)O(1).

Proof. Let A be a t-time algorithm that wins the k-out-of-n threshold chosen-plaintext game
with probability ε against TLE. We use A to construct a t′-time algorithm B that wins the
chosen-plaintext game against the Linear Encryption scheme with probability ε′ = ε.

Algorithm B gets a public key (u, v, h). It generates a list (1, . . . , n) of decryption server
indices and starts simulating A with the list as input. A picks a sublist (s1, . . . , sk−1) of k − 1
server indices. The list represents the servers A wants to compromise.

Now, Algorithm B has to generate a public key PK, a verification key VK and private keys
(sks1 , . . . , sksk−1

) for the corrupted servers. It sets PK = (u, v, h) and picks random elements
ξ1,s1 , . . . , ξ1,sk−1

, ξ2,s1 , . . . , ξ2,sk−1

R←− Zp. We interpret ξi,j as ξi(j). Together with the implicitly
given values ξ1(0) and ξ2(0) that satisfy uξ1(0) = h = vξ2(0), this yields two degree k − 1 poly-
nomials ξ1 and ξ2. B sets sksi ←− (si, ξ1,si , ξ2,si) for i = 1, . . . , k − 1 and VK←− (vk1, . . . , vkn)
with

vki =

{
(i, uξ1,i , vξ2,i) if i ∈ {s1, . . . , sk−1}
(i, hλ0(i) ·

∏k−1
j=1 u

ξ1,sj ·λsj (i), hλ0(i) ·
∏k−1
j=1 v

ξ2,sj ·λsj (i)) otherwise
.

Here, elements λi represent the Lagrange basis polynomial used for Lagrange interpolation (see
Section 2.1.3).

Algorithm B gives PK, PK and sks1 , . . . , sksk−1
to A and continues to simulate A. When A

outputs messages M0,M1 on which it wants to be challenged, B forwards the messages to its
own challenger. The challenger’s answer C is then given to A. Once A outputs its guess b′ on
which message was encrypted, B outputs b′ as its own guess.

Above, ξ1(1), . . . , ξ1(k − 1), ξ2(1), . . . , ξ2(k − 1) were chosen uniformly at random and are
therefore distributed as in the “real” k/n-TCP game. Using the implicitly given values ξ1(0) and
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ξ2(0) the verification keys are generated using Lagrange interpolation:

hλ0(i) ·
k−1∏
j=1

uξ1,sj ·λsj (i) = uξ1(0)·λ0(i) ·
k−1∏
j=1

uξ1(sj)·λsj (i) = uξ1(i),

hλ0(i) ·
k−1∏
j=1

vξ2,sj ·λsj (i) = vξ2(0)·λ0(i) ·
k−1∏
j=1

vξ2(sj)·λsj (i) = vξ2(i).

The connections between verification keys established by interpolation are the same as the con-
nections established during TLE-Setup. Thus, A’s view is as in the “real” game and A wins the
k/n-TCP game with probability ε. By definition, B wins the chosen-plaintext game whenever
A wins the k/n-TCP game. Hence, B wins with probability ε. The time B requires to perform
the additional computations compared to A is bounded polynomially in n, k and log |G|. That
is t′ = t+ (n · k · log |G|)O(1).

Lemma 3.11. If TLE is (t′, ε′, n′, k′)-semantically secure against threshold chosen-plaintext at-
tacks on G1, then DMGS is (t, qH , ε, n, k)-TCP-anonymous in the random oracle model on the
bilinear group pair (G1,G2), where ε = ε′+q2

H/|G1|9, t = t′−qHΘ(1)−nO(1), n = n′ and k = k′.

Proof. We assume an algorithm A that (t, ε, qH , n, k)-breaks the TCP-anonymity of DMGS sig-
nature scheme on the bilinear group pair (G1,G2). Using A we construct an algorithm B that
(t′, ε′, n′, k′)-breaks TLE’s semantic security against threshold chosen-plaintext attacks.

Algorithm B gets a list of servers from its TCP-challenger and has to respond with a subset
of the list indicating the servers A wishes to corrupt. B starts simulating A and forwards the
list to A. A’s response is forwarded to the challenger.

When B receives the TLE public key (u, v, h) and the corrupt servers’ private keys, it generates
the remaining components of the signature scheme’s keys. This yields an issuer private key γ,
a public key (g1, g2, h1, h, u, v, w) with generators g1, g2 as in the definition of bilinear group
pairs, h1

R←− G1 and w = gγ2 . The public key, the verification key, the key issuer’s private
key and the corrupted management servers’ private keys are given to A. Algorithm B and
its simulation of A execute protocol Join m times, so A gets to know m user private keys
(uk1, . . . ,ukm) = ((A1, xi, y1), . . . , (Am, xm, ym)).

Algorithm B simulates a random oracle H(·) for A. When A queries the oracle, B responds
with the same answer as the last time the exact same query was made, or, in case the query was
not made before, B’s response is an element from Zp chosen uniformly at random.

Eventually, A outputs two user key indices i0 and i1, as well as a message M upon which
A is challenged. B outputs Ai0 and Ai1 to its challenger. The challenger responds with a TLE-
encryption (T1, T2, T3) of Aib with bit b chosen uniformly at random. Algorithm B uses the cipher
in a simulation to generate a transcript (T1, T2, T3, R1, R2, R3, R4, R5, sα, sβ, sx, sy, sδ1 , sδ2) of an
execution of Protocol 3.6. As presented in Lemma 3.7, the simulated transcript given only
(T1, T2, T3) is distributed as in any “real” execution of the protocol. B needs to patch H(·)
such that H(M,T1, T2, T3, R1, R2, R3, R4, R5) = c. If applying the patch produces a collision
in the hash oracle H(·), B outputs failure and exits. This happens with probability at most
q2
H/|G1|9 as H takes nine elements from G1 as input. If H(·) is patched successfully, B sets
σ ←− (T1, T2, T3, c, sα, sβ, sx, sy, sδ1 , sδ2) and sends σ to A. Finally, A outputs a guess b′ on b.
Algorithm B forwards the guess to its challenger.

As the patch of H(·) includes the messageM and (T1, T2, T3) is a TLE-encryption of Aib , σ is
in fact a signature on M for user key ib. From the previous discussion it is obvious that all data
A gets to see is distributed as in an interaction of A with a TCP-anonymity challenger. Thus,
A wins the TCP-anonymity game with probability ε′ ≥ ε− q2

h/|G1|9.
The time required by B is the time required to simulate A plus the time to compute additional

key material and to answer A’s hash function queries. Answering oracle queries takes constant
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time (on average) and hence totals to qHΘ(1). Computing additional key material takes time
polynomially bounded in the number n of users. Thus, B requires time t′ = t+qHΘ(1)+nO(1).

3.2.2 Traceability

Our security proofs continue with a proof of DMGS’s full-traceability property. The definition
of full-traceability gives two conditions for an adversary to win the full-traceability game. The
adversary produces either a signature that traces to a non-corrupted user or a signature that
cannot be traced to a user at all. For completeness, we prove DMGS to be secure against both
types of attacks, even though the case of a signature that traces to a non-corrupted user is
covered by the notion of strong exculpability that we discuss in the next subsection.

Lemma 3.12. If the ((3, q), t′, ε′)-SDH assumption holds in (G1,G2), then the DMGS scheme is
(t, qH , qS ,m, ε, n, k)-fully-traceable in the random oracle model, where t = Θ(1) · t′− (|G1| ·q)O(1),
m = q − 1 and ε = (4m

√
2ε′qH +m/p)/(m− 1) + (qHqS + q2

S)/p9.

Outline of Proof

We show how to transform an adversary that attacks DMGS’s full-traceability property into an
algorithm that computes solutions to the (3, q)-SDH problem. As implied by the definition of full-
traceability, there are two types of adversaries that we have to consider. Therefore, we present
a framework that our (3, q)-SDH solver uses to handle the two types of adversaries equally. The
goal of the framework is to output a forged signature. We then present a transformation that
we apply to (3, q)-SHD instances to set up the framework. The transformation also shows how
to transform a tuple (A, x, y) extracted from forged signatures computed by our framework into
a solution of the (3, q)-SDH instance. As the framework only outputs one forgery, we apply the
Forking Lemma to obtain two forgeries.

A Framework for Forging

The types of adversaries we have to consider are the following:

Type I: Adversaries that output a forged signature σ on a message M that can be verified but
cannot be traced to a user.

Type II: Adversaries that output a forged signature σ on a message M that traces to a user
with identity id who is not a member of the forging coalition (and the signing oracle was
not queried to obtain a signature for user id on M).

The framework that our (3, q)-SDH solving algorithm uses works as described below. By A
we denote the algorithm that breaks DMGS’s full-traceability.

Setup We are provided with a bilinear group pair (G1,G2) with generators g1, h1 and g2 with
g1 = ψ(g2), an element w = gγ2 ∈ G2, and a list of triples (Ai, xi, yi) for i = 1, . . . ,m.
Each triple either satisfies e(Ai, wgxi2 ) · e(hyi1 , g2) = e(g1, g2) or its components satisfy
xi = ? = yi, indicating that values xi and yi corresponding to Ai are unknown. Then
we follow the computations of algorithm Setup of the TLE scheme to obtain TLE keys
(u, v, h), ξ1(1), . . . , ξ1(n), ξ2(1), . . . , ξ2(n) and uξ1(1) · vξ2(1), . . . , uξ1(n) · vξ2(n). We define

PK←− (u, v, h, g1, h1, g2, w),

VK←− ((1, uξ1(1), vξ2(1)), . . . , (n, uξ1(n), vξ2(n))),

SK←− ((i, ξ1(i), ξ2(i) : i = 1, . . . , n) and
UK←− (uki : i = 1, . . . ,m) with uki ←− (Ai, xi, yi).

Keys PK, SK and VK are given to A.
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Hash Queries A’s queries to oracle H(·) are answered with elements from G1 chosen uniformly
at random. In case the same query is made again, the answer is stored.

Signature Queries When A queries oracle S(·) on a message M for user with id i, the answer
depends on the corresponding user key (Ai, xi, yi). If xi 6= ? the query is answered with the
result of Sign(PK, (Ai, xi, yi),M). Note that the signing algorithm implicitly queries H(·).
Otherwise, if xi = ?, compute a TLE encryption (T1, T2, T3) of M and run the simulator
from Lemma 3.7 to get a transcript (T1, T2, T3, R1, R2, R3, R4, R5, c, sα, sβ, sx, sy, sδ1 , sδ2)
for an execution of Protocol 3.6 on (T1, T2, T3). Based on the transcript we patch the
hash oracle such that H(M,T1, T2, T3, R1, R2, R3, R4, R5) equals c. If the patch produces a
collision, the framework outputs failure and exits. If we patch H(·) successfully, the query
is answered with σ = (T1, T2, T3, c, sα, sβ, sx, sy, sδ1 , sδ2).

Private Key Queries When A queries oracle K(·) on a user index i, the query is answered
with (A1, xi, yi) if xi 6= ?. If xi = ?, the framework outputs failure and exits.

Output Eventually A outputs a forged signature σ = (T1, T2, T3, c, sα, sβ, sx, sy, sδ1 , sδ2) on a
message M . If (M,σ) can be verified, we trace the signature to some user A∗. The
framework’s output is

• (M,σ) if A∗ 6= Ai for every i,
• (M,σ) if A∗ = Ai∗ for some i∗ and si∗ = ?, and
• failure if σ cannot be verified or A∗ = Ai∗ for some i∗ and si∗ 6= ?.

Problem Transformation

The framework requires specific inputs for the setup phase. In particular, the framework requires
a bilinear group pair (G1,G2) with generators g1, h1 and g2 with g1 = ψ(g2) and an element
w = gγ2 ∈ G2. Also, a list of triples (Ai, xi, yi) with e(Ai, wgxi2 ) · e(hyi1 , g2) = e(g1g2) is required.
Hence, we need to discuss how a (3, q)-SDH instance can be transformed into the required
elements. The transformation is an adaption of a similar q-SDH transformation due to Boneh
and Boyen ([7], Lemma 1). Given a (3, q)-SDH instance and q − 1 pairs (xi, yi) as input, the
transformation generates q − 1 triples.

The transformation works as follows. Take a (3, q)-SDH instance (g′1, h1, g
′(γ0)
2 , . . . , g

′(γq)
2 ) for

unknown γ ∈ Z∗p and q− 1 pairs (xi, yi) ∈ Z∗p×Z∗p. Compute the degree q− 1 polynomial f with
f(z) =

∏q−1
i=1 (z + xi) and expand f to f(z) =

∑q−1
i=0 aiz

i for coefficients ai ∈ Zp. Compute

g2 ←−
q−1∏
i=0

(
g
′(γi)
2

)ai
w ←−

q∏
i=1

(
g
′(γi)
2

)ai−1

.

Then we have g2 = (g′2)f(γ) and w = (g′2)γ·f(γ) = gγ2 and set g1 ←− ψ(g2). We define degree
q − 2 polynomials fi with fi(z) ←− f(z)/(z + xi) =

∏q−1
j=1,i 6=j(z + xj). As before, we expand fi

to fi(z) =
∑q−2

j=0 bi,jz
j . Set

Si ←−
q−2∏
j=0

((
g′2
)γj)bi,j

Bi ←− ψ(Si) Ai ←− Bi · h−yi1 .

Thus, we have Si = (g′2)fi(γ) = (g2)1/(γ+xi), and hence Bi = ψ (g2)1/(γ+xi) = (g1)1/(γ+xi) and
Ai = (g1)1/(γ+xi) · h−yi1 . Therefore, tuples (Ai, xi, yi) generated applying the transformation
satisfy e(Ai, wgxi2 ) · e(hyi1 , g2) = e(g1, g2). Hence, the (3, q)-SDH instance (g′1, h1, g

′γ0
2 , . . . , g′γ

q

2 )
on a bilinear group pair (G1,G2) can be transformed into the components g1, h1, g2, w with
g1 = ψ(g2) and w = gγ2 , and q − 1 triples (Ai, xi, yi) required by the framework.
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We also need a reverse transformation that allows us to compute a solution to the (3, q)-
SDH-instance from a triple (A∗, x∗, y∗) that satisfies e(A∗, wgx∗2 ) · e(hy

∗

1 , g2) = e(g1g2) and that
is not among the q − 1 triples (Ai, xi, yi) computed before. Define a degree q − 2 polynomial ζ
with ζ(z) =

∑q−2
j=0 ζjz

j and a value ζ−1 ∈ Zp that satisfy f(z) = ζ(z) · (z + x∗) + ζ−1. Thus,
f(z)/(z + x∗) = ζ−1/(z + x∗) +

∑q−2
j=0 ζjz

j . By definition of f , (z + x∗) does not divide f and
therefore ζ−1 6= 0. Compute

Z ←−

(
A∗ ·

q−2∏
i=0

ψ
(
g
′(γi)
2

)−ζi)1/ζ−1

Y ←− y∗/ζ−1

and output (Z, x∗, Y ). Our output satisfies

Z =
(
A∗ · ψ

(
g′2
)−ζ(γ)

)1/ζ−1

=
((
g1 · h−1

1

)1/(γ+x∗) · (g′1)−ζ(γ)
)1/ζ−1

=
(

(g′1)f(γ)/(γ+x∗)−ζ(γ) · h−y
∗/(γ+x∗)

1

)1/ζ−1

=
(
g′1 · h−Y1

)1/(γ+x∗)
.

Hence, we can generate a tuple solving the original (3, q)-SDH instance using oracle replays of
the framework applied to an adversary forging DMGS signatures.

Proof of Lemma 3.12

Proof. Assume an algorithm A that (t, qH , qS ,m, ε, n, k)-breaks DMGS’s full-traceability prop-
erty. The setup of the framework differs slightly between the two types of adversaries the frame-
work may use: for (t, qH , qS ,m, ε, n, k)-type I adversaries, we run the framework on an instance
generated from a (3,m + 1)-SDH instance; for (t, qH , qS ,m, ε, n, k)-type II adversaries, we run
the framework on an instance generated from a (3,m)-SDH instance. This yields only m − 1
tuples that we distribute uniformly at random amongst m user keys (Ai, xi, yi). For the unfilled
entry i∗ we set Ai∗

R←− G1 and xi∗ , yi∗ ←− ?.
In either case, the adversary cannot distinguish the distribution of keys generated by the

framework from a distribution of keys generated by a “real” full-traceability challenger, except
when the adversary queries oracle K(·) on i∗ in which case the algorithm outputs failure and
exits. The distribution of signatures is also as in the “real” game, due to the simulator used
to generate transcripts. As the distributions are indistinguishable from distributions in “real”
games, a type I adversary wins with probability ε and the framework outputs a forged signature
with probability ε. For type II adversaries we additionally have to consider that the framework
may output failure while patching the hash oracle due to a collision or due to a query to K(·).

Every query to the signing oracle may produce a collision with any other query to S(·) or
any query to H(·). Thus, the number of possible collisions is qHqS + qS(qS − 1) ≤ qHqS + q2

S . As
the hash function takes nine elements from G1 as input, the probability of collisions is at most
(qHqS + q2

S)/|G1|9. The adversary’s success probability is at least ε− (qHqS + q2
S)/|G1|9, and as

the framework outputs a forged signature only if the adversary’s forgery can be traced to the
user with index i∗ and that index is distributed uniformly at random, the framework employing
a type II adversary succeeds with probability at least (ε − (qHqS + q2

S)/|G1|9)/m if it does not
output failure due to a query to K(·). The probability of failure due to K(·)-queries is at most
1/m, as the index i∗ is distributed uniformly at random. Hence, the total success probability of
the framework to succeed using a type II adversary is at least

(1− 1/m) · (ε− (qHqS + q2
S)/|G1|9)/m = (ε− (qHqS + q2

S)/|G1|9) · (1/m− 1/m2).
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For either type of adversary we can apply the Forking Lemma (Lemma 2.4) to the adver-
sary and the framework. We abbreviate signatures σ = (T1, T2, T3, c, sα, sβ, sx, sy, sδ1 , sδ2) as
(σ0, c, σ1). Our interpretation of the σ0-component is that σ0 is a description of the adversary’s
state that implicitly features elements R1, R2, R3, R4, R5 which are part of the input to the ran-
dom oracle and are determined before the oracle is queried. As the oracle replay rewinds the
execution of the framework to the point just before the query is made, the elements R1, . . . , R5

are the same for both signatures we obtain. This is important as it allows us to apply the extrac-
tor from Lemma 3.7 to the two signatures. But before, we state the probabilities to achieve two
closely related signatures that satisfy our requirements. The probabilities depend on the type of
adversary we use:

Type I We get two signatures from a (t, qH , qS ,m, ε, n, k)-type I adversary and a (3,m+1)-SDH
instance with probability at least (ε− 1/p)2/(16qH).

Type II We get two signatures from a (t, qH , qS ,m, ε, n, k)-type II adversary and a (3,m)-SDH
instance with probability at least ((ε− (qHqS + q2

S)/|G1|9) · (1/m− 1/m2)− 1/p)2/(16qH).

Independent of the type of adversary, let (σ0, c, σ1) and (σ0, c
′, σ′1) be two signatures on a

message M with c 6= c′ obtained through oracle replay. We apply the extractor and get a tuple
(A∗, x∗, y∗) that satisfies e(A∗, wgx∗2 ) · e(hy

∗

1 , g2) = e(g1, g2). Note that (x∗, y∗) is not among the
(xi, yi)-tuples used in the transformation. If it was among those tuples, the framework would have
output failure. We apply the above reverse transformation to (A∗, x∗, y∗). The resulting triple
(Z, x∗, Y ) is a solution to the (3,m)-SDH instance or the (3,m+ 1)-SDH instance, respectively.

The time required to solve the (3, q)-SDH instance depends on the time required to simulate
and replay A, the time for setting up the framework, and the time to transform the forgeries to
a solution. Simulating and replaying the t-time adversary A requires time Θ(1) · t. Setting up
the framework and transforming the solution requires time (pq)O(1).

To correctly set up the framework, we need to know what type of adversary we deal with.
As we cannot know this beforehand, we have to guess. Then, with probability 1/2 our guess
is correct. As type II adversaries have a lower success probability, we compute a lower bound
on the frameworks success probability based on a type II adversary. We get that probabilistic
t-time adversaries with advantage ε in breaking DMGS’s full-traceability property can be used
to construct an algorithm for solving (3, q)-SDH instances in time t′ = Θ(1) · t + (|G1| · q)O(1)

with probability ε′ ≥ 1/2 · ((ε− (qHqS + q2
S)/p9) · (1/m− 1/m2)− 1/p)2/(16qH) yields the result

claimed by the lemma.

3.2.3 Strong Exculpability

We finish our line of security proofs with a proof of DMGS’s strong exculpability property. Strong
exculpability (Definition 2.15) represents the notion that no entity besides the legitimate user
can produce a signature on behalf of the user. The interactive protocol for user key generation
introduced as Protocol 3.5 serves to achieve the property.

Lemma 3.13. If the (q, t′, ε′)-SDH assumption holds in a bilinear group pair (G1,G2), then
DMGS provides (t, qH , qS , ε, n, k,m)-strong-exculpability on (G1,G2), where t = Θ(1)·t′−|G1|O(1)

and ε = 4m
√
ε′qH +m/p+ (qHqS + q2

S)/p9.

Proof. We use an algorithmA that (t, qH , qS , ε, n, k,m)-breaks DMGS’s strong exculpability prop-
erty to construct an algorithm B that can compute discrete logarithms in G1 that we use to
construct a solution to the q-SDH instance. We present a framework that interacts with A. If
the framework is successful in forging signatures, through an oracle replay of the framework we
obtain a second forgery. We can then apply the extractor from Lemma 3.7 that allows us to
compute a solution to the q-SDH instance.

The framework works as described below:
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Setup The framework is provided with generators g1, h1 ∈ G1, g2 ∈ G2 and an element
κ ∈ G1. We pick an element γ R←− Z∗p and set w ←− gγ2 . Through a run of TLE’s
Setup algorithm (without the group generation part), we obtain generators u, v, h ∈ G1,
management server private keys SK and verification keys VK. We define the public
key PK ←− (u, v, h, g1, h1, g2, w) and the key issuer private key IK ←− γ. Keys PK,
VK, SK and IK are the input to a simulation of Algorithm A. We also pick an index
i∗

R←− {1, . . . ,m}.

Join If it is the i∗-th join operation, then the framework, instead of computing y and sending
hy1, simply sends κ to A. In all other join operations, the framework behaves as specified by
DMGS’s Join protocol. Thus, the framework obtains m−1 correctly generated user private
keys (Ai, xi, yi) and an additional user private key (Ai∗ , xi∗ , ?) to which the y-component
is unknown. Denote the user identity associated with index i∗ by τ .

Hash Queries Queries to the hash oracle H(·) are answered with elements chosen uniformly
at random from G1. Answers are stored, making sure identical queries are answered iden-
tically.

Signing Queries When A queries the signing oracle on a message M for the user with id i,
the framework checks whether i = i∗. If i 6= i∗ the framework holds the complete user
private key for the user with identity i. It therefore computes a signature on M under the
requested identity’s user private key and gives the signature to A. Otherwise, if i = i∗, the
framework only holds a partial user private key (Ai∗ , xi∗ , ?). The framework computes a
TLE encryption (T1, T2, T3) of Ai∗ and applies the simulator from Lemma 3.7 to obtain a
transcript (T1, T2, T3, R1, R2, R3, R4, R5, c, sα, sβ, sx, sy, sδ1 , sδ2) that is transformed into a
signature σ ←− (T1, T2, T3, c, sα, sβ, sx, sy, sδ1 , sδ2). We have to patch the hash oracle such
that c = H(M,T1, T2, T3, R1, R2, R3, R4, R5). If that produces a collision, the framework
outputs failure and exists. Otherwise, the signature σ is given to A.

Output Eventually, A outputs a forged signature σ on a message M . If (M,σ) can be verified
and traces to identity τ , the framework outputs (M,σ). Otherwise the framework outputs
failure and exits.

The elements required for the framework’s setup phase are derived from the q-SDH instance
(g1, g

(y0)
2 , . . . , g

(yq)
2 ) that we want to solve. Generators g1 and g2 are as in the q-SDH instance,

for h1 we pick a random element z R←− Z∗p and set h1 ←− gz1 . We choose another element
`

R←− {1, . . . , q} and set

κ←− ψ
(
g
(y`)
2

)z
.

As generators g1 and g2 from the q-SDH instance satisfy g1 = ψ(g2), our choice of κ and h1

yields

κ = h
(y`)
1 .

We now apply the framework with elements g1, h1, g2, κ to the adversary A. All keys are
distributed as in an interaction of A with a “real” strong exculpability challenger. As we use
the simulator to obtain transcripts, all signatures are distributed as in the “real” game. Thus,
if the framework does not fail in patching the hash oracle, A succeeds in forging a signature
with probability at least ε. Every query to the signing oracle may produce a collision with any
other query to S(·) or any query to H(·). Therefore, the number of possible collisions is given
by qHqS + qS(qS − 1) ≤ qHqS + q2

S . As the hash function takes nine elements from G1 as input,
the probability of collisions is at most (qHqS + q2

S)/|G1|9. Furthermore, index i∗ is distributed
uniformly amongst m user identities. Hence, the framework outputs a forgery with probability
at least (ε− (qHqS + q2

S)/p9)/m.
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If the framework outputs a signature (σ0, c, σ1) = (T1, T2, T3, c, sα, sβ, sx, sy, sδ1 , sδ2) on a
message M , through an oracle replay of the framework we may obtain a second signature
(σ0, c

′, σ′1) = (T1, T2, T3, c
′, s′α, s

′
β, s
′
x, s
′
y, s
′
δ1
, s′δ2) on the same message M . Applying the Fork-

ing Lemma (Lemma 2.4), a successful run of the framework and a successful replay yield
the desired signatures (σ0, c, σ1) and (σ0, c

′, σ′1) on a message M with probability at least
((ε− (qHqS + q2

S)/p9)/m− 1/p)2/(16qH).
Using the extractor from Lemma 3.7, we get a tuple (Ai∗ , xi∗ , yi∗) from the two signatures

and yi∗ equals y`. As we know ` and ` 6= 0, we can compute y, which allows us to output a tuple
(g

1/(y+x)
1 , x) for some arbitrary value x of our choice. That tuple is a solution to our q-SDH

instance.
In total, we solve the q-SDH instance in time t′ = Θ(1) · t+ |G1|O(1) with probability at least

ε′ = ((ε− (qHqS + q2
S)/p9)/m− 1/p)2/(16qH), which proves the claim.

3.3 Extended Setups

We now want to generalize the DMGS scheme. Up to now, we have only considered the case where
a certain number of management servers need to cooperate in order to open a group signature. In
this section we use a model based on monotone span programs that gives more power to certain
management servers. First, we present monotone span programs and the model how servers
may cooperate to open group signatures. Then we define groups signature schemes employing
monotone span programs and security notions for these group signature schemes. Finally, we
present MAGS, a generalization of DMGS that uses monotone span programs for secret sharing,
and prove it secure in the models presented. The secret sharing scheme based on monotone span
programs is based on the considerations of Beimel [3].

3.3.1 Monotone Span Programs

This subsection presents the model of how to describe sets of management servers that we want
to be able to open group signatures.

Definition 3.14. A monotone formula is a boolean formula with conjunctions and disjunctions,
and without negations and negated variables.

Definition 3.15. With respect to out cryptographic schemes, an authorized set is a set of de-
cryption or management servers such that the servers from this set can succeed in decrypting
or opening signatures when they cooperate. A minimal authorized set is an authorized set such
that no server can be left out without the remaining set loosing the ability to decrypt or open
signatures.

Definition 3.16. An access structure is a set containing all authorized sets. A monotone access
structure is an access structure such that every superset of an authorized set is authorized.

Given a set of servers, monotone access structures can be described using monotone formulae:
minimal authorized sets are represented by conjunctions of variables corresponding to the servers
in the respective minimal authorized set; the formulae representing the minimal authorized sets
are concatenated using disjunctions.

We now present how to implement monotone access structures for practical applications. We
use that method later.

Definition 3.17. A monotone span program is a triple M = (F,M, ρ), where F is a field, M
is an a × b matrix over F and ρ is a row labeling function that maps row indices {1, . . . , a} to
server indices {1, . . . , n}. For any subset A ⊆ {1, . . . , n} denote by MA the submatrix of M that
consists of rows labeled by server indices from A. The monotone span program accepts a set A
if the rows of MA span the vector e1 = (1, 0, . . . , 0)t. The monotone span program accepts an
access structure A if the monotone span program accepts a set A if and only if A ∈ A.
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3.3.2 Scheme and Security Definitions

In this subsection we define cryptographic schemes that employ monotone access structures.
We also present security models for those schemes. Basically, the schemes and security models
presented here generalize the respective k-out-of-n schemes and security models from sections
2.1.1 and 2.2.2. Therefore, we mainly present where the monotone access structure versions differ
from their threshold counterparts.

Scheme Definitions

Definition 3.18. A monotone-access encryption scheme consist of five probabilistic, polyno-
mial time algorithms Setup, Encrypt, ShareDecrypt, ShareVerify and Combine. Al-
gorithm Setup takes as input a security parameter Λ, a number n of decryption servers and a
description of a monotone access structure A. For consistency, we require that only verifiable
sets of decryption shares that contain an authorized set of server indices from A can decrypt.

Definition 3.19. A monotone-access group signature scheme consists of six probabilistic poly-
nomial time algorithms Setup, Sign, SignatureVerify, ShareOpen, ShareVerify and
ShareCombine, and, optionally, a protocol Join. Algorithm Setup takes as input a security
parameter Λ, a number n of management servers, a description of a monotone access structure A
and, optionally, a number m of users. For consistency we require that only verifiable sets of open
shares that contain an authorized set of management server indices from A can open signatures.

Security Notions

Definition 3.20. Given a monotone-access encryption scheme, consider the following (n,A)-
monotone-access chosen-plaintext game.

1. The challenger C gives the scheme’s monotone access structure A to the adversary A.

2. A chooses a non-authorized set of servers to corrupt.

3. C executes Algorithm Setup to compute the key material. The public key, the verification
key and the corrupted servers’ private keys are given to A.

4. Eventually, A outputs two messages M0 and M1 of equal length.

5. The challenger picks a bit b R←− {0, 1}, sets C ←− Encrypt(PK,Mb) and gives C to A.

6. Finally, A outputs a guess b′ ∈ {0, 1} on b.

The adversary wins the game if b′ = b. We define the adversary’s advantage to be

|Pr [A(A,PK,VK, SKcorrupt, C) = b]− 1/2| ,

where the probability is taken over the random choices of the monotone access structure A, the
keys A gets to see, the bit b, and the random bits of A and the algorithms involved.

We say a monotone-access encryption scheme provides (t, ε, n,A)-semantic security against
monotone-access chosen-plaintext attacks if no probabilistic t-time adversary has advantage at
least ε in the (n,A)-monotone-access chosen-plaintext game.

Definition 3.21. Given a monotone-access group signature scheme, consider (n,A)-monotone-
access chosen-plaintext anonymity games that work as follows. Let m denote the number of
users.

1. The challenger C gives the scheme’s monotone access structure A to the adversary A.

2. A chooses a non-authorized set of management servers to corrupt.
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3. The challenger executes Algorithm Setup to compute the key material. The public key,
the verification key, the corrupted management servers’ private keys are given to A. If the
scheme features a Join protocol, the issuer private key is given to A, and C and A engage
in m executions of the protocol with A playing the user’s role. Otherwise, the user private
keys are given to A. After this step A holds user private keys uk1, . . . ,ukm.

4. Eventually, A outputs two indices i0, i1 of user keys and a message M upon which it wants
to be challenged.

5. The challenger picks a bit b R←− {0, 1} and signs M using user key uib. The resulting
signature σ is given to A.

6. Finally, A outputs a guess b′ on b.

The adversary wins the game if b′ = b. We define the adversary’s advantage to be

|Pr [A(A,PK,VK, IK, SKcorrupt, uk1, . . . ,ukm, σ) = b]− 1/2| ,

where the probability is taken over the random choices of the monotone access structure, the keys
the adversary gets to see, the bit b, and the random bits of A and the algorithms involved.

We call a monotone access group signature scheme (t, ε, n,A)-chosen-plaintext anonymous if
no probabilistic t-time adversary has advantage at least ε in the (n,A)-monotone-access chosen-
plaintext anonymity game.

The notions of monotone access full-traceability and strong exculpability remain unchanged
compared to their threshold counterparts, except that we parameterize the notation with the
monotone access structure A instead of the threshold k.

3.3.3 Distributing Group Management Using Monotone Access Structures

We now present how to distribute group management using monotone access structures. First,
we present a variant of the linear encryption scheme that uses monotone span programs for secret
sharing. On top of the encryption scheme, we build a group signature scheme with distributed
group management. Finally we prove our constructions to be secure in the security models from
the previous subsection.

Consider a monotone span programM = (Fp,M, ρ) and a set {1, . . . , n} of servers. Denote
the number of rows of M labeled i by #(i) and denote the index of the j-th row of M labeled i
by I(i, j).

Linear Encryption with Monotone Access Structures

Definition 3.22. Let A be a description of a monotone access structure. Linear Encryption
with Monotone Access Structures (LEMAS) works as follows:

• Setup(n,Λ,A): Use some protocol GG(n,Λ,A) to generate a group G of prime order p
and a monotone span programM = (Fp,M, ρ) that accepts A, where M is an a× b matrix
over Fp and ρ : {1, . . . , a} −→ {1, . . . , n} is a row labeling. Choose values ξ1,1, ξ2,1

R←− Z∗p
and pick a generator h R←− G1. Set u ←− h1/ξ1,1 and v ←− h1/ξ2,1. Also, choose random
values ξ1,1, . . . , ξ1,b, ξ2,1, . . . , ξ2,b

R←− Zp. Let Ξ1,Ξ2 ∈ Fbp be the column vectors defined as
Ξ1 = (ξ1,1, . . . , ξ1,b)

t and Ξ2 = (ξ2,1, . . . , ξ2,b)
t. Compute s1 ←− (s1,1, . . . , s1,a)

t = M · Ξ1

and s2 ←− (s2,1, . . . , s2,a)
t = M · Ξ2. Then define keys

– PK←− (u, v, h,M),

– VK←− (vk1, . . . , vkn) with vki = (i, vki,1, . . . , vki,#(i)) and vki,j = (us1,I(i,j) , vs2,I(i,j)),
and
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– SK←− (sk1, . . . , skn) with ski = (i, ski,1, . . . , ski,#(i)) and ski,j = (s1,I(i,j), s2,I(i,j)).

Private key share ski is given to decryption server i. Keys PK and VK are made public.

• Encrypt(PK,M): Parse the public key PK = (u, v, h). Pick values α, β R←− Zp and
encrypt M generating the ciphertext C ←− (uα, vβ,M · hα+β). Output C.

• ShareDecrypt(PK, sk`, C): Parse the private key share sk` = (`, sk`,1, . . . , sk`,#(`)) with
sk`,j = (sk`,j,1, sk`,j,2) and the ciphertext C = (T1, T2, T3). For every j = 1, . . . ,#(`) pick
r`,j and compute θ`,j,1 ←− T

sk`,j,1
1 ·hr`,j and θ`,j,2 ←− T

sk`,j,2
2 ·h−r`,j . Sign (θ`,j,1, θ`,j,2) and

proof correctness: pick blinding values r`,j,1, r`,j,2, r`,j,3
R←− Zp and compute

R`,j,1 ←− T
r`,j,1
1 · hr`,j , R`,j,2 ←− T

r`,j,2
2 · h−r`,j , R`,j,3 ←− ur`,j,1 , R`,j,4 ←− vr`,j,2

Compute a hash c`,j ←− H(T1, T2, T3, R`,j,1, R`,j,2, R`,j,3, R`,j,4) and values

z`,j,1 ←− r`,j,1 + c`,jsk`,j,1, z`,j,2 ←− r`,j,2 + c`,jsk`,j,2, z`,j,3 ←− r`,j,3 + c`,jr`,j .

Set θ`,j ←− (θ`,j,1, θ`,j,2, c`,j , z`,j,1, z`,j,2, z`,j,3) and output Θ` ←− (`, θ`,1, . . . , θ`,#(`)).

• ShareVerify(PK,VK, C,Θ): Parse the verification key VK = ((i, vki) : i = 1, . . . , n)
with vki = (vki,1,1, vki,1,2), . . . , (vki,#(i),1, vki,#(1),2), the ciphertext C = (T1, T2, T3) and de-
cryption share Θ = (`, θ`,1, . . . , θ`,#(`)) with θ`,j = (θ`,j,1, θ`,j,2, c`,j , z`,j,1, z`,j,2, z`,j,2). Also,
for every j = 1, . . . ,#(`) use equations (3.1) – (3.4) to reconstruct R`,j,1, R`,j,2, R`,j,3, R`,j,4
and check whether c`,j

?
= H(T1, T2, T3, R`,j,1, R`,j,2, R`,j,3, R`,j,4). If either test fails, output

invalid. Otherwise, output valid.

• Combine(PK,VK, C,Θ1, . . . ,Θk): Parse the ciphertext C = (T1, T2, T3) and decryption
shares Θi = (`i, θ`i,1, . . . θ`i,#(`i)) with θ`i,j = (θ`i,j,1, θ`i,j,2, c`i,j , z`i,j,1, z`i,j,2, z`i,j,3). First,
verify all decryption shares. Consider the set of qualified shares. That is, the set of shares
that can be verified successfully. Let B be the set of decryption servers that provided qualified
shares. If the set B is authorized, there is an efficiently computable row vector v such that
v ·MB = e1, where MB is the submatrix of M consisting of rows labeled with decryption
server indices from B. Denote by vi the i-th component of vector v. To decrypt, compute
and output

M ′ ←− T3 ·
∏
`∈B

#(`)∏
j=1

(θ`,j,1 · θ`,j,2)−vI(`,j)


If B is not authorized, the vector v cannot be computed. In this case, the algorithm outputs
⊥ and exit.

Lemma 3.23. The LEMAS scheme is correct.

Proof. We have to prove that decryption shares can be verified successfully and that a set of
successfully verifiable decryption shares containing server indices that constitute an authorized
set of decryption servers can be used to decrypt.

• Let C = (T1, T2, T3) be a LEMAS encryption of some message M and let

Θ = (`, θ`,1, . . . , θ`,#(`)) = ShareDecrypt(PK, `, sk`, C)

be a decryption share for C under a private key sk` = (`, sk`,1, . . . , sk`,#(`)). For every index
j = 1, . . . ,#(`) we have θ`,j = (θ`,j,1, θ`,j,2, c`,j , z`,j,1, z`,j,2, z`,j,3), sk`,j = (s1,I(`,j), s2,I(`,j))
and vk`,j = (us1,I(`,j) , vs2,I(`,j)). Then C, PK and VK carry enough information to recon-
struct values R`,j,1, R`,j,2, R`,j,3, R`,j,4 from θ`,j using equations (3.1) – (3.4). Thus, we can
successfully check whether c`,j equals H(T1, T2, T3, R`,j,1, R`,j,2, R`,j,3, R`,j,4).
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• Let C = (T1, T2, T3) = (uα, vβ,M ·hα+β) be a cipher on a message M for α, β ∈ Zp and let
Θ = {Θ1, . . . ,Θk} be a set of k successfully verifiable decryption shares for an authorized set
B of decryption servers. As the decryption shares are verifiable, their (θ1, θ2)-components
satisfy θ`,j,1 = T

s1,I(`,j)
1 · hr`,j and θ`,j,2 = T

s2,I(`,j)
2 · hr`,j . We can efficiently compute a

vector v such that v ·MB = e1. Using the notation from before, let s1,B = MB · Ξ1 and
s2,B = MB · Ξ2. Then we have

M ′ = T3 ·
∏
`∈B

#(`)∏
j=1

(θ`,j,1 · θ`,j,2)−vI(`,j)


= T3 ·

∏
`∈B

#(`)∏
j=1

T
−s1,I(`,j)·vI(`,j)
1 · T−s2,I(`,j)·vI(`,j)2


= T3 · T

−
∑
`∈B

∑#(`)
j=1 vI(`,j)·s1,I(`,j)

1 · T
−

∑
`∈B

∑#(`)
j=1 vI(`,j)·s2,I(`,j)

2

= T3 · T
−v·s1,B
1 · T−v·s2,B2

= T3 · T−v·MB ·Ξ1
1 · T−v·MB ·Ξ2

2

= T3 · T−e1·Ξ1
1 · T−e2·Ξ2

2

= T3 · T
−ξ1,1
1 · T−ξ2,12

=
(
M · hα+β

)
·
(
uξ1
)−α
·
(
vξ2
)−β

= M.

So, Algorithm Combine successfully decrypts, given successfully verifiable decryption
shares from an authorized set of decryption servers.

The two points just proven imply correctness of the LEMAS scheme.

Lemma 3.24. If the Linear Encryption scheme is (t′, ε′)-semantically secure against chosen-
plaintext attacks on a group G of prime order p, then LEMAS is (t, ε, n,A)-semantically secure
against monotone-access chosen-plaintext attacks on group G, where t = t′− (n · |A| · log |G|)O(1)

and ε = ε′.

Proof. Let A be a t-time algorithm that wins the (n,A)-monotone-access chosen-plaintext game
against LEMAS with probability at least ε. We use A to construct a t′-time algorithm B that
wins the chosen-plaintext game against the Linear Encryption scheme with probability ε′ = ε.

Algorithm B gets a public key (u, v, h) and the access structure A. It starts a simulation of
A with input A. A picks a non-authorized set of decryption server (indices) to corrupt. Let k be
the number of servers A chose to corrupt and denote the corrupted server indices by i1, . . . , ik.

Now, B has to compute the LEMAS public key and verification key, as well as the corrupted
decryption servers’ private keys. B defines a monotone span programM = (Fp,M, ρ) such that
M accepts A, M is an a× b matrix with

M =

(
0 M′B
M′ M′′

)
for a row vector M′ and a matrix M′′, and the row labeling ρ labels the rows of M such that
MB = (0 M′B). Such a monotone span program M exists as the set B is non-authorized.
Furthermore, B picks random elements ξ1,2, . . . , ξ1,b, ξ2,2, . . . , ξ2,b

R←− Zp and defines column
vectors Ξ′1 ←− (ξ1,2, . . . , ξ2,b),Ξ

′
2 ←− (ξ2,2, . . . , ξ2,b). Compute vectors

s1,B ←−M′B · Ξ′1, s2,B ←−M′B · Ξ′2.
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Vectors s1,B and s2,B contain all decryption key shares for the corrupted decryption servers and
B sets the decryption key shares ski1 , . . . , skik according to s1,B, s2,B and row labeling ρ.

Denote by Mi,j the entry in the i-th row and the j-th column of M. Using the implicitly
given values ξ1,1, ξ2,1 that satisfy uξ1,1 = h = vξ2,1 , we compute verification key shares

vki ←−

hMi,1 ·
b∏

j=2

uMi,j ·ξ1,j , hMi,1 ·
b∏

j=2

vMi,j ·ξ2,j


for i = 1, . . . , a. Based on the vki and row labeling ρ, compute the verification key VK. Finally,
set PK←− (u, v, h,M).

Algorithm B gives PK, VK and the corrupted decryption servers’ private keys to A. When
A outputs messages M0,M1 on which it wants to be challenged, B forwards the messages to its
own challenger. The challenger’s answer C is then given to A. Once A outputs its guess b′ on
which message was encrypted, B outputs b′ as its own guess.

Above, ξ1,2, . . . , ξ1,b, ξ2,2, . . . , ξ2,b were chosen uniformly at random and are therefore dis-
tributed as in the “real” monotone-access chosen-plaintext game. Using the implicitly given

values ξ1,1 and ξ2,1, let Ξ1 ←−
(
ξ1,1

Ξ′1

)
and Ξ2 ←−

(
ξ2,1

Ξ′2

)
. Then vectors Ξ1 and Ξ2 are as

in the original setup algorithm and we have s1,B = MB · Ξ1, s2,B = MB · Ξ2, again as in the
original setup algorithm. Also, for every i = 1, . . . a we have vki = (uMi,∗·Ξ1 , vMi,∗·Ξ2), where
Mi,∗ denotes the i-th row of M. Thus, vki are distributed as in the original setup.

As all keys the adversary gets to see are distributed as in the original setup, A wins its
chosen-plaintext game with probability ε. By definition, B wins whenever A wins. Hence, B
wins with probability ε. The time B requires compared to the time required by A is bounded
polynomially in n, |A| and log |G|. Thus, B requires time t′ = t+ (n · |A| · log |G|)O(1).

Distributing Group Management

Similarly to the DMGS scheme, we define the MAGS scheme, a group signature scheme that uses
linear encryption to distribute group management. Where DMGS used TLE, the new MAGS
scheme uses LEMAS. Due to the similarity of MAGS and DMGS we do not give a full definition
of MAGS.

Definition 3.25. The MAGS monotone access group signature scheme works as follows. For
Algorithm Setup(Λ, n,A) execute some protocol GG(Λ, n,A) to generate a bilinear group pair
(G1,G2) with groups of prime order p, an efficiently computable non-degenerate bilinear map
e : G1×G2 → GT for an order p group GT , an efficiently computable isomorphism ψ : G1 → G2,
and a monotone access program M = (Fp,M, ρ) that accepts A. Also, execute LEMAS–Setup
(without the group generation part). This yields elements u, v, h ∈ G1, a LEMAS verification
key VK and LEMAS decryption server key SK. Pick γ R←− Z∗p, h1

R←− G1 and g2
R←− G2. Set

g1 ←− ψ(g2), w ←− gγ2 , PK ←− (u, v, h, g1, h1, g2, w,M) and IK ←− γ. Publish PK and VK.
Give the private keys from SK to the respective management server and give IK to the key issuer.

Algorithms Sign and SignatureVerify and Protocol Join remain unchanged compared to
DMGS. For algorithms ShareOpen, ShareVerify and ShareCombine the DMGS scheme
employs TLE algorithms whereas MAGS employs the corresponding LEMAS algorithm.

One easily checks that MAGS is a monotone access group signature scheme. We now state
some properties of the MAGS scheme. The properties are not proven as they are identical to the
respective proofs for DMGS with applications of TLE replaced by applications of LEMAS.

Lemma 3.26. If LEMAS is (t′, ε′, n,A′)-semantically secure against monotone-access chosen-
plaintext attacks on a group G1, then MAGS is (t, qH , ε, n,A)-fully monotone-access chosen-
plaintext anonymous in the random oracle model on (G1,G2), where A = A′, n = n′, ε = ε′

and t = t′ − qHΘ(1)− nO(1).
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Lemma 3.27. If the ((3, q), t′, ε′)-SDH assumption holds in (G1,G2), then the monotone access
group signature scheme MAGS is (t, qH , qS ,m, ε, n,A)-fully-traceable in the random oracle model,
where A is an arbitrary monotone access structure, m = q − 1, t = Θ(1) · t′ − (|G1| · q)O(1) and
ε = (4m

√
2ε′qH +m/p)/(m− 1) + (qHqS + q2

S)/p9.

Lemma 3.28. If the (q, t′, ε′)-SDH assumption holds in a bilinear group pair (G1,G2), then the
MAGS monotone access group signature scheme provides (t, qH , qS , ε, n,A,m)-strong-exculpability
on (G1,G2), where ε = 4m

√
ε′qH +m/p+ (qHqS + q2

S)/p9, t = Θ(1) · t′ − |G1|O(1), and A is an
arbitrary monotone access structure.

3.4 Dynamic Groups

The schemes at hand can also be viewed in terms of group dynamics. In particular, we are
interested in the group signature schemes’ security properties when users join the group over
time. Under group dynamics, we can can formulate security requirements that slightly differ
from the requirements and notions for static groups. Bellare, Shi and Zhang [5] formulated such
security notions for dynamic groups. Compared to the static case, stronger requirements must
be met.

While the dynamic group notions of anonymity, traceability and strong exculpability are
closely related to the static group notions of anonymity and traceability they differ in the fact
that group members may join later in the respective game and users may be corrupted at any
time. Also, compared to original notation of group signature schemes, the tasks of issuing user
keys and opening signatures are performed by two distinct entities. These entities are subject to
different levels of trust: non-corrupted, partially corrupt (the entity’s secret key is compromised,
but the entity itself is not) and fully corrupt (the entity and its secret key are compromised).

These different levels of trust reflect in the group signature schemes which must feature an
Algorithm Judge that allows entities to verify the outcome of an opening procedure. Also, under
group dynamics we have to consider concurrent executions of algorithms and protocols. Many
of our protocols are zero-knowledge proofs and it is known that the concurrent composition of
zero-knowledge proofs in general is not zero-knowledge.

In this section we first give formal definitions of the schemes and security notions for dynamic
groups. Then we sketch an extension to our group signature scheme that meets the security
requirements.

3.4.1 Definitions

First we give the definitions of group signature schemes in the dynamic setting, then we give the
security definitions.

As mentioned before, we require a Judge algorithm for group signature schemes in the
dynamic group setting. Thus group signature schemes must be defined as follows.

Definition 3.29. A group signature scheme with distributed group management in the dynamic
group setting consists of seven probabilistic polynomial time algorithms Setup, Sign, Signa-
tureVerify, ShareOpen, ShareVerify, ShareCombine, Judge and a protocol Join.

Compared to Definitions 2.2 and 3.19, the Join protocol outputs public data: a user public
key upk for the respective group member. Algorithm ShareCombine must output, besides the
respective signer’s identity, a (publicly verifiable) proof τ that the signature can be traced to the
claimed user. For the proof, we employ Algorithm Judge that takes as input PK, VK, the tuple
(M,σ), the public key of the user accused of having produced σ and the combiner’s proof τ . The
algorithm outputs accept or reject depending on whether or not it accepts the proof.

The games used to define security properties need to consider that users may join the group
at any time and that users may be honest or corrupted. Also, honest users may be corrupted
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later. In some instances, we must also consider that an adversary may be able to read from or
write to the key issuer’s table of associations of user identities to private keys. We define three
games.

Definition 3.30. The game for group-dynamic chosen-plaintext anonymity works as follows:

1. The adversary A chooses a non-authorized set of management servers to corrupt.

2. The challenger C executes algorithm Setup to compute the keys. It gives keys PK, VK,
IK and the corrupted management servers’ private keys SKcorrupt to A.

3. The adversary completely controls the key issuer. It is given access to three oracles:

• AddHonest() triggers an execution of Protocol Join with the joining user being con-
trolled by the challenger.

• AddCorrupt() triggers an execution of Protocol Join with the joining user being con-
trolled by the adversary.

• K(·) corrupts a given user. The user’s private key is given to the adversary.

4. Eventually, A outputs two indices i0, i1 and a message M .

5. The challenger picks a bit b R←− {0, 1} and signs M with the key associated with ib.

6. Finally, the adversary outputs a guess b′ on b.

The adversary’s wins if b = b′ . Its advantage is given by

|Pr[A(A,PK,VK, IK, SKcorrupt,AddHonest(),AddCorrupt(),K(·)) wins]− 1/2| ,

where the probability is taken over the random choices of the monotone access structure A, the
keys A gets to see, the bit b, and the random bits of A, the oracles and the algorithms involved.

We say a group signature scheme provides (t, ε, n,m,A)-chosen-plaintext anonymity under
group dynamics, if no probabilistic t-time adversary has advantage at least ε in the group-dynamic
chosen-plaintext anonymity game with n management servers employing access structure A,
where the adversary queries oracles AddHonest() and AddCorrupt() at most m times in total.

Note that for the group-dynamic setting, we explicitly distinguish traceability and exculpa-
bility. Before, a weak notion of exculpability was included in the traceability definition.

Definition 3.31. The game for group-dynamic traceability works as follows:

1. The challenger C executes Algorithm Setup and gives keys PK, VK and SK to the adver-
sary A.

2. The adversary gets access to five oracles:

• AddHonest() triggers an execution of Protocol Join with the joining user and the key
issuer being controlled by the challenger.

• AddCorrupt() triggers an execution of Protocol Join with the joining user controlled
by the adversary and the key issuer being controlled by the challenger.

• K(·) corrupts a given user. The user’s private key is given to the adversary.

• S(·) signs a given message with the private key of a given user.

• RReg(·) reads a given line from the key issuer’s table.

3. Eventually, A outputs a tuple (M,σ).
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The adversary wins the game if the tuple (M,σ) is a valid message-signature pair and σ either
cannot be traced to a user or the opener cannot produce a proof of its claim. The adversary’s
advantage is given by

Pr[A(A,PK,VK,SK,AddHonest(),AddCorrupt(),K(·), S(·),RReg(·)) wins],

where the probability is taken over the random choices of the monotone access structure A, the
keys A gets to see, and the random bits of A, the oracles and the algorithms involved.

We say a group signature scheme provides (t, ε, n,m, qS ,A)-traceability under group dynam-
ics, if no probabilistic t-time adversary has advantage at least ε in the group-dynamic traceability
game with n management servers employing access structure A, where the adversary queries or-
acles AddHonest() and AddCorrupt() at most m times in total, and queries oracle S(·) at most
qS times.

Definition 3.32. The game for group-dynamic strong exculpability works as follows:

1. The challenger C executes Algorithm Setup and gives keys PK, VK, IK and SK to the
adversary.

2. The adversary A completely controls the key issuer. It is given access to four oracles:

• AddHonest() triggers an execution of Protocol Join with the joining user and the key
issuer being controlled by the challenger.

• AddCorrupt() triggers an execution of Protocol Join with the joining user controlled
by the adversary and the key issuer being controlled by the challenger.

• K(·) corrupts a given user. The user’s private key is given to the adversary.

• S(·) signs a given message with the private key of a given user.

3. Eventually, the adversary outputs a tuple (M,σ).

The adversary wins the game if the tuple (M,σ) is a valid message-signature pair that (provably)
traces to a non-corrupted user and the oracle S(·) was never queried on M and the respective
user identity. The adversary’s advantage is given by

Pr[A(A,PK,VK, IK,SK,AddHonest(),AddCorrupt(),K(·), S(·)) wins],

where the probability is taken over the random choices of the monotone access structure A, the
keys, and the random bits of A, the oracles and the algorithms involved.

We say a group signature scheme provides (t, ε, n,m, qS ,A)-strong exculpability under group
dynamics, if no probabilistic t-time adversary has advantage at least ε in the group-dynamic
strong exculpability game with n management servers employing access structure A, where the
adversary queries oracles AddHonest() and AddCorrupt() at most m times in total, and queries
oracle S(·) at most qS times.

Note that Bellare et al. call the aforementioned property “non-frameability.”

3.4.2 Implementation and Analysis

In this section, we sketch the extensions that must be made to the existing schemes DMGS and
MAGS for them to be secure under group dynamics.

As mentioned before, our protocols employ zero-knowledge proofs and under group dynamics
we have to consider concurrent executions of these protocols. It is known that, in general, the
concurrent execution of zero-knowledge proofs is not zero-knowledge. Damgård [11] proposed
means to achieve concurrent zero-knowledge by simple modifications of zero-knowledge proofs.
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In general zero-knowledge proofs the communication pattern is (a, e, z), where a is a blinded
common input to the prover and the verifier, e is the verifier’s challenge to the prover and z is
the prover’s response. Using Damgård’s extension, the verifier gets to know the a value in the
final step, while the prover commits itself to a in the first step using a commitment scheme.
The communication pattern is then changed to (c, e, (z, a, r)) with c ←− Commit(a, r,pk) for
(common) auxiliary input pk and random r. In the modified protocol, the verifier accepts the
interaction if it would have accepted on (a, e, z) and if additionally c ?

= Commit(a, r,pk) holds.
As we use auxiliary information, the model is called auxiliary string model.

We now define commitment schemes and then analyze properties of protocols obtained via
the extension.

Definition 3.33. A commitment scheme consists of a polynomial time algorithm Commit, that
takes as input two parameters s, r. The algorithm must be

hiding — the distributions of Commit(s, r) and Commit(s′, r′) are polynomially indistinguish-
able for r, r′, s, s′ chosen uniformly at random, and

binding — the probability of a probabilistic polynomial time adversary A given Commit(s, r) as
input to compute r′, s′ with s′ 6= s such that Commit(s, r) = Commit(s′, r′) is negligible.

A trapdoor commitment scheme is a commitment scheme that has the trapdoor property:
in addition to parameters r and s, Algorithm Commit takes as input a third parameter pk.
Parameter pk, along with a secret t, is generated by a probabilistic polynomial time algorithm
Generate with a security parameter as input. The hiding and binding property must then
hold for fixed parameter pk. The trapdoor property means that there is an efficient probabilistic
algorithm that on input pk and t produces a commitment c and on input s computes r such
that Commit(s, r,pk) = c. The distribution of c must be polynomially indistinguishable from
commitments generated using Algorithm Commit.

Using trapdoor commitment schemes, we get the following result.

Lemma 3.34. Protocols obtained via Damgård’s extension are honest-verifier concurrent zero-
knowledge proofs of knowledge in the auxiliary string model.

Proof. Properties honest-verifier and proof of knowledge immediately follow from the original
properties. The concurrent zero-knowledge property is based on the idea that adversaries cannot
choose their challenges based on other instances of the protocol. For the zero-knowledge property,
we need a simulator for transcripts of protocol executions. A transcript can be generated as
follows: employ Algorithm Generate to generate parameter pk with known trapdoor t and use
the trapdoor property to obtain a commitment c. Run a simulator for the original protocol to
obtain a, e, z. Use the trapdoor to compute r such that Commit(a, r,pk) = c.

As we have done before, we can transform our (modified) zero-knowledge protocol to obtain
a signature scheme. Besides the slight adjustments that arise from the use of the modified
zero-knowledge protocols, we have to give an Algorithm Judge, that checks correctness of the
outcome of opening procedures. Accordingly, the outcome of the opening procedure must also
feature a proof that the Judge algorithm can check. Furthermore, the requirement that the
outcome of opening procedures must be publicly verifiable means that we need publicly available
information on user keys. The dynamic group extension, as presented next, extends our current
group signature schemes such that they are secure under group dynamics.

Definition 3.35. The dynamic group extension (DGE) to schemes DMGS and MAGS works as
follows.

• Employ concurrent zero-knowledge protocols in algorithms Sign and ShareOpen, adjust
SignatureVerify, ShareVerify and ShareCombine accordingly.
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• Join works as before, but the value hy1 that originally only the key issuer got to see is now
published by the user. Denote the hy1-value of user i by upki.

• ShareCombine combines the open shares as before. Besides outputting a user identity id,
the algorithm also outputs all open shares used to obtain the identity, and the x-component
of the private key associated with id. Denote the set of open shares and the x-component
by τ . — Note that the entity responsible for combining the open shares has read access to
the key issuer’s table of mappings from identities to keys. Therefore, it can also output the
key’s x-component.

• Judge takes as input the group’s public key PK and verification key VK, the message-
signature pair (M,σ) in question, the public key upk of the user claimed to be the signer
of M , and the output τ of Algorithm ShareCombine. First, execute the original Share-
Combine algorithm on the open shares from τ . This yields value A. If the user to whom
upk belongs is indeed responsible for creating the signature σ, then values A, x and upk
must satisfy e(g1, g2)

?
= e(A,wgx2 ) · e(upk, g2) (see Equation (3.5)). The algorithm outputs

accept or reject, depending on whether the equation holds.

One easily checks that DMGS and MAGS using DGE satisfy Definition 3.29. We now analyze
the extension’s properties. Due to similarity of the schemes and for simplicity, we restrict our
analysis to MAGS with DGE.

Note that it is unclear whether trapdoor commitment schemes exist, though existence of
one-way functions implies existence of trapdoor commitment schemes. Hence the dependency
on the existence of one-way functions in the following analysis.

Lemma 3.36. If one-way functions exist and if LEMAS is (t′, ε′, n,A)-semantically secure against
monotone-access chosen-plaintext attacks on G1, then the MAGS scheme with DGE provides
(t, qH , ε, n,m,A)-chosen-plaintext anonymity under group dynamics on a bilinear group pair
(G1,G2) in the random oracle model, where A = A′, n = n′, ε = ε′ and t = t′ − qHΘ(1)− nO(1).

Proof. We only discuss what changes compared to the proof of Lemma 3.11. There is no reason to
believe that an adversary against LEMAS can take advantage of adding corrupted users adaptively
rather than corrupting all users in the beginning. Therefore, we can allow users to join at any
time without changes. Also distinguishing corrupted and non-corrupted users does not change
anything.

Lemma 3.37. If one-way functions exist and if the ((3, q), t′, ε′)-SDH assumption holds in
(G1,G2), then MAGS with DGE provides (t, ε, n,m, qS , qH ,A)-traceability under group dynam-
ics on (G1,G2) in the random oracle model, where m = q − 1, t = Θ(1) · t′ − (|G1| · q)O(1) and
ε = 16qHε

′ + 1/p.

Proof. We only sketch the proof, as it is very similar to the proof of Lemma 3.12. One major
point is, that we can ignore type II forgers from the original proof, as they are covered by the
notion of strong exculpability.

The second point is about dynamic joins and their influence on the transformation applied
in the original proof. Now, user joins can occur at any time and users may be controlled by
the adversary. That means, the yi-component of users’ private keys cannot be determined be-
forehand. The framework used to proof the original lemma expects tuples (Ai, xi, yi) as input.
The transformation that is applied to (3, q)-SDH instances to get these tuples takes xi and yi as
input. The transformation can be changed to only take xi as input and to output elements Bi.
Upon user joins, we can use a user’s public key hyi1 to compute Ai ←− Bi · h−yi1 , as it is done
in the original transformation. The reverse transformation remains unchanged. Thus, users can
join the group at any time. Also, distinguishing corrupted and non-corrupted users does not
change anything.
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The third major point is that the adversary wins if the signature cannot be traced at all or if
the signature can be traced (by an authorized set of honest management servers and an honest
combiner) but the combiner is unable to provide a proof of his claim on the signer’s identity. Due
to the structure of the combiner’s proof τ , if the signature can be opened by honest parties, then
the combiner can provide a proof of his claim unless the xi-value associated with the user was
modified. As the adversary cannot modify the key issuer’s table, honest combiners can always
provide proofs of their claims. So, we only need to cover the case of signatures that cannot be
traced.

For the relevant type of adversaries, the proof of Lemma 3.12 states that the framework
employing such an adversary has success probability at least ε. Thus, applying the Forking
Lemma, by rewinding the framework, we obtain two closely related signatures with probability
at least (ε−1/p)/16qH from a (3,m+1)-SDH instance. Hence we can solve (3, q)-SDH instances
with probability at least ε′ = (ε− 1/p)/16qH in time t′ = Θ(1) · t+ (|G1| · q)O(1).

Lemma 3.38. If one-way functions exist and if the (q, t′, ε′)-SDH assumption holds in (G1,G2),
then MAGS with DGE provides (t, ε, n,m, qS , qH ,A)-strong exculpability under group dynamics
on (G1,G2) in the random oracle model, where ε = 4m

√
ε′qH + m/p + (qHqS + q2

S)/p9 and
t = Θ(1) · t′ − |G1|O(1) .

Proof. Again, we only sketch the proof, due to similarity to the proof of Lemma 3.13. The
relevant change is that we must distinguish honest and corrupt users that can join at any time
and that once-honest users may be corrupted later. As before, we guess with probability 1/m
which user the adversary attacks. If it turns out that we guessed a corrupt user, the framework
outputs failure and exits. However, these modifications do not change the success probability of
the framework compared to the original proof. Hence the framework solves q-SDH instances with
probability at least ε′ = ((ε−(qHqS+q2

s)/p
9)/m−1/p)2/(16qH) in time t′ = t·Θ(1)+|G1|O(1).
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