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Transport Layer Security (TLS)

• The most important cryptographic standard
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TLS is complex

• Many versions, many algorithms, many attacks …
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Configuring a TLS server 
not that easy



SSL labs 
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TLS-Attacker – basis for our project group

• Tool for analyses of TLS implementations

• Scanning, testing, writing attacks

• Offers many nice features

• https://github.com/RUB-NDS/TLS-Attacker
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https://github.com/RUB-NDS/TLS-Attacker


Goal: Analysis of the TLS ecosystem 

• Many directions …

• Perform the scans

• Write a website

• Write new security/attack evaluations

• Analyze TLS implementation fingerprinting

• Provide configuration improvement feedback

• Provide server configuration statistics

• Predictions regarding the security statistics
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Do some cool stuff



Goal: Analysis of the TLS ecosystem 

• Many directions …

• Team:
• Security experts (RWC engineering students)

• Website building experts

• Statistics and machine learning

10


